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openssl genrsa -out c:\server.key 2048

(dp 5 F 6 W& F RELA T out T3 A 2 hE MR Il

[
[ 1]
i
]

opensz]l genrsa —out ciszerver.key 2048

FAldn L s ¢ L C\T A4 K% LS serverkey 12048 A E B
RSA £4fth» @ % 2 FHIBEEH B SHHET 53407 0 3

P serverkey - SEEA g@@
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P————BEGIH RSA PRIVATE KEY-----

HITCXATIBAAKBQOCATI jbjICS12WYAFyxN2HDSYd1y+7UcIP13P2J39U+wIn3TnCRb
k81RvHWYzpqR1n+ /711 B8UH j 0+ W3 F4)+wbyGFEmMnF S+pg8 BhGKGRALUAS19HUWELS
4XnJ9ekI2j7CWn4YeP B2szypyu+YjHOVKER /iinLGAVBE1785+r07ThPcPwIDAQAB
AoGAGjUvHROO2rEh3vulVZ23uqK/3CpW+L7YPenkGaHW2PsrchirLe8mH/ 2B jFdyt
ESLEtqFGELTYZRH+2THW? d7 X QuHSYHwHaQrE6UBd /0Bi 14611/ qY+4U0cgrkihTH2
GiB5pvLdJAHxQ jHYOtY7zPGBEsAHWIwxCDDE jIHSyubX4BECQQDaWBHY 4t Sa/UyF
LSH6+kFYmKsKEoAJwIFXtQuUhzEXQiVciWuoBDelvcéoBFK1gS6F Fvb22fGH=0al
UZ2BUXPUPAKEAZ jhePUQQA2ZSUZuH7Kuxid /pWTWSZ140FFASKECD2Avgx jqQz9F 3
Heptur/IDgOs+tU/kkAzxyAnH+jDJ/2 jpwJAVIKJBux+GrLTyss63IvyGHaiYPFg
keakzyzi2ZGtH6 /R/vHEtnELel4yX7CnF JU6iPwtaxqhJZ2NeocCjsnYQ.Jadsua
uf8HDbB0YuBBHa2RxWenKr +r3sgHoc+3WFbqCEFQIFog5SnHwwdbBFREuxKBH3ze
SqHUKT+JBopYgj2yalJBAI213YJYGESTj 41z 4XpANKF OhUdDgbUHU1k+85U+ebK @
rHB16xnxUDWOES1siBRn3 /ullcthOhitPpipqchsg2==

————— EHD RSA PRIVATE KEY-———-
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openssl req -new -key c:\server.key -out c:\server.csr

(dn 4 F 6 3053 F BB -Key “idy AR T T S 4.2 § 404 2

k=% o -out 5 A4 HCSR H iz )

openssl req -hew -key c:\server.key -out c:\server.csr
POPE G R R R F 0 P AT
%ﬁ%Z%W%ﬁﬁWW’Mﬁ

Country Name (2 letter code) [AU]:TW

;%—#L?] x 0[] (e TAIWAN) » 2 31
State or Province Name (full name) [Some-State]:TAIWAN

Locality Name (eg, city) []:TAIPEI

l o~ g A4 TWCA) > i
Organization Name (eg, company) [Internet Widgits Pty Ltd]:TWCA

;%—ﬁgl »H = L f (40 IT ~ SYSTEM) » 2 3

Organizational Unit Name (eg, section) []:SYSTEM

%ﬁ»&ﬁ@ﬁwwmwacmmm’wﬁ

Common Mame <eq, YOUR name>» [l:iwww.twca.com.tuw

A~ ¢ gt | Email o v 7

Email Address []:S3L@twca.com.tw

Bt g R AW HATR Gy BB TP FA S L4k Enter T

A challenge passuWord []:
An optional company name []:

2t Aldp 418 g e C\T A 4 server.csr ik o 2 AT 5 B E AR

AFTHLERPRRELP TN EFLMAE  ALLT T 0 FAEF AR £
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————— BEGIN CERTIFICATE REQUEST-----
MIIBYjCCATHCAQAwWQYK=CZAJBgHUBAYTAIRXMOSwDOYDUNOIEwZUQU1XQUA=DZAN
BgHUBACTE1RESUBFSTENMASGATUEChHEVFADOTEPHABGATUECKXHGU11TUEUNHRgY
FgYDUQQDEw93d3cudHd j¥S jb2 BudHcxHI[jAcBgkqhkiGowBBCOEWD1NTTERBd2Hh
LmHubS58dzCBnzANBgkqhkiGPwBBANEFAADBjQAwgYKCgYEAS /08b1t3hweH7eun
Ex/CHhbbhOKBuukpAzKikBdnZK3/5162cdr 4er5UR51 j4TAQKEBIbFPUTgF1uBES+
HFeQRbH/LARQUSFSpist1/UiprtX2xpgl7NnibLJ18U1UF1iESqJgS3s3u+EXHLZ]
z0Gj4/hyipuWWGHGN+52ukL6cyUCAWEARAAAMABGCSqGS Ib3DQERBOUAALGBAGKY
JhrulesAGAPDHIrCok42LakURyx+IS51.nQHiYT BeBunkr6EqQj5UjYHSFRUDHTB
Ju2156Uk11x20gKq3wcKynU0+JoBttFTgJH+rt5HMUNYBXWFC2bE+B3RSXSBESKY
O0U1hU¥bqa8XJ+k/LABTGU j81/XWKP3T6vUSGhoPr=

————— EHMD CERTIFICATE REQUEST---—--
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
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-——BEGIN NEW CERTIFICATE REQUEST—
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aNWBfwefEg,uhvUGJ84DWabyGY GYVQQLEwJIVDECMBoGATU
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duwd01g42Vv5SxCmasPCImkiri1 TX4BYr5qzY=

——END NEW CERTIFICATE REQUEST——
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4.6.3 ¥iE%Apache2.2%\conflextra p 4 5 httpd-ssl.conf #; %
4631 % XRPIRERE

#% " SSLCertificateFile ;

A 4R LA SSL PR B GG
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» ¥ # 7] H ¢ 7 SSLCertificateFile
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BT
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H
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B htipd-ssl conf - 23K

BWERE REE B0 SR SEm

Server Certificate:
# Point SSLCertificateFile at a PEHM encoded certificate. If
# the certificate is encrypted, then you will be prompted for a
# pass phrase. Hote that a kill -HUP will prompt again. Keep
# in mind that if you have both an R3A and a DSA certificate you
#
#
s

can configure both in parallel (to also allow the use of DSA
ciphers, etc.)

SLCertificateFile “C:/Program Files/Apache Software Foundation/Apache2._2/conf/server.cer”

4.6.3.2 % % SSL PIRE 4 4k
#% T SSLCertificateKeyFile |, 58 » #4554 ¢
SSLCertificateKeyFile 3k #_> sk T 8 _SSL # IR £ 417 = K
Eoik 461 FEMHE FRBEOR TRV EET [T e Ak
I hitpd-ssl.conf - SR2BH

ERE REE EA0 HEE SAE

[#  seruer Private Key:

*  If the key is not combined with the certificate, use this

|u directive to point at the key file. Keep in mind that if

|n you've both a RSA and a DSA private key you can configure

|u both in parallel {to also allow the use of DSHA ciphers, etc.)

; ~tifi File "C:/Program Files/Apache Software Foundation/Apache2.2/conf/server _key"

4 6.3.3 % % ¢ BG%F
% [ SSLCertificateChainFile |, 3
SSLCertificateChainFile % @_» ¢ %
% 4.6.1 F Bt BT R BE R BT ) F Ak o

I hitpd-ssl.conf - SREEA<

BWRE REE A0 WR0D AW

# Server Certificate Chain:

# Point SSLCertificateChainFile at a file containing the

# concatenation of PEM encoded CA certificates which form the
# certificate chain for the server certificate. Alternatively
# the referenced file can be the same as SSLCertificateFile

#t when the CA certificates are directly appended to the server
# certificate for convinience.

oy

SLCertificateChainFile "C:/Program Files/Apache Software Foundation/Apache2.2/conf/uca.cer"

=+ [hitpd-ssl.conf; p Pk TSR HME > TR BEL X -

AFEHEILBPRRERFFTRATEFT2LHAE > AEETET 0 2 AFHEARY ATH 2 A FUSER
AEedEagr .
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4.7 2% 7_SSL #-3¢
MEX iy #SSLG# »SSL#a ForoodETpEr % T
4.7.1 #iE%Apache2.2%\conf p 47 7 httpd.conf 4 %
47114~ SSL #ire
#% "mod sslso; 58 » ¥4 1]H ¢ e
LoadModule ssl_module modules/mod_ssl.so :f;] L ek 3‘;] Lo #
F oo Fokszdp 4 T AHT 5B % °

P hitpd conf -

HWREE wREE B0 WRID HEW

fiLoadHodule rewrite_module modules/mod_rewrite.so
LoadHodule setenvif_module modules/mod_setenvif.so
#iLoadHodule speling module modules/mod speling.so
#LoadHodule status_module modules/mod_status.so
#iLoadHodule substitute_module modules/mod_substitute.so

< |

P hitpd conf -
WwEL iREE R0 R SHeA

fiLoadHodule rewrite_module modules/mod_rewrite.so
LoadHodule setenvif_module modules/mod_setenvif.so
#iLoadHodule speling module modules/mod speling.so
#LoadHodule status_module modules/mod_status.so
#iLoadHodule substitute_module modules/mod_substitute.so

< |

K

AFHLERERRELFTAPE I 2ZHMA AL FT > 2 AGFEARY ATH 72 AHFE s FUSER
AEedEagr .
The information contained herein is the exclusive property of TWCA and shall not be distributed,

reproduced, or disclosed in whole or in part without prior written permission of TWCA.

% 28 F



SSL @ PR % fic i+ 15 7 Apache2. 2 PR B4 (¥ £ p
4.7.1.2 % » 35 *F % LA httpd-ssl.conf
% httpd-ssl.conf (httpd-ssl.conf & A% E_f # SSL cp M % <) »
¥ 45 ¥ 2 ¢ i Include conf/extra/httpd-ssl.conf 45 & > 4ok 3p £ w0 5 #
FHL o FRRzdn £ T HT 5L "$ °

[P hitpd conf - §

BED REE BALO WR FHAWD
#Include conf/extra/httpd-default._conf

# Secure (S5L/TLS) connections

#Include conf/extra/httpd-ssl_conf

L

# Hote: The following must must be present to support
b I

P hitpd conf - 5

BED REE BALO WR FHAWD
#Include conf/extra/httpd-default.conf

# Secure (S5L/TLS) connections
Include conffextrashttpd-ss1.conf

L
# Hote: The following must must be present to support
b

FEws = httpd.conf p Fif s JE X TR ALK ©

AFHRLEBRRRERFFRIPEF2LMAE  ALT 0 F Y A ABRARY AFTH RS FHSER
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4.7.2 #miE%Apache2.2%\conflextra p 4+ 1 httpd-ssl.conf # %
4.7.2.1 fx* SSL # it
#% SSLEngine ; 3¢ » ¥ 433 8 ¢ iy £ SSLENngine on / off -
SSLEngine on # 71 fx* SSL # iy » 4ok 7 g SSLTﬁﬁionEié off
TE o PG L one

[P hitpd-ssl.conf - SR
wWEE REE EI0 R A

Bi=1E3

# SSL Engine Switch:
# Enable/Disable SSL for this wvirtual host.

SSLEngine on

#  SSL Cipher Suite:
4

4722% % SSLid 423
#oF Clisten | 3¢ » 7455138 @ iy £ Listen 443 » 443 Port 4
SSL(https)# & E % Port > 4o % B % % 5 H # Port £ ek %> 3
Bl- &3k w5 443 7 o

P hitpd-ssl conf - SEHA Z E'E'
HEE REE B0 R HAD

# Hote: Confiqurations that use IPvé but not IPv4-mapped addr ~
# Listen directives: "Listen [::]:443" and "Listen 8.8.
i

Listen 443

i

<

ATRLEREROERFFT AL G2 MA AL FT o AASEARY ATHR A AHFE > FUSHS
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