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46 % £ #E
4.6.1 Tomcat %% 5% SSL @& ¢ & * Flw fifh % ¢
3 4.2 'E; A # e SSL £ 4%k B T mykeystore.jks |
4.5 % &3 7 25 %4 " root.cer |
¥ @B 8o g Ay Tuca.cer
4.5 % 37 PR BIE FH, [ server.cer |
B < T #-H 5% %JDK%\bin P& T (7P &7 p (FiAF)

SETZ BEBEAEH FRRA62TEHITEEHE -

zow

- 0 0 0 @
A
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o
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H
(8,
s
Eud
=
Y
¥
=i

X 4rdSF ERBFLFIe BREMN GFRERAEITEHFLREE -

4.6.2 4oiF 3] = Bl EAAN 0 G ED P 31T (1918 root.cer ~ ¢ G E

uca.cer ~ PR E G % server.cer)- — % » £4&EEF R o
PP g

4.6.2.1 % » 12/5 % root.cer
keytool -import -trustcacerts -alias root -file root.cer -keystore
mykeystore.jks

C:~Program Files“Java~jdkl.6.0_26~bin>keytool —import —trustcacerts —-alias root

—file root.cer —keystore mykeystore.jks

da AR T (4 F G B R R

\\\?{r

2 W

-import RS R4

-trustcacerts | &&= & 13 T g #4h

-alias REEHEY L0 Fp TR
file £ UBEBILE L R R R g T
-keystore keystore 4 & #7 &l S 2 LAL 0 iR E R 4y T

AFTHIEBPRERBELRFIADTEF2LHME  AETaFT 0 A AFHEARY ATH A2 G FUSER
FERHEBANEF o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.6.2.2 % » ¥ #5 7% uca.cer

keytool -import -trustcacerts -alias uca -file uca.cer -keystore
mykeystore.jks

G:“Program FilessJavasjdkli.6.B8_26%bin>*keytool —import —trustcacerts —alias uca -

file uca.cer —keystore mykeystore.jks

p % FEGRP AT (dp 4 F 8 iR SRR R AT
DS W
-import TrBEL RS

-trustcacerts | & > % 13 iz i 4

-alias WP MGES Lo p R
file Lo MREEEE LR FRTEEERT
-keystore keystore 4 5 #7 B S 2 LA iR E B 4y T

AFRLLR H*é;lp’éf‘kw\"ﬁ SN
FERHEBANEF o

The mformatlon contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.6.2.3 % » #IRF 1§ & server.cer

keytool -import -trustcacerts -alias keyname -file server.cer -keystore

mykeystore.jks

C:“Program Files“Java“sjdki.6.A_26%hinXkeytool —import —trustcacerts

—alias keyna

me —file server.cer —keystore mykeystore.jks

p % FEGRP AT (dp 4 F 0 Wi F SRR R AT
5% E
-import RS R 4
-trustcacerts | & > 5 3 T eig F4h
-alias hARIRE G A R 421 TR TD LR
-file TR PR ERERLE L FRIFEEEL T
-keystore keystore % #7 B L% LR R F EE 4

2 IR r;,a;%_ﬁb ?;Ew is A

5 A~

keystore %75 »

Z t’ﬂp;ﬁ?z&;gj;;g b,

B ARIERA Y MRS K

g z\—rf"& wa v 5‘%’&@_% %\J«
I keystore ¢ -

B3k AN e e

£x

keystore T

keytool ik :

X ERPIRERE
£
g%ﬁfﬁ ¥_ch keystore E_f - B o

java.lang.Exception:
VIR F Jﬂ B é » £ 51
BAL cho s e ¥t rFiu A Bl CSR iy Tehkeystore j2 % ~ i

7 keystore p e g 2 B2 BPIR

el

AFHLG R BRERRERR G AT
FERHEBANEF o

LRV SRR i I

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

A ABEFER T RTH

P TR AT E

A

%25 F



SSL PR B #k & % Tomcat 6.0 FPRBH (T2 p
463 4o 3l BIGHAAH, - WSS 1 T T (UG rootoer « ¥ B

uca_1.cer~ ® #i5 % uca_2.cer~ #PR B g # server.cer)- - & » &

TR X

4.6.3.1 %= » ¥2§ ¥ root.cer
keytool -import -trustcacerts -alias root -file root.cer -keystore
mykeystore.jks

Gz ~Program Files“Javasjdkl.6.@8_26%bin>keytool —import —trustcacerts —-alias root
—file root.cer —keystore mykeystore.jks

-import TrEEe RIS

-trustcacerts | & = % 13 iz eiG F4h

-alias RAVEEY Lo AT
file B ORUBRBLE L R EEER T
-keystore | keystore 4§ % 7t T2 LA FRF E R 4p

el

ATOR S LR H'é;l{éf‘;t;}"ﬁ AP EFLMAE LI FT A ABF AR ATH > T A USSR
FERHEBANEF o
The mformatlon contained herein is the exclusive property of TWCA and shall not be distributed,

reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.6.3.2 % » ¥ #5% uca_1.cer

keytool -import -trustcacerts -alias uca1 -file uca_1.cer -keystore
mykeystore.jks

C:“Program Files“sJavasjdkl.6.B8_26%hinX*keytool —import —trustcacerts —alias ucal

—file uca_1_cer —keystore mykeystore.jks
g% FEGRP AT (dp 4 F 8 iR SRR R AT

S W e

-import TrBEL RS

-trustcacerts | & > % 13 iz i 4

-alias WP MGES Lo p R
file Ly MEERLE LR R REEER T
-keystore keystore % #7 B /L% LR R F T dp T

AFRLLR H*é;lp’éf‘kw\“ﬁ SN
FERHEBANEF o

The mformatlon contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

el

EF2MAAETHT O A EERENRT ATH AR AT FUAER

%277



SSL @ PR B #c & 7% Tomcat 6.0 PR B iTLp
4.6.3.3 = » ¥ #5% uca_2.cer
keytool -import -trustcacerts -alias uca2 -file uca_2.cer -keystore
mykeystore.jks

C:“Program Files“Javasjdkl.6.d_26%bin>*keytool —import —trustcacerts —-alias ucaZ

—file uca_2.cer —keystore mykeystore.jks
p % FEGRP AT (dp 4 F 8 iR SRR R AT

S W e

-import TrBEL RS

-trustcacerts | & > % 13 iz i 4

-alias R BES LR AT
file L worch? MGEHEEE LR FRTEEERT
-keystore keystore 4 5 #7 B S 2 LA iR R E 4 T

AFRLLR H*é;lp’éf‘kw\“ﬁ SN
FERHEBANEF o

The mformatlon contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.6.3.4 %= » #IRF 1§ & server.cer

keytool -import -trustcacerts -alias keyname -file server.cer -keystore

mykeystore.jks

C:“Program Files“Java“sjdki.6.A_26%hinXkeytool —import —trustcacerts

—alias keyna

me —file server.cer —keystore mykeystore.jks

I d FEEP AT (dp b F 9 WY ERE AR
P S S m
-import TrBEL RIS
-trustcacerts | & > 5 3 T eig F4h
-alias hARIRE AL R 421 TR TP LR
file Lo r hRPRBEEREE LRI EEER T
-keystore keystore % #7 b fi % LR R F EE I

2 IR r;,a;%_ﬁb ?;Ew is A

5 A~

keystore %75 »

Z t’ﬂp;ﬁ?z&;gj;;g b,

B A RIERA Y SRS K

g z\—rf"& wa v 5@_;&‘2&% %\J«
I keystore ¢ -

B3k AN e e

£x

keystore T

keytool ik :

X ERPIRERE
£
g%ﬁfﬁ ¥_ch keystore E_f - B o

java.lang.Exception:
VIR F Jﬂ B é » £ 51
B cho s e ¥t rFiu Al CSR iy Tehkeystore 2% » i

7 keystore p e g 2 B2 BPIR

el

AFHLG R BRERRERR G AT
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.6.4 #iit%Tomcat 6.0%\conf p & server.xml 4 % >
4.6.4.1 3% TssIProtocol ; 3 8 > ¥ 453 # ¥ 33 SSL 4p M edn £

B serverxml - spEc |Z| |E| rgl
wEE REE B0 R A
connectionTimeout=""200080" -

redirectPort="8443" 7>
—-—>
{!-- Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the DpenSSL style configuration
described in the APR documentation -->
{1—-
<Connector port="8443" protocol="HTTP/1.1" S3LEnabled="true" =

maxThreads="158" scheme="https"'" secure=""true"
clientfAuth=""false'" FHANJLALTLN="TLS"" />

{t-- Define an AJP 1.3 Connector on port 8889 -->
<Connector port="8009" protocol="AJP/1.3" redirectPort=""8443" />

-->

b
E
—

I~

4% § % - =i {7 SSL &k 7 #FH#
<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS" />

P serverml - spA
EBEER REE EI0 wRi0 SHAm

connectionTimeout=""200080" ~
redirectPort="8443" />

-=>
{!-- Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the DpenSSL style configuration
described in the APR documentation —->

{t-- Define an AJP 1.3 Connector on port 80889 -->
{Connector port="8889" protocol="AJP/1.3" redirectPort="8443" />

| B
| %
I £

ATRLEREROERFFT AL G2 MA AL FT o AASEARY ATHR A AHFE > FUSHS
AEedEaNgr .

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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BEE &EE EA0 ®RE HAD

connectionTimeout=""200800" »
redirectPort=""8443" />
-2
<?-— Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the ODpenSSL style configuration
described in the APR documentation --»
<Connector port="8443" protocol="HTTPf1.1" S3LEnabled="'true®
maxThreads="158" scheme="https" secure="true”
clientAuth="false" ss1Protocol=""TLS" />

<t-- Define an AJP 1.3 Connector on port 8889 —->
{Connector port="8889" protocol="AJP/1.3" redirectPort="8443" />

I~

4.6.4.2 - Port :x 5 443 > 443 Port &_SSL(https)+* 5y cH3g % Port » 4% &
WRs e Port £ ik %o B RI- B AL 443 TP o

BEE REE BARO WE0 S

connectionTimeout=""200080" -
redirectPort="8443" />
—-—>
{!-- Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the DpenSSL style configuration
described in the APR documentation —-3>

<Connector [[RESCERE protocol="HTTP/1.1" S5LEnabled=""true"
maxThreads="158" scheme="https" secure="true"
clientAuth=""false'" sslProtocol="TLS" />

{t-- Define an AJP 1.3 Connector on port 8889 -->
{Connector port="8889" protocol="AJP/1.3" redirectPort="8443" />

| B
| %
I £

ATRLEREROERFFT AL G2 MA AL FT o AASEARY ATHR A AHFE > FUSHS
AEedEaNgr .

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.6.4.3 373 " keystoreFile ; 3% % > p* 3% <A _keystore i = BB /T > ik 4h
FPEGRBEAR LT 0 BT EFY 17, s Ak o

BEE &EE EA0 ®RE HAD

{t-- Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation -->

<Connector port="443" protocol="HTTP/1.1" S5LEnabled=""true"
maxThreads="158" scheme="https" secure="true"
clientfAuth=""false" sslProtocol=""TLS"

keystoreFile=""c :\mykeystore

<{t-- Define an AJP 1.3 Connector on port 8889 -->
{Connector port="8889" protocol="AJP/1.3" redirectPort="8443" />

<
4.6.4.4 773 " keyAlias ;% %> #* % . 4_SSL # AL e 4.2
FERTALEE P s

BEED REE B0 WE0 S

£*—— Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation --3

<Connector port="443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="Ffalse" sslProtocol=""TLS"

keystoreFile="c:\mykeystore.jks"
keyAlias=""keynane" i

<*-- Define an AJP 1.3 Connector on port 8889 -->
<Connector port="80089" protocol="AJP/1.3" redirectPort="8443" />

pll

AFHELLABRERERP T UAP G LME AT ET 0 P AEFRR Y AT ARG FUAER
AT H AN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.6.4.5 373 "keystorePass | % %> % % ¥_keystore %45 0 P BRHE B B4
T s T oAk

EBX

HBED RED BN HEO SHEAD
<*-- Define a SSL HTTP/1.1 Connector on port 8443 s
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation —->

<Connector port="443" protocol="HTTP/1.1" SSLEnabled=""true"
maxThreads="158" scheme="https" secure="true"
clientfiuth="false" sslProtocol=""TLS"

keystoreFile=""c:\mykeystore.jks" =
RN T El ke ystorePass="nystorepass" i

{t-- Define an AJP 1.3 Connector on port 8889 —->
<Connector port="8889" protocol="AJP/1.3" redirectPort=""8443" />

I~
[
I | £

4.6.4.6 £ #7Ecd Tomcat PRi%*

EiEh 2 A T e r 47 £ & > %@ SSL A

BEE #®iTL WRE REWD
[ B 2mE > om0 w

B IRTE () 5, BB K EEERT
Apache Tomcat EiE fete e Bt ~
~ | 8% NET Runtime Optl...  Micro... FE
LIRS | E Alerte @A
EEEIRS B vt S

M Apache Tomeat A= i
cEE  FaE

%ﬂpp]icatinn Lawer G... 18{#..
it 4 Application Manage... 3Bf# . F& .
Apache Tc:mcatﬁ[l 18 Sewer- 3¢ ———— | B
\5_1$;<_$f

do% 4.6 F 9 Tis 0 £ FEcd Tomeat 4 pr o & Hfad s o 2
A SSL#Awmizr ¥@ &7 SSLK T3 3% il
%Tomcat%\logs\catalina.yyyy-mm-dd.log #§ * 3%4h & P € &k d 4p
L FRR #”T S EATECE o

ho ke B A BT I A D P A AT o

el

AFHLEBERRERFTUIPEF2ZHAE LT FT 0 FASHA R ATH A B RS
AEedEaNgr .

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.7 2z SSL # ¢
471 Mz
Tomcat € #7fcd = = 6 B |0 % £ #4333 » 4% https://localhost -

PRENREL R LD ¥ PR R P

(2-localhost) » 38LiE " MR E (7 23R), T o

@ﬂ 0 /ocalhost IR B |2
BEQ HED BRI EHEEW IRO SHSED
o HAIRE :@iﬁ%iﬁ%‘i:@]ﬁﬂiﬁé
2
’ —— - =
@ BRI RS RREEE -
ICEE =t EE S S B ErI At Fr 8Ty
ZEMEEREUARTERATEEEESARNEE  AERBEEE
M
< | >
SERY & R fy v EI05% <
Yo% 150 % IR Tomeat gD f & 4 o1 @ & PRA% E SSL # it @ fadeo

B[=/e3

4: - i =
@,{_jv & 0 localhost | iBaBskes

HEE #HD SAO BHREW IED HEO

e BHEE & Apache Tomeat
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