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5.2.1 2%JDK%\bin\p 4=+ > ﬂig?l » >keytool -genkey -alias keyname -keyalg

RSA -keysize 2048 -keystore c:\mykeystore.jks

C:\Program Files“Java\jdkl.6.08_26\bhin>keytool —genkey —alias keyname —-keyalg RSA

—keysize 2848 —keystore c:\mykeystore.jks

da 2 FHCEP T (4 4 F 6 38 gk R B %)

S E

-genkey A& R4

-alias BRANPE AL T EBEFE R P Fh T

-keyalg AW E AT g B2 0 FE3E RSA T v

-keysize AWk it B 0 Tl T 2048 ¥

-keystore | &4 7 icihkeystore #h R B E LA R g T
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53 22 & 46(CSR)
5.3.1 %+ %JDK%\bin\p 4T - ﬁa?] »
keytool -certreq -alias keyname -file c:\mycsr.txt -keystore

c:\mykeystore.jks

:\Program Files\Java\jdkl.6.8_26\bin>keytool —-certreq —alias keyname —file c:\m
csr.txt —keystore c:\mykeystore.jks

-certreq AW CSR % & 4 4

-alias AW CSR T * inkdfy ¢4 7718 5.21 & 974 Wb

£ L AAR I

-file AW CSR B e L2 fhk EAE - 3 Fdp T

-keystore £ 45 e keystore thE BT r:?"ﬁ;- ' 3 5.2.1 '_‘q:'_ o

‘14 4 ihkeystore BLiE 2 AR F

PP E & Mi%] ~ keystore % #§ - f‘;ﬁ—ﬁ%] » %78 i4 3% Enter ¥

Rt Aldp s g A C\T AL AR LS mycsrixt (i E ok

P mycer tet - SR E@@
ERED REED BE0 wReD SR

————— BEGIN NEW CERTIFICATE REQUEST---——-

MIIBQTCCARICAQAwATELMAKGATUEBhHMCUF cxDzANBQHUBAQTE1RBSVUdBT JEPHABGA1UEBXHMGUEF J
UEVJHQ BuCwYDU](KEWRUUBHBHOBwDYDUQ]LEWZ TWUHURU BxGDAWBQHUBAMTD3d3dy5 B8d2HhL mHu
bs508dzCEnzANBgkqhkiGYwBBAQEFAADE jQAwgYKCGYEAQRYLL/nNHyuDD1x5mJhZsBHMSUD 10 TKK
621+dy Td BpGUsFFueFAhsoXx+XUugl JBpF7xgOFirYSMveltnuwtgiqBPzXbXANAKIwH. SepxK.)
JHQ9AWSuBSt+qGhe56HKBSHNMEP + BsFhCKSnu3yUjzhDtilrNHAnHZ0xF IyglatUCAWEARAAAKA BG
C5qGSIb3DQEBBQUAAYGBAEDGYBLSIL0IL S wsE1CO0bhUFDJZRRYUrodBcl0asZmA+y/HUhhoCxkS
luit38TPs1iRwryjUboSpEuYtFiaolJsaJyEa8HI+5W5HedPkquBs5aBY7 T3 jHb2DOCIpZA3ntnY
qUS0ekG1EPHLIMBzpRHTPd=UShUgh+2Xqu.) jOSWx

————— END HEW CERTIFIGCATE REQUEST-----
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5.4.3 i 2 TWCA #:1(3)
BHTEART h G LT 0+ @ CSR-

n i L& CSR(WEB)

L{EREERH(CSR)
SAfkEEAZ NREREFM EESEFERIE(CSR) - FMEIGARE02-2370-8886#9 JaH ©

EEBEARE(CSR)#

AGCSREMI TS NEERAEE (BRERLEACertreq.txt) % FAUMIASCIRSIFHRES (WiLH4)
REARNILEE - AR T EEAXEEERE ((IWORD) R EREMERIMAA TR REHFT -

o [FERFHFE (CSR)
LUFACSRIEZERMAZASS © —BEGIN NEW CERTIFICATE REQUEST—
MIIBJDCBzwIBADBgMQswCQYDVQQGEwJUVZEPMAOGALU
ECBMGVEFJVOFOMQ8wDQYDVQQHEWZUQUIXQU4xDjAMB
gNVBfwefEg,uhYUGJ84DWgbyGYGYVQQLEwJJVDECMBOGALU
EAXMTbGFiMzAwLnRhaWNhLmNvbS50dzBcMAOGCSqGSIb3D
QEBAQUAAOSAMEgCQQDYdmRIMVXzUCIzOE6WWOggZRpZ
giJfHCa2diLHQg69SMUmMLXNdnaVQnl4pkgPolqNvKvOTKRTtac
LnfimWxuUHUHUulihihiluHLUIHUILHhkiGOwWOBAQQFAANBAIIG
5vczs+LzMP1clybwTE4784HIZUbibZhXNg6L90H09CIHpDXD
duwd01q42V5xCmasPCImklrilTX4BYr5qzY= —END NEW CERTIFICATE REQUEST—

AMCSRIEETHINEERE TANERT - TEHERNNEEMEIE [-—BEGIN NEW CERTIFICATE

REQUEST-----y & I-----END NEW CERTIFICATE REQUEST-----1 B9E&XF ©

5.4.4 pk b G E I

%\ % & 5 -—---BEGIN CERTIFICATE REQUEST----

CERTIFICATE REQUEST-----) » #-# T4 2 & &5 *4h (CSR) p % ok

PR ¢ g ]

o {FEREHFE (CSR)
LUTFACSRIBZMAEHS © ——BEGIN NEW CERTIFICATE REQUEST——
MIIBJDCBzwIBADBqMQswCQYDVQQGEwWJUVZEPMAOGALU
ECBMGVEFJVOFOMQ8wDQYDVQQHEWZUQUIXQU4xDjAMB
gNVBfwefEg,uhYUGJ84DWgbyGYGYVQQLEwWJJVDECMBOGALU
EAXMTbGFiMzAwLnRhaWNhLmNvbS50dzBcMAOGCSqGSIb3D
QEBAQUAAO0SAMEgCQQDYdmRIMVXzUClzOE6WWO0ggZRpZ
giJfHCa2diLHQg69SMUmMLXNdnaVQnl4pkgPolgNvKvOTKRTtac
LnfimWxuUHUHUulihihiluHLUIHUILHhkiG9WOBAQQFAANBAIIG
Svczs+LzMP1clybwTE4784HIZUbibZhXNg6L90H09CIHpDXD
duwd01q42V5xCmasPCImklrilTX4BYr5qzY= ——END NEW CERTIFICATE REQUEST——

ERCSRIERPHIREERE THNERED - TEERNEERE S T-—BEGIN NEW CERTIFICATE

REQUEST-----1 | l---—END NEW CERTIFICATE REQUEST--—--1 ME&XF °

IRED. IV 1 TATAVY UDALT MALID VAW ITTIMAUOUL YD YIVITTIMIDUOALUU

PEQWBBSR+R1sSSUTV/Z0Im68RkMAVeAP8DANBgkqhkiGSWOBAQUFAAO ZaCM
2Kk7q+NgpSIUj9kyT41MZJ6rKQolvgrM30wArlystvirASXJKZHszeVPT5FER5a0
Q/Zm35L6mEY9iUy30R8/cbqQsvTXeeZb464uvK56FD1fTFIGRSFLVrdKP8TGXTEC
D2vkD75Y6t/BLBeaxNSDfewjaaWIYwmKOi90jv47fS3L6JgaXCloZZA8rVUDdh5k
jkYoBCI7J2cwKdyRvY5/uigNGfrHqPdo4RtvTbgQaTvTp5xTZKuWguf3B6oNPKA
0dqB60227bwFsyTW8fpmKgJECS0J0bc+UUiXudC7Tm4wREDG8BmIABP3y8b 7xrtw
we4hPuTONcvMzHzgtw==

-——END NEW CERTIFICATE REQU EST————{
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5.6.1 Tomcat %% % SSL G# P € i¢ * I|w fifh % ¢
® 5235 a#SSL &4k % E T mykeystore.jks |
® 553 & B35, [root.cer |
® 553 &5 m? whwEM uca.cer
® 55 3% §rEamiPRERHER server.cer
LB LT -H 5% T %IDK%\bIn P &-T (T AT p (FihT) e

5.6.2 ;-G d + 1 T (13 root.cer ~ ¥ Mg E uca.cer ~ PIREIGHE

server.cer)- — & » &4k G E -
5.6.2.1 ®% » $3§ ¥ root.cer

keytool -import -trustcacerts -alias root -file root.cer -keystore
mykeystore.jks

C:\Program Files\Java\jdkl.6.08_26\bin>keytool —import —trustcacerts

—file root.cer —keystore mykeystore.jks

—alias root

Fa 4 FHEP 4T (374 F 0

DS woop
-import TErBEC RIS
-trustcacerts | & > & 3 iz eni§ E4a
-alias KEAVGHES Lo Fp AT
-file B G ER IS S pfﬁ- ’ "F TiERFEE #]:‘I T
-keystore keystore #h % #T el % FHL R R E R dp T

R #%ﬁ%] » keystore A

r/'v,
FIOF

z %’5’}"%__1_ keyStOr‘e v N E:'PE/_E'_)\ ;LE,:,\; o

T e DO S P
AERH AN .

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

2P A ETGHT 0 AAERSR T ATHR A AT AR EE

F19F




SSL @ PR % fic i 15 7 Tomcat 6.0 PR B v+ p
5.6.2.2 % » ¥ g ¥ uca.cer
keytool -import -trustcacerts -alias uca -file uca.cer -keystore
mykeystore.jks

C:\Program Files“Java\jdkl.6.8_26\bhin>keytool —import —trustcacerts —alias uca -
file uca.cer —keystore mykeystore.jks

-import gL & 4

-trustcacerts | & = & 3 g #4h

-alias WA MREY Lo AT
-file B cn? MIGRIEE WAL FER R R4
-keystore keystore #h % #7 B /2% CHL R F E R dp T

4R r;&;’é‘.b 73 1 keystore ¥ | TR~z A o

AFTHLIABPERBERPTANTLFLMAE  ALTHT > B AEFARY ATH g FUARSY
XEmd e A o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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5.6.2.3 & » BJRE G # server.cer

keytool -import -trustcacerts -alias keyname -file server.cer -keystore
mykeystore.jks

C:\Program Files\Java\jdkl.6.8_26\bin>keytool —import —trustcacerts —alias keyna
me —file server.cer —keystore mykeystore.jks

-import gL & 4

-trustcacerts | & > 3 & T i 4

-alias T RPIRE R4 LA e 5.2.1 % ¥ 2t fidn
“file B NPRFEEIEL L FETREEH T
-keystore keystore # % 7 e fZ 2 LAL - HiER R 4

:’,EFL ;&;’ﬁ‘.@*?ﬁb % % keystore P | TR~ = A o

FEFRBREEINRIFINEL > ARG HEL P BEEY AL ER
F o FARAGHEE ¢ MG i;%&j_ keystore ¥ -

kegtool §5i% ¢ java.lang.Exception: [HIFEHFHY/SFHEEEET keystore AT
ZERPIRBRENR LY FIL > &7 Keystore p e 4 E E B2 PR

BE B DA R A Bl CSR P g L keystore §3% ~ g

;g_:}h ¥ e keystore #_fF - B o

AFTHEERRBEREUFTADTE I 2MAE LI FT A ABEFAR T ATH A A FASEY
AERH AN .
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5.6.3 %iE%Tomcat 6.0%\conf B 4™ 1 server.xml 4 % »
5.6.3.1 % IsslProtocol ; 3 # » ¥ 435 #|# ¢ §3 SSL 4p b ehfp £

P serversml - SR |Z| |E| rzl
#HEE REE BIE0 wRE A
connectionTimeout=""20000" A

redirectPort="8443" /> |
-3
{!-- Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the

connector should be using the DpenSSL style configuration
described in the APR documentation —->

{1—-

{Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"

maxThreads="158" scheme="https" secure=""true"
clientAuth="false" FRLILIOHBE="TLS" />

{t-- Define an AJP 1.3 Connector on port 8889 -->
{Connector port="8889" protocol="AJP/1.3" redirectPort="8443" />

-->

| %
I £

3
—

do%k A% - Sk 7 SSLK T ke
<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS" />

s en<l-2 > gL 0 B S B Tomeat I AR 0 F <l-X > e gt

¢ g e FALG -

P serversml - SR |Z| |E| rzl
#HEE REE BIE0 wRE A
connectionTimeout=""20000" A

redirectPort="8443" /> |
-2
{!-- Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the

connector should be using the DpenSSL style configuration
described in the APR documentation -->

{t-- Define an AJP 1.3 Connector on port 8889 -->
{Connector port="8889" protocol="AJP/1.3" redirectPort="8443" />

I~

| %
I £

ARG AP RRRERG T
i u AN o
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EBX

BEE REE BAO SR SHAM

connectionTimeout=""20000" ~
redirectPort=""8443" />

-—>

{?-- Define a SSL HTTP/1.1 Connector on port B443
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation -->

<Connector port="8443" protocol="HTTPf1.1" S3LEnabled="'true®

maxThreads="158" scheme="https" secure="true”

clientAuth="false" ss1Protocol="TLS" />

{t-- Define an AJP 1.3 Connector on port 8089 -->
{Connector port="8889" protocol="AJP/1.3" redirectPort="8443" />

I~

5.6.3.2 # Port :x % 443 > 443 Port _SSL(https)# & 35 % Port » 4r%k &
KT Port g i2eek @y B R - 2R A5 44377 o

BEE REE BAO WEE SHEE

connectionTimeout=""20000" s
redirectPort=""8443" />
-2
{!-- Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the DpenSSL style configuration
described in the APR documentation —->

LConnector [[RESCERE protocol="HTTP/1.1" SS5LEnabled=""true"
maxThreads="158" scheme="https" secure="true"
clientAuth="false" ss1Protocol="TLS" />

{t-- Define an AJP 1.3 Connector on port 8889 -->
{Connector port="8889" protocol="AJP/1.3" redirectPort="8443" />

| B
| %
I £

ARG AP RRRERG T
i u AN o
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RGBT AT 0 BL S M & de %k o

BEE REE BAO SR SHAM

{!-- Define a SSL HTTP/1.1 Connector on port 8443 ~
This connector uses the JSSE configuration, when using APR, the
connector should be using the DpenSSL style configuration
described in the APR documentation -->

{Connector port="443" protocol="HTTP/1.1" S5LEnabled=""true"
maxThreads="158" scheme="https" secure="true"
clientAuth="false" ss1Protocol="TLS"

keystoreFile="c:\mykeystore.j

{t-- Define an AJP 1.3 Connector on port 8089 -->
{Connector port="8889" protocol="AJP/1.3" redirectPort="8443" />

5.6.3.4 374 " keyAlias ;% % L?k ¥ A SSL PIREE R &4k - 2 5.2.1
FERLS LR By T ﬂu

BEED REE B0 WE S

£*—— Define a SSL HTTP/1.1 Connector on port 8443 ~
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation --3>

<Connector port="443" protocol="HTTP/1.1" SSLEnabled=""true"
maxThreads="150" scheme="https" secure="true"
clientAuth="Ffalse" sslProtocol=""TLS"

keystoreFile="c:\mykeystore.jks"
keyAlias=""keynane" i

<*-- Define an AJP 1.3 Connector on port 8889 -->
<Connector port="80089" protocol="AJP/1.3" redirectPort="8443" />

)
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5.6.3.5 #73# [keystorePass ; 3% % ' 3% % ¥_keystore %48 & E 3 B %45

BRSPS T ;ﬁ"’* r éériji’

BEE REE B0 WEE S

<*-- Define a SSL HTTP/1.1 Connector on port 8443 ~
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation -->

<Connector port="443" protocol="HTTP/1.1" SSLEnabled=""true"
maxThreads="158" scheme="https" secure="true"
clientfiuth="false" sslProtocol=""TLS"

keystoreFile=""c:\mykeystore.jks" =
RN T El ke ystorePass="nystorepass" i

<*-- Define an AJP 1.3 Connector on port 8889 -->
<Connector port="8089" protocol="AJP/1.3" redirectPort=""8443" />

I~
[
I | £

5.6.3.6 & #7Fc# Tomcat PR7*

Rk A T e~ 57 % & > B3 SSL# it o

WEE BITW R A
m| B @HE > n i m

S IRTE (i) B REniRE

#, BTG (EE)

Apache Tomcat EiE fete HREE Bag@ht ~
~ & NET Runtime Opti...  Micm... Fah

BT Alerte SEE

EE IR o bl s s

M Apeche Tomeat Apac...

%ﬂpphﬁaﬁnnLa}rerG... Eia: I E.% ?

fEst: 3 %App]:isatinn Manage... RH . F# oo
lﬂf_ﬁﬁiﬁ Tumcatﬁ U 18 Sen‘er- v {“ e — | __.l bt
NI e

do% %+ 5.6 F $% T s 0 £ FrEcd Tomeat 4 fr > & F a0 2
A SSL#i g2 ¥ &7 SSLK TG #> 7 i AR
%Tomcat%\logs\catalina.yyyy-mm-dd.log 4% » i%4#6 % M € seékcd 45
AL FR AR ",f fo L & ATk o

ok AR A RAT GE A 2 PR T -

)
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5.7 %% SSL # 5
571 * %%

Tomcat & F7fcd = = {6 B FF| 0 % € #3845 3 » 4% https://localhost -

PRENREL LA K FLEERLPN FE R P

(2-localhost) » 38hE T gt k(3 23R) ) TF e

/- S AW - Windows Internet Explorer 2ty TR

@.‘;‘}.v | localhost v|4f Al | |P"
BRE #EE HRO BHEEW IAD HAW
i RBRE | @ FEMR WEDHE
A
P~ - . =
I_@) IETEEIZ S B R RS -
LD TR EEERE MEKEN
=2 HESEEISETEMATEEES: SHEoER
HMESCHELAES - MEFEESS LN
@ zEEEELEs
@ EEnEnEE (T2E)
@ HittZF:HA v
< | >
SR & ERRE iy v HI05% -

4o % B F % R Tomeat B G & 1 @ & JRAR E SSL oy @ g

/= Apache Tomcat - Windows Internet Explorer 2t FHHEHE: Yahoo! 3K |__||E| El

*3 |p -

localhost v | 1 {BRsEe

]S

HRE REED ®#RE ZIMEEL IHD HED
T BHEE '€ Lpache Tomeat

x B | | | 7|mE -

£

Apache _
g T°“"‘“’“‘ij‘““=ﬁpache Software Fa
/JK\ Z http://www.apact

If you're seeing this page via a web browser, it means

Administration setup Tomcat successfully. Congratulations! +
< | »
AP ERAERS 4~ BI5% ~
g

)

ATHLARPERAERFTUANPEF 2 MA 2L EFFT 0 FASES R ATH 2 AHE  FUSES
AERH AN .
The information contained herein is the exclusive property of TWCA and shall not be distributed,

reproduced, or disclosed in whole or in part without prior written permission of TWCA.

526


https://localhost/

SSL # pR B #i =& 2% Tomcat 6.0 PPRBHF L p
L_/fﬁgg;}’%ﬁ’f:’“ Iﬁ,ﬁﬂb/pﬁ' CBRE TR o

/= Apache Tomecat - Windows Internet Explorer 2 i FFIHEH: Tahoo! 27 K

<] = o s 4 Bk
BEE HKEE WAD HFORELW IAD SEm
i BERE & Apache Tomeat

-

Apache ) +—EE L
g Tomeat - 1 > Foundation
d& bache.org/

/4

o ! ' i FEW '
Administration Ifyou're seei neans you've setup
tions!
Status ey
Tomcat Manager As you may have | 5 mcat home page. It can
be found on the 10 5 #1m Windows Live AIRTAIES
. B NnsESR 4
Documentation SCATALI — o emm pex.html
Release Notes where "$CATALIN Bu?ﬁ%ﬁg%ﬁﬂﬂ_. nstallation directory. If
Change Log ) you're seeing this|  WREEED be, then you're either a
Tomcat Documentation user who has army  sgrem y bu're an administrator
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J i i i TAREFIENM...
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<

>
#RIE EATRIRRIAE - b2 PiilehiE dp v EIsEm -

—
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HE X

Apache Tomecat
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(URL)

ol 7857 (TR

sesTEER.  2009/518
jeErEER. 2009/518

@ |[ =& |

)

#‘:F‘(#‘]. %,ﬁ?kﬁ’gpuvz. i» ’ﬁ LRI
FIERHEBANEF o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

L2 MA AEEGFT 0 A ABRART AFH 0 7 AGE > FEAER

F2TF



SSL P PR B #ci>i5 % Tomcat 6.0 PR BHe v+ p
B g v e e T DA 2 Bk B B IE R

FORAL TR K A o

it e

— | e

RERRTE
G TE CyberTrust (obel Foot
Tad" L Hecure CA

SEEiEE AR -

[_®E |

)

ARG AP RRRERG T
i u AN o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

Lh A AT GV 0 AMABEFELART ATHR T BT FEUAES

528




SSL P PR B #ci>i5 % Tomcat 6.0 PR BHe v+ p

5.7.2 *h M5 %
HEALA o571 % EApk

TR

B

I8 [)[x] [5
»

v [g hitps: e twca.com.tw

4 https://www.twca.com.tw
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SSL # R B#c 8 %% Tomcat 6.0 PR BH L p

58 & > /R hi&#E
* 2R F #5623 F & keystore(p 711G P BB E FIREEE)E
2& rihi% > R RFL 2R 15.6.3 %BiE%Tomcat 6.0%\conf p 4% ¢
server.xml # % | (At & (7 F o
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