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TAIWAN-CA INC. Management’s Assertion  
 

The TAIWAN-CA INC. (TWCA) operates the Certification Authority

（CA） services known as TWCA Root Certification Authority and 

TWCA Global Root Certification Authority, TWCA, Secure SSL 

Certification Authority, InfoSec Certification Authority and TWCA 

EVSSL Certification Authority. A full listing of the Root CAs and 

Subordinate CAs and their respective functions is in appendix to this 

assertion letter.  TWCA provides the following CA services： 

 

 Subscriber registration 

 Certificate renewal 

 Certificate rekey 

 Certificate issuance 

 Certificate distribution 

 Certificate revocation 

 Certificate validation  

 Subordinate CA certification  

 

The management of the TWCA is responsible for establishing and 

maintaining effective controls over its CA operations, including its 

CA business practices disclosure on its website, CA business 

https://www.twca.com.tw/Portal/english/coporate_profile/Repository.html
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practices management, CA environmental controls, CA key lifecycle 

management controls, subscriber key lifecycle management 

controls, certificate lifecycle management controls, and subordinate 

CA certificate lifecycle management controls. These controls 

contain monitoring mechanisms, and actions are taken to correct 

deficiencies identified. 
 

There are inherent limitations in any controls, including the 

possibility of human error, and the circumvention or overriding of 

controls. Accordingly, even effective controls can only provide 

reasonable assurance with respect to TWCA’s Certification 

Authority operations. Furthermore, because of changes in 

conditions, the effectiveness of controls may vary over time. 

 

TWCA management has assessed its disclosures of its certificate 

practices and controls over its CA services. Based on that 

assessment, in TWCA management’s opinion, in providing its 

Certification Authority (CA) services at in Taipei and Taichung, 

Taiwan, throughout the period January 1, 2018 to December 31, 

2018, TWCA has: 
 

 disclosed its business, key lifecycle management, 

certificate lifecycle management, and CA environmental 

control practices in its:  

－ TWCA Root Certification Authority Certification Practice 

Statement V1.2; and 
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－ TWCA Global Certification Authority Certification 

Practice Statement V1.3; and 

－ TWCA EV SSL Certification Authority Certification 

Practice Statement V1.3; and 

－ TWCA Public Key Infrastructure Policy V2.0 

 maintained effective controls to provide reasonable 

assurance that: 

－ TWCA’s Certification Practice Statements are 

consistent with its Certificate Policy 

－ TWCA provides its services in accordance with its 

Certificate Policy and Certification Practice Statements 

 Maintained effective controls to provide reasonable 

assurance that： 

－ the integrity of keys and certificates it manages is 

established and protected throughout their lifecycles;  

－ the integrity of subscriber keys and certificates it 

manages is established and protected throughout their 

lifecycles;  

－ subscriber information is properly authenticated (for the 

registration activities performed byTWCA); and  

－ subordinate CA certificate requests are accurate, 

authenticated, and approved  

 Maintained effective controls to provide reasonable 

assurance that： 

－ logical and physical access to CA systems and data is 

restricted to authorised individuals;  
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－ the continuity of key and certificate management 

operations is maintained; and  

－ CA systems development, maintenance, and 

operations are properly authorised and performed to 

maintain CA systems integrity  
 

in accordance with the WebTrust Principles and Criteria for 
Certification Authorities V2.1, including the following: 
 
CA Business Practices Disclosure 

 Certification Practice Statement (CPS)  

 Certificate Policy (CP)  
 
CA Business Practices Management 

 Certificate Policy Management  

 Certification Practice Statement Management  

 CP and CPS Consistency  

 
CA Environmental Controls 

 Security Management  

 Asset Classification and Management  

 Personnel Security  

 Physical & Environmental Security  

 Operations Management  

 System Access Management  
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 System Development and Maintenance  

 Business Continuity Management  

 Monitoring and Compliance  

 Audit Logging  

 
CA Key Lifecycle Management Controls 

 CA Key Generation  

 CA Key Storage, Backup, and Recovery  

 CA Public Key Distribution  

 CA Key Usage  

 CA Key Archival and Destruction  

 CA Key Compromise  

 CA Cryptographic Hardware Lifecycle Management  

 

Subscriber Key Lifecycle Management Controls 
 

 Integrated Circuit Card (ICC) Lifecycle Management  

 

Certificate Lifecycle Management Controls 
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Appendix – List of Root and Subordinate CAs in Scope 
 

TWCA 
Global 

Root CA 

TWCA Global Root CA 
Subject Issuer 
CN = TWCA Global Root CA 
OU = Root CA 
O = TAIWAN-CA 
C = TW 

CN = TWCA Global Root CA 
OU = Root CA 
O = TAIWAN-CA 
C = TW 

Certificate Related 
Information 

Key Related Information 

Serial Number: 0c be 
Signature Algorithm: sha256RSA 
Not Before: 2012-Jun-27 
14:28:33 
Not After: 2030-Dec-31 23:59:59 
Thumbprint Algorithm: sha1 
Thumbprint: 9c bb 48 53 f6 a4 f6 
d3 52 a4 e8 32 52 55 60 13 f5 ad 
af 65 

Subject Public Key: RSA(4096 
bits) 
Subject Key Identifiers:  

 

TWCA Root 
Certification 

Authority 

TWCA Root Certification Authority 
Subject Issuer 
CN = TWCA Root 
Certification Authority 
OU = Root CA 
O = TAIWAN-CA 
C = TW 

CN = TWCA Root 
Certification Authority 
OU = Root CA 
O = TAIWAN-CA 
C = TW 

Certificate Related 
Information 

Key Related Information 

Serial Number: 01 
Signature Algorithm: sha256RSA 
Not Before: 2008-Aug-28 
03:47:13 
Not After: 2030-Dec-31 23:59:59 
Thumbprint Algorithm: sha1 
Thumbprint: df 64 6d cb 7b 0f d3 
a9 6a ee 88 c6 4e 2d 67 67 11 ff 
9d 5f 

Subject Public Key: RSA(4096 
bits) 
Subject Key Identifiers: c8 44 
5a fe 7f fd a9 9b 86 35 be e2 
a5 f6 19 fb 5e bf 6f 59 
Key Usage: Certificate Signing, 
Off-line CRL Signing, CRL 
Signing (06) 
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TWCA Root 
Certification 
Authority 

TWCA Root Certification Authority(2048) 
Subject Issuer 
CN = TWCA Root Certification 
Authority 
OU = Root CA 
O = TAIWAN-CA 
C = TW 

CN = TWCA Root Certification 
Authority 
OU = Root CA 
O = TAIWAN-CA 
C = TW 

Certificate Related 
Information 

Key Related Information 

Serial Number: 01 
Signature Algorithm: sha1RSA 
Not Before: 2008-Aug-28 
15:24:33 
Not After: 2030-Dec-31 23:59:59 
Thumbprint Algorithm: sha1 
Thumbprint: cf 9e 87 6d d3 eb fc 
42 26 97 a3 b5 a3 7a a0 76 a9 
06 23 48 

Subject Public Key: RSA(2048 
bits) 
Subject Key Identifiers: 6a 38 
5b 26 8d de 8b 5a f2 4f 7a 54 
83 19 18 e3 08 35 a6 ba 
Basic Constraint: Subject 
Type=CA 
Path Length Constraint=None 
Key Usage: Certificate Signing, 
Off-line CRL Signing, CRL 
Signing (06) 

 

TWCA 
Global 
Root CA 

TWCA Global Root CA(4096) 
Subject Issuer 
CN = TWCA Global Root CA 
OU = Root CA 
O = TAIWAN-CA 
C = TW 

CN = TWCA Root Certification 
Authority 
OU = Root CA 
O = TAIWAN-CA 
C = TW 

Certificate Related 
Information 

Key Related Information 

Serial Number: 
40013353e40000000000000cca5d
1b69 
Signature Algorithm: sha256RSA 
Not Before: 2014-Oct-28 15:38:31 
Not After: 2030-Dec-31 23:59:59 
Thumbprint Algorithm: sha1 
Thumbprint:  fd 54 e4 64 3b 49 70 
5a 2a aa e5 06 53 c4 f5 6c 2d f8 
08 3d 

Subject Public Key: RSA(2048 
bits) 
Subject Key Identifiers: 6a 38 
5b 26 8d de 8b 5a f2 4f 7a 54 
83 19 18 e3 08 35 a6 ba 
Basic Constraint: Subject 
Type=CA 
Path Length Constraint=None 
Key Usage: Certificate Signing, 
Off-line CRL Signing, CRL 
Signing (06) 
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TWCA 
Secure 

SSL 
Certificatio
n Authority 

Subordinate CA Certificate 
Subject Issuer 
CN = TWCA Secure SSL 
Certification Authority 
OU = Secure SSL Sub-CA 
O = TAIWAN-CA 
C = TW 

CN = TWCA Global Root CA 
OU = Root CA 
O = TAIWAN-CA 
C = TW 

Certificate Related 
Information 

Key Related Information 

Serial Number: 40 01 33 53 e4 
00 00 00 00 00 00 0c c3 6e 88 
8d 
Signature Algorithm: sha256RSA 
Not Before: 2014-Oct-28 
15:27:56 
Not After: 2024-Oct-28 23:59:59 
Thumbprint Algorithm: sha1 
Thumbprint: 0a 72 ef d6 60 fd 34 
f2 54 e6 6a 85 95 ba 81 e6 0a 
75 4e 68 

Subject Public Key: RSA(2048 
bits) 
Authority Key Identifiers: 48 db 
cd de 8e e9 49 72 5a 88 e8 b1 
d8 3d 07 b3 b9 6b 66 50 
Subject Key Identifiers: f8 07 c2 
68 24 ff 85 95 cb db 1e e3 33 9c 
2a 4f 97 20 56 7b 
Basic Constraint: Subject 
Type=CA 
Path Length Constraint=0 
Key Usage: Certificate Signing, 
Off-line CRL Signing, CRL 
Signing (06) 

 

TWCA 
Global 
EVSSL 

Certificatio
n Authority 

Subordinate CA Certificate 
Subject Issuer 
CN = TWCA Global EVSSL 
Certification Authority 
OU = Global EVSSL Sub-CA 
O = TAIWAN-CA 
C = TW 

CN = TWCA Global Root CA 
OU = Root CA 
O = TAIWAN-CA 
C = TW 

Certificate Related 
Information 

Key Related Information 

Serial Number: 40 01 33 04 f7 
00 00 00 00 00 00 0c c0 42 cd 
6d 
Signature Algorithm: sha256RSA 
Not Before: 2012-Aug-23 
17:53:30 
Not After: 2030-Aug-23 23:59:59 
Thumbprint Algorithm: sha1 
Thumbprint: 07 1a 25 fa 76 a2 
00 da 3c 53 f1 ee 79 1e 7b 62 7d 
32 c3 49 

Subject Public Key:RSA(2048 bits) 
Authority Key Identifiers: 48 db 
cd de 8e e9 49 72 5a 88 e8 b1 
d8 3d 07 b3 b9 6b 66 50  
Subject Key Identifiers: e4 6e 
bd a1 2b ce e4 c2 d5 28 74 5c 
bd d9 8c 6f 04 72 2a 06 de  
Basic Constraint: Subject 
Type=CA 
Path Length Constraint=0 
Key Usage: Certificate Signing, 
Off-line CRL Signing, CRL 
Signing (06) 
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TWCA 
EVSSL 

Certification 
Authority 

Subordinate CA Certificate 
Subject Issuer 
CN = TWCA EVSSL Certification 
Authority 
OU = EVSSL Sub-CA 
O = TAIWAN-CA 
C = TW 

CN = TWCA Root Certification 
Authority 
OU = Root CA 
O = TAIWAN-CA 
C = TW 

Certificate Related 
Information 

Key Related Information 

Serial Number: 40 01 32 dd 12 
00 00 00 00 00 00 0c c1 e1 f9 77 
Signature Algorithm: sha1RSA 
Not Before: 2011-Jun-10 
10:49:38 
Not After: 2021-Jun-10 23:59:59 
Thumbprint Algorithm: sha1 
Thumbprint: 29 42 9d 02 82 87 
a7 6c 6c 23 6e 19 5e 23 7e 24 
07 cd 29 1d 

Subject Public Key: RSA(2048 bits) 
Authority Key Identifiers: 6a 38 
5b 26 8d de 8b 5a f2 4f 7a 54 83 
19 18 e3 08 35 a6 ba  
Subject Key Identifiers: b9 2c 09 
b5 34 2a f9 fe 5c 0d fd 6f 76 8b 
d5 92 1a e4 61 56  
Basic Constraint: Subject 
Type=CA 
Path Length Constraint=0 
Key Usage: Certificate Signing, 
Off-line CRL Signing, CRL 
Signing (06) 

 

TWCA 
InfoSec 
User CA 

Subordinate CA Certificate 
Subject Issuer 
CN = TWCA InfoSec User CA 
OU = User CA 
O = TAIWAN-CA Inc. 
C = TW 

CN = TWCA Root Certification 
Authority 
OU = Root CA 
O = TAIWAN-CA 
C = TW 

Certificate Related 
Information 

Key Related Information 

Serial Number: 40 01 33 04 20 00 
00 00 00 00 00 0c c2 90 1d 53 
Signature Algorithm: sha1RSA 
Not Before: 2012-Jun-8 09:51:19 
Not After: 2022-Jun-8 23:59:59 
Thumbprint Algorithm: sha1 
Thumbprint: a2 5d 97 6f 92 d8 9c 
9c dd 6f 57 b1 b8 0b 51 f5 6e 00 
42 f9 

Subject Public Key: RSA(2048 bits) 
Authority Key Identifiers: =6a 38 
5b 26 8d de 8b 5a f2 4f 7a 54 83 
19 18 e3 08 35 a6 ba  
Subject Key Identifiers: 21 20 6a 
92 e9 69 5b ac c8 63 eb 64 ce 
82 c1 51 66 2a 87 e2  
Basic Constraint: Subject Type=CA 
Path Length Constraint=0  
Key Usage: Certificate Signing, 
Off-line CRL Signing, CRL 
Signing (06) 
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TWCA 
InfoSec 
User CA 

Subordinate CA Certificate 
Subject Issuer 
CN = TWCA InfoSec User CA 
OU = User CA 
O = TAIWAN-CA Inc. 
C = TW 

CN = TWCA Root Certification 
Authority 
OU = Root CA 
O = TAIWAN-CA 
C = TW 

Certificate Related 
Information 

Key Related Information 

Serial Number: 40 01 33 53 e4 00 
00 00 00 00 00 0c c9 71 38 a0 
Signature Algorithm: sha256RSA 
Not Before: 2014-Oct-28 02:48:11 
Not After: 2024-Oct-28 23:59:59  
Thumbprint Algorithm: sha1 
Thumbprint: 58 e9 11 0c d6 60 36 
33 7f 7e 0d 46 cb be 94 58 7f ae 
0e 19 

Subject Public Key: RSA(2048 
bits) 
Authority Key Identifiers: 6a 38 
5b 26 8d de 8b 5a f2 4f 7a 54 
83 19 18 e3 08 35 a6 ba  
Subject Key Identifiers: d9 10 
f0 de c2 a1 99 f5 7e 4b 93 a2 
13 c6 d6 46 73 c2 49 de  
Basic Constraint: Subject 
Type=CA 
Path Length Constraint=0 
Key Usage: Certificate Signing, 
Off-line CRL Signing, CRL 
Signing (06) 

 

TWCA 
InfoSec 
User CA 

Subordinate CA Certificate 
Subject Issuer 
CN = TWCA InfoSec User CA 
OU = User CA 
O = TAIWAN-CA Inc. 
C = TW 

CN = TWCA Root Certification 
Authority 
OU = Root CA 
O = TAIWAN-CA 
C = TW 

Certificate Related 
Information 

Key Related Information 

Serial Number: 40 01 33 f0 14 00 
00 00 00 00 00 0c cf ae 3c d7  
Signature Algorithm: sha1RSA 
Not Before: 2018-Oct-12 11:03:57 
Not After: 2028-Oct-12 23:59:59 
Thumbprint Algorithm: sha1 
Thumbprint: 91 0a 43 af dd 86 27 
1f 30 dd 93 7e e6 ad 92 b1 32 44 
34 d2 

Subject Public Key: RSA(2048 
bits) 
Authority Key Identifiers: 6a 38 
5b 26 8d de 8b 5a f2 4f 7a 54 
83 19 18 e3 08 35 a6 ba  
Subject Key Identifiers: 46 6f 
16 86 f4 a0 5b 11 41 be 93 6a 
ec 06 50 ce 8a 55 46 59 
Basic Constraint: Subject Type=CA 
Path Length Constraint=0  
Key Usage: Certificate Signing, 
Off-line CRL Signing, CRL 
Signing (06) 
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TWCA 
InfoSec 
User CA 

Subordinate CA Certificate 
Subject Issuer 
CN = TWCA InfoSec User CA 
OU = User CA 
O = TAIWAN-CA Inc. 
C = TW 

CN = TWCA Global Root CA 
OU = Root CA 
O = TAIWAN-CA 
C = TW 

Certificate Related 
Information 

Key Related Information 

Serial Number: 40 01 33 f0 14 00 
00 00 00 00 00 0c c7 02 41 af 
Signature Algorithm: sha256RSA 
Not Before: 2018-Oct-12 04:45:27 
Not After: 2028- Oct-12 23:59:59 
Thumbprint Algorithm: sha256 
Thumbprint: 5b be 8e 29 0d ab 5c 
98 4c 15 45 00 dd 16 37 9c b2 70 
4d 20 

Subject Public Key: RSA(2048 
bits) 
Authority Key Identifiers: 48 db 
cd de 8e e9 49 72 5a 88 e8 b1 
d8 3d 07 b3 b9 6b 66 50 
Subject Key Identifiers: 1a 7c 
e5 e7 6a 1f 61 8e 4b aa b6 fc 
fb f6 90 85 ee 84 09 fe 
Basic Constraint: Subject 
Type=CA 
Path Length Constraint=0  
Key Usage: Certificate Signing, 
Off-line CRL Signing, CRL 
Signing (06) 
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