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(2 e

41 = % iT%
AP iv L p 2 CentOS(Version 5.8-i386) 7 Linux ¥ % & 5L 5 g6 o

4.1.1 rx3u Apache £_F % % » ¥ 435 Apache ;’vi C& Y Yl
Apache 2.4 Web i Pﬁi%ﬁ%ﬁ A4 Apache ‘w5 973 & Web PR E #t
R PR T L AR PIRE L J@karnApache TREL I

1. rFEinApache £ 70 (T kAR FY > VRET A4 4
ps -ef |grep httpd\
P57 7 55 % Apache 2. & %% o (%25 : 12~ Apache § i< 12
lusr/local/apache24/ - ’mj) o

root@localhost:~

E=E HEE S/l SRRD JEE FhE

[root@localhost )% ps —ef|grep httpd =
root 2910 1 0 15:54 7 00:00:08 fusr/local fapache24/bin/httpd

daemon 2911 2910 0 15:54 7 00:00:13 fusr/local fapache24/bin/httpd

daemon 2912 2910 0 15:54 7 00:00:13 fusr/local fapache24/bin/httpd

daemon 2914 2910 0O 15:54 7 00:00:13 Juer/local fapache24/bin/httpd

daemon 24108 2910 0 18:11 7 00:00:01 Juer/local fapache24/bin/httpd

root 24187 5167 0O 18:25 pte/l Q0:00:00 grep httpd

[rootélocalhost 7|7

2. 434 Apache 2 44 » ¥ 7T 54 4
Vusrllocal/apache24lb|n/apachectl -Vl
"Bl % ) %~ 5 Apache 2.4.6(UNIX) « (#% - : Apache 2 & { %
2% A » SSL 23K T 4% 5 ssl.conf; Apache 2.2 ~ Apache 2.4 i<
* » SSL 23X =% 5 httpd-ssl.conf)

root@localhost:~

EEED HEEP Rl SRS SRR iy

[root@localhost 7)F fusr/local /apache24/bin/apachectl —v
Server version: Apache/2.4.6 {(Unix)

Server built: Sep 20 2013 17:54:31

[root@localhost 7|7 I

)
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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3. FEik Apache I AR Z > 7 T T Jl4p £
find / -name httpd.conf

root@localhost:~

BEE HEE FRW SREO SRR By

[rootélocalhost 7|7 find / —name httpd.conf
Jroot/httpd—2.4.6/docsfcont /httpd . conf
Jusr/local fapache24/conf foriginal /httpd. conf
Jfusrflocal fapache24/conf /httpd. conf
[root@localhost 77

4. iz prig@esz P 4-(SSL_Certs) » 7 {7 T A4 4
imkdir SSL_Certs|
FATH - GORBEA AR P& KD BIBEFER Y o (FiL:
"R SR AR T AR T l1/usrllocallapache24/SSL_Certs % 5)

root@localhost:/usr/localfapachez24

ERE HEE Bl S0 oREE i

[root@localhost ~]F cd fusr/flocal fapache24/ E
[root@localhost apache24]F 1s

hin build cgi-bhin conf error htdocs icons include logs man manual modules
[root@localhost apache24]F mkdir SS5L_Certs

[root@localhost apache24]F 1s

hin cgi—bin error icons logs manual SS5L_Certs

build conf htdocs include man modules

[ root@local host apache24]# I

4.1.2 % % OpenSSL i 4

Apache 7 # 7 OpenSSL #i 8 k 2 W £4% > 7 R 7 74 £ R FIRE
AR F A 4% OpenSSL > # 44 {7 7 745 4
yum install mod_ssl openssl|
1. EPMREBAF L3E OpenSSL » Linux #- L & ATR A oh
OpenSSL » { #7= = (s ¢ &1 { A7 B j & & Complete! - -

“.‘J

AT RBRERIEL G T
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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[= root@localhost:~

ERE #EE Brl SRS REE XEhh

[rooL@lccalhcsL T]= yum install mod_ssl openssl
Loaded plugins: fastestmirror, security
Loading mirror speeds from cached hostfile
* base: ftp.cs.pu.edu.tw
* extras: ftp.cs.pu.edu.tw
* updates: ftp.cs.pu.edu.tw
Setting up Install Frocess
Package openssl—0.9.8e-26.e15_9.1.1686 already installed and latest version
Resolving Dependencies
—>= Running transaction check
——= Package mod_ss1.i386 1:2.2.3-82.el5.centos set to be updated
—=> Processing Dependency: libdistcache.so.l for package: mod_ssl
—=> Processing Dependency: libnal.so.l for package: mod_ssl
—=> Running transaction check
——=> Package distcache.i388 0:1.4.5-14.1 set to be updated
—=> Finished Dependency Resolution

Dependencies Resolved

Fackage Arch Version Repozitaory Size
Installing:

mod_ssl i 386 1:2.2.3-82.el5.centos updates a7 k
Installing for dependencies:

distcache 1386 1.4.5-14.1 baze 119 k

Transaction Summary

[+]

(4]

= root@localhost:~

HEER FEEE Brl) &S0 SRE Fhh
distcache i386 1.4.5-14.1 base 119 k

Transaction Summary

Install

2 Package(s)
Uperade i}

F
Fackage{s)

Total download size: 215 k

Is this ok [v/N]: v

Downloading Packages:

{1/2): mod_ss1-2.2.3-52.e15.centos. i386.rpm | a7 kR 0000
{2/2): distcache—1.4.5-14.1.i3586.rpm | 119 kB Q000

Total 417 kBfs | 2153 kR 00200

Running rpm_check_debug

Running Transaction Test

Finished Transaglion.d

Tc Ton Test Succeeded

Running Transaction
Installing : distcache 1/2
Installing : mod_ssl 2/2

Installed:
mod_ssl1.1386 1:2.2,3-82.eld.centos

Dependency Installed:
distcache.i386 0:1.4.5-14.1

Complete!

AT AR ERRER S D
FEPHB AR o
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The information contained herein is the exclusive property of TWCA and shall not be distributed,

reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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2. FEIRBAC 5 HATE A5 OpenSSL > #p|2 package 5
~ > ¥ ¢ &1 Nothing to do -

-
T

o

[ rootélocal host ”:= yum install mod_ssl openssl
Loaded plugins: fastestmirror, security
Loading mirror speeds from cached hostfile

* base: ftp.cs.pu.edu.tw

* extras: ftp.cs.pu.edu.tw

* updates: Ttp.cs.py,edis bt
Setli nstall Frocess
ackage limod_ss1-2.2.3-82.el>.centos.i388 already installed and latest version
<::: Fackage openssl—0.9.8e—26.e15_9.1.1i686 already installed and latest version
[ Nothing to do

)
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4229 " 4

421 57 5id 4

lopenssl genrsa -out /usr/local/apache24/SSL_Certs/server.key 2048|

(a4 F 6 2830 BEZA R oUt T 5 A2 ks E )

root@localhost:~

e HEE BTl SRS SRR REH

[root@localhost ~)7 openssl genrsa —out fusr/local fapache24/SSL_Certs/server.key 2048 E
Generating RSA private key. 2048 bit long modulus

e is 63537 (0x10001)
[root@localhost )7 I

=& 3dp 4 1 ¢ lusrl/locallapache24/SSL_Certs p &+ 2 2 f % ¢

# s serverkey ¢72048 =~ & & RSA £4g#h > #* > T H{EZF &

root@localhost:/usr/local/fapache24/55L_ Certs

EEE EEE BEnV SRED SRR :ihhh
l————BEG IN RSA PRIVATE KEY————
MTTEpATBAAKC AQEArB2 [s4EP JKPYh+EVU v 1 c JapEx533T1GCD3z 05 [wmNaWia0X
21d9bKCM4c A9 rMI rThmYeNDW2DEG+mi wl mEWTAL16Lc TyZol ToKO6TCny EGOOM
1HEMIdPmrAgtoEn] LndVgy J4Z f T ba9EX toUB0UwE0Bhec CR3c DRaphT /T+ubmXi s
mHHz k3L Awi OGWALTCHAS534qwt KWy VaNTYATMXgxFhVwro Lye WIv Q44701 y JVZXmE
AlrcNUh4NpAUowgWaP19Upf9Av / J4BRGbZ PegOE 3z 10RU Ly i3qgbr [LMOO2d0s
Wi ipnSth3PThdOCNT x PEEOVECGwEwKGTms Ew I DAQAB A0 TRACBOTt Ny fOWr 1z +k
e3T43L2KT1 MaWGHHASK i R ipRz Yd TH+1 THCgK Vetms yr I VATKHVSG /81 NOpC3pnlh
wanDSNoo8WTTpfoi R3/4ymCsbwl /3 36MP1 8L Av+y p BRbMd yOkfug+/sN2cEPTYh
9/R1S7YILeg IKnn@bCUGq fOk/FeT10dreqti 04951 e MF+xQ2XP9 [5Hi q3vxLB4CTC
Kaevz VLEXtQKSo9Sv2ZuFFreqgmgNBHKBIUDaT Imi FoR jc Cdvvaldz 1 TLIggOWWT gkk
xpxpF1Ei vhShYPEVZDG2VDemVutz SvOPYyWLHT re HrXYeci r33VowRFA 379novvaV
C+1bwRECEYEAZ+hJEUCzz ++i xW 0z auxduglqEPG2N+d TUSRhKEGCEmwdqul 230k
iWtMmGpAZ /KR 1Edf+Xi REGT 2698 r)Ez rEBqty851 ImFgnan,/+AeGx+vinDpZ 13F
JEFRORIwT /61 53HARgGYBSDaN ] 3doMdSCEoxz MAQLLS /Gdemswl31 BkCg YEAYFOy
uS1MIHHxaNFc ERUShu+WT jurkl wleVLT45h3 TFoLSkSQUST+5g7 1 h/E0j6HpLefh
T+R1WBL4 A JGERWNEH I Py vewlDXVRT /2 pgz vdeMFCkrpCz Zc [ COwWFRWZL jRW Tcg e
s1FBEz PCd2/40qUy Ve POvgd At5Ri VpskugCarvsCe YEAL /SXtycakWBTtegf 5Kz N
SMTAXv Tuz210c18ng2oD7dMrSVHEDT 2kWbmkhbNTFSF153M,91 x7s YDeg PDwhpMednP
VHPSuT75Tonc6MaeyEaGi aNAGF IMEMaBZ YyCVQDnKe xJ2qXCOT JThrrDie58sRoYDi
R/yigWik+ctHpJ2XHVNyhYkCeYEAKYnASmZ g+aBKboz Ei UFVRYJ6641 ER3zV /2 Kb
GyzvDtrImgzaTaEz wk+1 AZ3Dgek960Wmh A4u3x TOOWMMEEvLFTNwz fEe TLhFPUDC x
tEPD15bpuJET04LdPz 3Rh4m3D0AAZm I VL CD5+q 1602 +Fi 33LVKRC A1 phgvTJuYby
Sy AkcEkCeYAEBLETY AWt ZD5XugKf+nGFX2c+snTicovgNEquaXxZ6Li WEXJ0i6n
U1 xrwiniqdOuVANTZAXMeNYexXTeDNJdCyKPACSt35Nvag tRE3YEL i hBE+Hul W5t
MeZ2rVUfz SNz FIkNTxeR1 hYhNbOSDy41oFabUNI gwzYvila lyLhwl{==
————— END' RSA PRIVATE KEY———
"server.key” 27L. 1679C

Y4

RFOR S LA RERER R G LS
FIERHEBANEF o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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43 24 Tig#F T4H(CSR)

434 57 5d 4

lopenssl req -new -key /usr/local/apache24/SSL_Certs/server.key -out |

lusr/local/apache24/SSL_Certs/server.csr]

(4p & 7 0 FR G R RRAZA-T 0 -key Hidp PR ET S 4.2 § A2

LR o -out i A4 hCSR ki)

root@localhost:~

HEP HEE BR\ SRE0 oREE Fih

[rootalocathost ~]% openssi req —new —key fusr/local/apache24/SSL_Certs/server.key —out[+]
Jusr/local fapache24/SSL Certs/server.csr

You are about to be asked to enter information that will be incorporated
into vour certificate request.

What vou are about to enter is what iz called a Distinguished Name or a DN.
There are gquite a few fields but you can leave some blank

For some fields there wj ]

[f you entgpe—r"" the field will be left hl&n'.

funtry Name (2 letter code) [GB]:TW

State or Province Name (full name) [Berkshire]:TAIWAN
Locality Name (eg. city) [Newbury]:TAIPEI
Organization Name {eg, company) [My Company Ltd]:TWCA
Organizational Unit Name (eg., section) [ ]:SYSTEM
Common Name {(eg. your name or your server's hostname) [ ]:www.twca.com.tw
Email Address []:

Please enter the following "extra’ attributes
to be sent with vour certificate request
A challenge password [ ]:

An optional company name []:

o |

BRI BEN G P 4T
A 2 8 B (e TW) 2
|Country Name (2 letter code) (GB]: TM

w1 ] (de TAIWAN) > %3
|State or Province Name (full name) ( Berkshire ] : TAIWAN

Frdi o7 8339 (4o TAIPE) %35
LLocality Name (eg, city) [ Newbury ) : TAIPE]|

B~ e LA (e TWCA) » 2 3f
Organization Name (eg, company) [ My Company Ltd ) : TWCA|

)

#‘:F‘(#’] ® i’? PR RE IR 'ﬁ R
FIERHEBANEF o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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7 ﬁ;f] »H > L4 (4 IT ~ SYSTEM) »
Organizational Unit Name (eg, section) [ J: SYSTEM|

B~ e b AL (e www.twea.com.tw) 2
|Common Name (eg, your name or your server’s hostname) [ ]: |

|www.twca.com.tw|

i~ ¢ 4 R Email o ¥ 2
Email Address [ ):

GER AT A B ER T I 4 Enter 7
Please enter the following ‘extra’
to be sent with your certificaterequest
A challenge password [ ]:
An optional company name [ ]:

root@localhost:/usr/local/apache24/S5L_Certs

EEE HEE Bnl SRED REER Kby
I————[%[iii IN CERTIFICATE REQUEST——
MITCr JCCAZYCAQAwaTELMAKGATUEBRMCVFc xDe ANBgNVEAg TE1 RESVABT JEPMAOG
A1UEBxMG TUEVINGOwCwYDVEQKEWRUVONBMQSwDAYDVQALEWZ TWYNURUO xGDAW
BgNVBAMTDAd3dy30d2NhLmNv bS50dz CCAS TwDAY KeZ Thve NAQERBQADg g EFADCC
AQoCggEBAKwdi LOBDdy 32 1 vFVHTA35XCWgRMed+5Rge 989K M jaF jKNFapXTiyg
JOHAPYqz Ja04Zml 1Ywl tg3xvposJZhFk355ei 308ma JetC jukwpEhl 33 3 JTPDCXT
SqwKkraBJ953y VasieGX322vRFTaFPNFMEP AYX Ake XAwWg YU /+/rg51 4rThx8508
wMIjhluCOwh+EueksLS1rlc TWADz FAMRY Ve K6Ncnl 1 bZECOGINC i VWVEvACKIDV]
eDalFEMKT uT9f VEX QL / 4+ AURME TS0 NB I 89dEVLe 3 3096066 yCz EDtnd LMF1 k 167
SLYeT04XdA3e8T,/C 31 VwhsCsChkr BMC AwEAAa AAMAOGCSqGS ThADQERBAUAAL TR
AQACHMz SLESv2G im/RWi NUAWKGOEz ¢ f Yed s3tr1 FBda jZ rCBxz 1008Kvni 0 j3d0g
04G50y ILBFVkawkbPowi 1EqCG7qdSDAmpmhaFQugletied T k2 Ywv AN IDivEHE/RE
gu/kf /2 hBSxVaJTSpgFO0g /C1v IRNpXw I NTy40hNOKN+Z000GSAbFi u2k TuRDi TR
y12avigVE3eDibCaNvnl rYvEx XP) TSNEwuESVQd TgvZ /meF 1y JFpVi+
LSumNNdPtEby0AQ Tz 38+1 yfmsh21 LHtrEnE2ZXH 1 EnSINSUIvVT SpreVdAPSQL 3
yPudaRb0Ohf jFkoNwIrEBIPVE
————— END CERTIFICATE REQUEST———

)

#\;‘F‘(#’] .‘é il? kﬁ%p.uéﬂ. )sl\"ﬁ LA
AEedEagr .

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.4 BB e 43 g #F T 4H(CSR) + i#
441 i34 TWCA k(1)

@I A2 5 F http/www.twca.com.tw

Tw (o FRERV RFHEV ERBNV | BEREV | THREE #EE

Rt

TWCA

S EE:

4.4.2 i # TWCA % ::(1)
3% [SSL & 2] -

¥4 3 EVSSL #IREE 3 - 3f8E TWCAEV SSL #

o

mcé RMREREV RIHEV ERENV BEREV THREE #EE
BT EMEERMBAIE | SSURE EV SSL/&:E HMEEASRESHE HEASR%ESE
FRRE (AREMERR FOINEE R EHERE
U5ERER)
MECFETMENEH APRRBBIIRE RAfRIRRES B /BEE
B8 (BEE)

TWCA

EM@ERE

)

ARG R RRERER N LD
AEPHB AN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.4.3 ig & TWCA ::(2)

TWCA WREE YV REHE V. ERMAV OMEEE YV  THSE GEE

SUPPORT

BRI

i RTIER

i RS EHEHERMEHAER (ARENRRLLRER)

0 SSL&:%

)

RFOR S LA RERER R G LS
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.4.4 93 TWCA #::(3)

TRl

CSR (WEB)

n § Lt{Z CSR (WEB)

LHBEEIARIE(CSR)

ARIRERZ DRERFEFM) EEBEFRE(CSR) - FME{GHARE02-2370-8886#9 /850 ©

ETREARIE(CSR)E

FRCSRUAN FHARMEMAERE (BEETELBEACertreq.txt) % » FHLMIASCURIXFHEIHEE (WNREF)
KBS - FETE2EAXERETREE (WWORD) B BRTMEEIMEAX FIRERIES RIEHFT -

* {HRBERAE (CSR)

LITACSREEZENATEM]

----- BEGIN NEW CERTIFICATE REQUEST-----
MIIBJDCBzwIBADBgMQswCQYDVQQGEwJUVZEPMAOGALU
ECBMGVERJVOFOMQ8wDQYDVQQHEWZUQUIXQU4xXDjAMB
gNVBfwefEg,uhYUGJ84DWgbyGYGYVQQLEWJJVDECMBOGA1U
EAXMTbhGFiMzAwLNRhaWNhLmNvbS50dzBcMAOGCSqGSIb3D
QEBAQUAAOSAMEgCQQDYdmRIMVXzUCIlzOE6WWOggZRpZ
giJfHCa2diLHQq69SMUMLXNdnavQnl4pkgPolqNvKvOTKRTtac
LnfimWxuUHUHUulihihiluHLUIHUILHhkiG9wWOBAQQFAANBAIIG
Svezs+LzMP1lclybwTE4784HIZUbibZhXNg6LI0OH09CIHpDXD
duwd01g42V5xCmasPClmklri1TX4BYr5gzY=

AFEHG L RRRRE

AERH AN .

g

)

BG2MA TR T 0 P ABFAR Y ATH > AR EgE

A

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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SSL PR B #c i 16 %% Apache2. 2 IR E 4k 7 L p
4.4.5 pk b 6 G Ak

GETERT o AR BEA 5§ EAL PEEI o f17 25

(EAF ek e N(CSR RN 3 ¢ 3 -—- BEGIN CERTIFICATE
REQUEST----- N —me- END CERTIFICATE REQUEST-----) » #-% iT47 2.5

iAo (CSR) p 3 REIIY i =¥ —iF ]

FHRCSRIERPNATERITANERSP - FEIEMANELEREE -----BEGIN NEW CERTIFICATE
REQUEST-----3 #| T----- END NEW CERTIFICATE REQUEST-----] HIESEXF ¢

----- BEGIN NEW CERTIFICATE REQUEST-----
MIIBJDCBzwIBADBgMQswCQYDVOOGEWJUVZEPMAOGALU

ECBMGVEFJVOFOMQ8wDQYDVOQOHEWZUQUIXQU4xDjAMB
gNVBfwefEg,uhYUGJ84DWebyGYGYVQOLEwJJVDECMBOGALU
EAXMTbGFiMzAwLnRhaWNhLmNvbS50dzBcMAOGCSqGSIb3D
QEBAQUAAOSAMEZCOQDYdmRIMVXzUCIZOEBWWOggZRpZ
giJfHCa2diLHQg69SMUmMLXNdnaVQnl4pkgPolgNvKvOTKR 7tac
LnfimWxuUHUHUulihihiluHLUIHUILHhKiGIwOBAQQFAANBAIIG
SvczstLzMP1clybwTE4784HIZUbibZhXNg6L90HO9CIHpDXD

duwd01g42V5xCmasPCImklril TX4BYr5gzY=
----- END NEW CERTIFICATE REQUEST-----

4 G

BN

ST THefE) REUEEUHCSR » MHEEFMER -

: %

)

RFOR S LA RERER R G LS
A d AN o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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446 F Xt} @2 Fai s FHENF
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4.6 % = SSL #;¢

KepZ RI PP XX TLSSLBAEE SSLARLE ¥ » R &7 PG 2

7“1\?'
e

4.6.1 smik/usr/local/apache24/conf p & = httpd.conf 4 %

4611‘?);33Lﬁ;@
#% "mod_ssl.so; 3¢ - ¥HIH P h
LoadModule ssI_module modules/mod_ssl.so 4p 4 » 4o% 45 4 % 5 #
FEL SR £ AHF RS

= root@localhost:/usr/local/apache24/conf

wEE REE Bnl SRl oRE Fhd

FLoadModule proxy_module modules/mod proxy.=o

FLoadModule proxy_connect_module modules/mod_proxy_connect.so
FLoadModule proxy_ftp_module modules/mod_proxy_ftp.so
FLoadModule proxy_http_module modules/mod_proxy_http.so
FLoadModule proxy_fegi_module modules/mod_proxy_fcgi.so
FLoadModule proxy_scgi_module modules/mod_proxy_scgi.so
FLoadModule proxy_wstunnel _module modules/mod_proxy_wstunnel.so
FLoadModule proxy_sjp_module modules/mod_proxy_ajp.so
FLoadModule proxy_balancer_module modules/mod_proxy_balancer.so
FlLoadModule proxy_express_module modules/mod proxy_express.so
FLoadModule session_module modules/mod session.so

FLoadModule session_cookie module modules/mod session_cookie.so
FLoadModule session_dbd_module modules/mod_session_dbd.so

T OuLe slotmem_shm_module  mod slotmem_shm. =0
< :Ioad.‘-l-;:udule ssl_module modules/mod_ssl.so
B TaTunarn g na N e T modules/mod_lbmethod_byrequests.so

FLoadModule 1bmethod_bytraffic_module modules/mod_lbmethod _bytraffic.so
FLoadModule 1bmethod_bybusyness_module modules/mod_lbmethod_bybusyness.so
FLoadModule 1bmethod_heartbeat_module modules/mod_ibmethod_heartbeat.so
LoadModule unixd_module modules/mod_unixd.so

FLoadModule dav_module modules/mod dav.so

= root@localhost:/usr/localfapache24/conf

EEE HEEP Brl SRRSO LR FHhhH

FLoadModule proxy_module modules/mod_proxy.so

FLoadModule proxy_connect_module modules/mod_proxy_connect.so
FLoadModule proxy_ftp_module modules/mod_proxy_ftp.so
FLoadModule proxy_http_module modules/mod_proxy_http.so
FLoadModule proxy_fegi_module modules/mod_proxy_fcgi.so
FLoadModule proxy_scgi_module modules/mod_proxy_scgi.so
FLoadModule proxy_wstunnel _module modules/mod_proxy_wstunnel .so
FLoadModule proxy_sjp_module modules/mod_proxy_ajp.so
FLoadModule proxy_balancer_module modules/mod_proxy_balancer.so
FLoadModule proxy_express_module modules/mod_proxy_express.so
FLoadModule session_module modules/mod_session.so

FLoadModule session_cookie_module modules/mod_session_cookie.so
FLoadModule session_dbd_module modules/mod_session_dbd.so

ZlesadierdrieTITT Tt od_slotmem_shm. so
Ioadﬂodule ssl_module modules/mod_ssl.so
eetiladule dhpethod hyreguccte—pemtertr modules,/mod_1bnethod_byrequests. so

FLoadModule 1bmethod_bytraffic_module modules/mod_ibmethod bytraffic.so
FLoadModule 1bmethod_bybusyness_module modules/mod_lbmethod _bybusyness.so
FLoadModule 1bmethod_heartbeat_module modules/mod_Ibmethod heartbeat.so
LoadModule unixd_module modules/mod_unixd.so

FLoadModule dav_module modules/mod_dav.so

LoadModule status_module modules/mod_status.so

| A LY PN T PRI L.i L R N | PR

A R RERER Y LD
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SSL @ JR % #c i /6 3% Apache?. 2 )R E 4k 7 L p
4.6.1.2 § » 37 b sk A httpd-ssl.conf
% httpd-ssl.conf (httpd-ssl.conf & A% E_f # SSL cdp b % ) »
¥ 35 3|2 ¢ Include conf/extra/httpd-ssl.conf 3 4 » do%kdp 4 5 5 #
FHL o FRRzdn £ W IHT 5L ‘T e

root@localhost:/usr/localfapachez2d/conr

ERE REE Brl SiEED oRE iy

# Configure mod_proxy_html to understand HTMLA/XHTML1
<[fModule proxy_html_module=

Include conf/extra/proxy—html.conf

</ 1fModulex

% Secure (SSL/TLS) coppections

< a!ncl ude conf/extra/httpd-ssl .CGHD

% Note: The following must must be present to support
it starting without S5L on platforms with no fdev/random equivalent
but a statically compiled—in mod_ssl.

<[ fModule s=sl_module=
S5LRandomSeed startup builtin
S5LRandomSeed connect builtin
=/ 1fModul e

root@localhost:/usr/localfapache2d/conf

#EREP HEE BRW SRS nEE HEE

# Configure mod_proxy_html to understand HTML4/XHTML1
<[fModule proxy_html_module=

Include conf/extra/proxy—html.conf

</ IfModule=

=% Secure (SSLATLS) copnections

< “nclude conffextra/httpd-ssl .c@

7 Note: The following must must he present to support
i starting without SSL on platforms with no fdev/random eguivalent
ki but a statically compiled—in mod_ssl.

<[fModule s=sl_module=
SSLRandomSeed startup builtin
SS5LRandomSeed connect builtin
</ IfModule>

FEiu % hitpd.conf p it s B R T RE GRS o

Y4

AFR G R B RERER DG LD
A d AN o
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SSL 7 F % #c 16 3 Apache2. 2 IR B4 (7 £
4.6.2 sit/usrllocal/apache24/conflextra p 4 = httpd-ssl.conf 4% %
4.6.2.1 gx* SSL # it
##& TSSLEngine ; 3 ¢ » #4538 ¢ chiy £ SSLEngine on / off -
SSLEngine on # 77 g SSL#* il » 4w % 7 42 * SSL jr#-on i< off
TE GRS on

root@localhost:/usrflocal/apache2d/conf/extra

ERE #HEE a0 SRS SEEB KEH

7 General setup for the virtual host
DocumentRoot " fusr/local fapache24//htdocs”
ServerName www.example.com:443

Serveridmin youdexample.com

ErrorlLog " fusr/iocal fapache24//1ogsferror_log"
TransferLog " fusr/local fapache?4//1ogs/access_log"

S5L Engine Switch:
Enable/Dizable 551 for this virtual host.
SLEngine on

Server Certificate:

it Foint S5LCertificateFile at a PEM encoded certificate. If

it the certificate is encrypted. then you will be prompted for a
id pass phrase. Note that & kill —HUP will prompt apain. Keep

4.6.2.2 % T_SSL ¢ £3%
% Tlisten ; 3¢ » #3548 ¢ ehip £ Listen 443 » 443 Port A_
SSL(https)#* it en7pk Port > 4r% 2%k 2 52 H ¥ Port £ 2 ek 2> &
Pl- 2R s 443 77 o

root@localhost:/usr/local/apache2d/conf/extra

EEE FEE Bl SRETD oER FEE

When we also provide S5L we have to listen to the
standard HITP port {see above) and to the HITPS port

Note: Configurations that use [Fv6 but not IPvd-mapped addresses need two
Listen directives: "Listen [::]:443" and "Listen 0.0.0.0:443"

<:::: !ichn 443 >

7= 53l Global Context

Tz A1l SSE o copfiguratiop ip this coptext spplies both to

RFOR S LA RERER R G LS
A d AN o
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SSL

FRE?&W & % Apache?2. 2 P IR B (v £ p

AL #-uca_1.cer 2 uca 2.cer sk - B RPN (FEP &7 p (7/42)

% 4o 4.5 F & R @

Ao fR R ﬂﬁ%

%f& \::E_

4.7.1 Apache % % SSL lG# P § ¢ * | = firh % ¢

@ 42% 57 '%ZlmSSL P IR R & 4% " server.key |

T
® 453 &rFHRPIREEGER server.cer
® -t 453F &5 m? wE %M Tuca.cer

L # £ ¥ #-H 752z % Jusr/local/apache24/SSL_Certs P 47 (F % P &
B 74 ﬁ)

>

F|= RGN FERT 4T3 XS % ESSL G

Tle G EARK, > L IR T S 3R > #-uca_1.cer &

uca_2.cerlgzmM F & H - L HBA4T3IF &P BBHFEL LR o

Bk L

B3 waidls BT E%D 4T ’31?]/\15']#;14

cat uca_2.cer uca_1.cer > uca.cer|

A FFp At 0 % B BT §ATH - A & 5 uca.cer gk o

root@localhost:/usr/local/apache24/55L_Certs
HEE HEE RALW SRED SEER RBE

[root@localhost SSL_Certs]7 1s
root.cer server.cer Server.csr
[root@localhost SSL_Certs|? cat uca 2.cer uca_l.cer > uca.cer
[rootélocalhost SSL_Certs]7 1s
root.cer Server.cer Server.csr
[ rootélocalhost SSL_Certs|7 I

server.key uca_l.cer uca_Z.cer

server.key uca_l.cer uca_2.cer uca.cer

#* 2 F IERS B uca.cer

G IR

e P T R R R T FELL

FIERHEBANEF o
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SSL i PR #c 16 % Apache2. 2 IR B4k it £

MF B bl T BT

root@localhost:/usr/local/apache24/55L Certs
EERE HEEP BTN SRRSO SRR Rl

I————BEGIN CERTIE
MITFHz A ow | Big [QdMGHU /FutOo 33V tax 2R JANBe kg hki GIwOBAQUEADBY
wCOYDVOAGEWIJTRTEUMBIGATUEChMLGWEKVHT 1 300U TxJ JAkBgNVEAs THUFK
ZFRydXNOTEV4dGVybmFs [FRUUCBOZXR3bETrdS [w I AYDVEADEx1 BZGRUcn V= dCBF
eHR1cmahbCBDOSESh290MBAXDTEy MDc xMT AwMDAwWMFoXDT [wMDUz MDEwNDgz OFow
dDELMAKGATUEBRMCVFc xFz AVBgNVBAc TD1 RESVABT i 1 DOSEI Tk MuMR4wHAYDVEAL
ExVIUOwg U2V 3d X IpdHkgU2Vydml JZXMxLDAqBg NVEAMT T 1RXQOEE U2V 3dX.J1 TENT
cnRpZml JYXRpb24gQXV0aiiyaXRIMI IR JANBgkqhki GOwOBAQEFAAOCAQEAMI IR
LnVzZXJ0cnVzedC34b20vOWREVHI 1c 3RFeHR1 cm3hbENBUMSvdC3 jo mwwg bMGCCsG
AQUFBwEBBIGmMIGAMDEGCCsGAQUFEz ACh iNod HRwH v Y3 T0Ln Ve ZXJ0cnVedCa 4
b20vOWRKVHI 1c3RFeHR1 c m3hbEXBUmSvd CowNZ2MwHY TKwYBBQUHMAKGLWhOdHAG
Ly93cnfudXN1cnRyd XNOLmNvbSOBZGRUcnVz dFVUTI NHOQONBLmNyd DAl BggrBg EF
QewAYYZaHR0c Dov 29 jc SAud XNl cnRyd XNOLmNv b TANBg kghki GOwOBAQUFAAOa
AIEA0ZOePoyGlOrMhEfhOk0xsmHynB5 YX6a5h7 1 E9TRaRI w/ Y1 uhUTOT IMULwxwL
DE+TY+aAYPuvXinQVPz 4 ICMLTO2XAxDmSXhCU26BE jz dWRc PhgRaxNt246+15rTi
s [Ks3AU0eZpE/GAsFOSTSnKaf9mSht /UhGe0X [z wiA T XNKgH4r [ Bdz g4s TENLED
RStTSXixE9oD27h/ /Npi whFdoz EgDYNBuYq6E /04T Te jtd VVPz UGsMs Xz NEANVTE
WESES TQewlenOgd fwuxQI9veYehi Ta,/B3Cp+xrC2+qGe0n,/F1383RdvCFYv rGa
2km302z Axg Pkl L Ko c PKDXG==

————— END CERTIFICATE——

kz ELMAKGATUEBRMCVVMxCz ATBg NVBAg TAL VUMRC wFQYDVQAHEWS TYWx0 [Exha2lg
Q210eTEeMBwGATUEChMVVGhL IFVIRVIUUL VT VCRBOZXR3bA T r MSEwHwYDVQALExho
dHRwOH Svd3d3LnVz ZXI0cnVedCo gh20xGz AZBg NVBAMTET VUT{ At IEREVEFDBA.Tw
[FNHGz A FwD30TAZM 3Gx0DUAM jFaFwl x0T AZM Qx0T AZMz BaMGE xCx ATBENVBAYT
ALNFMROwEg YDVOQQKEWt BZGRUcn Ve dCBRBQIEMMCQGA T UECKMAQWRKVHI 1c 30Qe RXRO
ZXJuYWwe VERQIES1dHdvemsx 1 jAgBg NVBANTGUFKZFRyd XNO IEV4dGVybmFs TENB
[FIvb3twegeEi MADGCSqGS ThaDQERAQUAAL TBDw Awg g EK Ao IBAQC39 w0z Sv I ABCOS

uca_2.cer

_____ BE TCATE—— \
) ez CCAZ0g AwIBAg QT tGpq 77 3b0bNa04 pNIBWSz ANBgkqhki GOwOBAQUFADCE

uca_1.cer

\

—— —————
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"
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

%29F




SSL P PR % i 18 #% Apache2. 2 PIR B it p

4.7.3 miklusrllocallapache24/conflextra p 4+~ & httpd-ssl.conf 4 %
4731 % L FIRBEFE

% T SSLCertificateFile ;  # - ¥ 35 5] # # ¢ SSLCertificateFile
WE - PR T A SSL PIREEHE G R RT3k 471 F &4
%

B ITIR R BET S T Ak

root@localhost:/usr/local/apache2d/conf/extra

ﬁ%@ FEE BTl AEED SEE R

Server Certificate:
%  Point 35LCertificateFile at a FEM encoded certificate. If
the certificate iz encrypted, then vou will be prompted for a
pass phrase. Note that a kill —HUF will prompt again. Keep
fid in mind that if you have both an RSA and a DSA certificate vyou
can configure both in parallel {to also allow the use of DSA
7 ciphers, etc.)
Some ECC cipher suites (http://fwww.ietf.org/ric/ricd492. txt)
ki require an ECC certificate which can also be configured in

| T
E5lCertificateFile " fusr/local fapache24/SSL_Certs/server.cen
ARSI e T lapachetdllcmpitemrreT—05a . cr't.”

#55LCertificateFile Hus*ﬁlocalfépache34fﬁconfﬁse“\e“—ecc crt”

4.7.3.2 % % SSL PIRE £ 4
#% T SSLCertificateKeyFile ;| 58 » #3572 ¢ &
SSL CertificateKeyFile & T 3k T A _SSL FPRE £ i K
VSR T2 471 F 5% zﬁ)‘;;;{’i’ﬁé;"mégﬁ-w -

root@localhost:/usr/local/apache2d4/conf/extra

HREE HEE HRRW SRED SEE FEE

Server Private Key:

If the key is not combined with the certificate. use this

directive to point at the key file. Keep in mind that if

F  you ve both a RSA and a DSA private key vou can configure
both in parallel {to also allow the use of DSA ciphers. etc.)
L ey T T 0SC, Can also DE CONTIporer—rr—sasallc

SlCertificatekeyFile "fusr/local /apache24/55L_Certs/server.key’

FSSLT T T bbb e M el fapac ho 0l e =TT key "

#55LCertificatekeyFile "fusr/local fapache2d//conf/server—ecc. key"

Server Certificate Chain:

7 Point SSLCertificateChainFile at a file containing the
et oot i oo £ DO oo Ll coti fic oo ki o1 Foom o

“.‘J

AT RBRERIEL G T
A d AN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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SSL 7 PR % e i+.18 % Apache2. 2 P PR B4k (T £ p
4733 % %9 w55
% [ SSLCertificateChainFile ; ¢ » #3572 ¢ eh
SSLCertificateChainFile 3% 2 » s 3% TH ¥ ¥G 3 5 = FRIE » 3
AT FEREFRBECR T Bt 7y edzko

root@localhost:/usr/local/fapache24/conf/extra

ExEE HEE Bl ERtED oRE Rl

7  Server Certificate Chain:

7  Point SS5LCertificateChainFile at a file containing the

7 concatenation of PEM encoded CA certificates which form the
7 certificate chain for the server certificate. Alternatively
id the referenced file can be the same as SSLCertificateFile

id when the CA certificates are directly appended to the server

= 2ol O TV C L GG C
SlCertificateChainFile ",-fusr',-'rl-;:ucalf&paclﬂei4;"55[._€5@

% = lhttpd-ssl.conf ; p F XK 28 GMHE > TR 2QFEL L -

“.‘J

AT RBRERIEL G T
A d AN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.7.4 € 37Fcd> Apache FRi+

Earpa 2 A T e~ 4.8 & mu SSL it o

root@localhost:~

EEE HEE R SRED oRE X

[root@localhost ~]F fusr/local fapache24/bin/apachect] restart
[ rootélocalhost ~]F

)

RFOR S LA RERER R G LS
A d AN o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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481 M 8%

Apache & iTfcd = = {5 B ECf T %
R 2

P 3T A~ https://localhost »
LAY FEFEEEN

FTEep @
(2t localhost) - 3

FELE TR k(3 2 3R)

- EB/EAR- AFEHHE - Windows Internet Explorer

E)E)X)
SiZ o (4] [ | (2]
BRP SBD WR0 ZORFW I&D HEO
& | @pamn amome [ | -8 & -Gefe-grao-”
=3 2 W e T B
'-J WS RS -
s ERENE

< | ¥

FEAE & R #100% -
4o % F1 5 % 43R It Works! # & * % Apache @
E”I}}” o

o ¥ PRFE > ¥ SSL #

/= hitps:/flocalhost! - Windows Internet Explorer

(<12

FEX
v Bk
BEQ EEE WRO BROEELW IAD HED
W o [@hupsmccauww ]_I & = - L EEE - FIEQ-
It works!
SR &) iRPIERERS 0% -
RS R BRERERNFUAPEF LA MA AL G FT > P ASRARY ATR A AGE > FUAER
S iE R H AN
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AT R RN RS > B TphE o

ﬂ; hitpz:fflocalhostf - Windows Internet Explorer |:| |E| El

<12 : v [BE
BEE REE WA ZEEEW IAO SHSEm
Wk [@hﬂps:mocaumw ]_} - B =~ EED - G IR -

»

It works! -E®

2N

RIEED

MR FHRIFEE..
iR At 0
RESE)

FIEND...
HEFUERQD. .
EHERAR

FEHE Microsoft Office Excel(E)

#REF BRI -

LS NRET TR mReT AT 4% BEBETRREET

i@g B

| SEERHETE: HperText (SMESRIAENIRE:

bRl HTML Document

SEiR: '_ILI_,}Sgl 0+ RC4 5 128 {I5TH0RE (&); RSA 5 2048 fu3T
B

Ak https:/localhost!

(URL)

Flv 44 fustil

|y 2011623
| jeRrEEE: 201146023

AFHLEPRRERAERNT UL AL MA ARG FT 0 AASEBRREY AT TR AT FUSER
FIERHEBANEF o
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—P«J TWCA Secre Certification Authorite

e oA oo, b

A AR e V)

IR AR ():
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| mE |
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— | ey BBEE |

LEE s )
) USERTrust
—EJ Add Trust External CA Foot
------ J TWCL Secure Certification Anthority

LY P T T W) iy

AR ()

RS ARAR ().
EEEE=HME -

AT AR

| EE |

AEA L R RRRER DT D
AiEiHE AN o

R}

LA EEEGHT P ABBERRY ATR A AHE > USSR
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