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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.7 T ¥ 25

4153 (v %

411 41* OpenSSL # # £ 4% CSR
Nginx & F PR BEZHR AL~ P = ;8 4]* OpenSSL 2 4 £4%2 CSR -
xj—")& F_E_’F_)Zﬁ’ fv«ﬁ B~ NgInX J*—“_’_ 'jﬂﬂﬁ =~ SSL % Fﬂﬁgilf_f&;g_j{ ;;L‘t ’
{3 picéspehEmEaE -

4.1.2 % % OpenSSL # 44
OpenSSL # I http://www.openssl.org/™ §¢ » Ayt 7 ¥ ¢hp & %
Fo et X ARG WA R AP 5 B e J2 o

AER LA RRRREL ST PR A MA AL AT o A ABBRR T ATA 0 A A o i AR
iz H B ﬂ};t o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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42 29 " &4
4.2.1 £+%0penSSL%\bin\p &~ > ﬁa?] »

openssl genrsa -out c:\server.key 2048

(B 4 F 6 2R3k g SR -oUt T A 4 g bl )

Rt Aldp s i g & C\T A4 4R L5 serverkey £12048 =~ & &
RSA 445> #* ~ T HIEEF R &G T gIlc™ 0 7

P serverkey - P g@@
HWEE HREE B0 wRd A

F————BEGIH R5A PRIVATE KEY---—-
HIICXAIBAAKBQOCAIjbjICS12WYBFYx02HDSYd1y+7UcIP13P2039U+wIn3TNCRD
k@1RvHUxpqR1n+/ j71188UH 0+ W3 F L)+ wiyGFENNFS+pg8 BhGKGR AtUAS19HUKLS
BinJ9ekIZ2j7CWn4YeP B2szypiu+WjHOVKR /iinl GAUBE1785+r0D7 ThPcPuwIDAQAB
A0GAGjUvHROO2rEh3wulUZ3uqK/3CpW+t7¥0enkGaHY2PsrchHrLe8mN/ 2B jFdyt
ESLEqFGELTYZ XM+ 2THWZ? A7 XQuMSWHwHaQrE648d /08 14611/ qY+4U0cgrkihTH2
GiBSpvLdJAH=0jHvOtY7zPGBtsAHWYwLCDDE j1HSyubX4BECOQDaWEBHY 4t Sa/UyF
LSH6+KFY¥mKsKEoAJwlFRt9ullhzEXQiVciluoBDelvcooBF K1gS6F Fub92FGHxQal
U2BWAPUPAKEAZ jhePUQQAZZSUZuUH7 Kuxid /pUTUSZ140FFASXECh2Avg=jqQz9F 3
Heptur/IDgOs+tU/kkAzzyAmH+jDJ /2 jpud AVIKJBux+GrLTYss65TvyGHaiYP Fg
keakzyzi2ZGtHa/R/vHEEntLeUAyX7CnF JWaiPuwtaxqhdZ2Heoct jsnWYQJAdsUB
vfENbAByuAsHaZRxWenKr+r3sgHoc+3WFbqCtFQIFog5SnHu?wdh AFRKuXK BH5 ze
SQHUKT+JBopY¥gjZyaQJBAI213¥JYCEST j41z4XpAnKFOhUdDgbUHU1k+85U+ebK @
rHB16xnxUDWOES1siBRn3/ullctbOhitPpSpqcisq2==

————— END R5A PRIUATE KEY--——--

i‘?ﬁ" . %,/‘? L rpu?ﬁ[‘;'}’\’ﬁ LRSS
AEPABANRH o
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LF LA EEEGHT P ABBERRY ATHR A AHE  FUXAES

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.3.1 %% OpenSSL%\bin\p 4+~ > ﬂie?l »

openssl req -new -key c:\server.key -out c:\server.csr
(dp 5 F 6 I8 ap & § RELA T key g TR T 5 4.2.1 § 974
4 g > -out T E A4 hCSR Hiny)
openssl req -new -key c:\server.key -out c:\server.csr
%%gﬁﬁﬁ%ﬁﬁwﬁ’im%T:
%ﬁ»Z%W%@ﬁWW’@ﬁ

Country Name (2 letter code) [AU]:TUW

i ~ 4 ] (4e TAIWAN) - 231

State or Province Name (full name) [Some-State]:TAIWAN

;ﬁ_@?] »#r A g E (4o TAIPEL) » 232

Locality Name (eq, city) []:TAIPEI

;ﬁ-@?] r g A (4o TWCA) » 23

Organization Name (eg, company) [Internet Widgits Pty Ltd]:TWCA

;ﬁ—gﬁl »H = (4o IT ~ SYSTEM) » 23

Organizational Unit Name (eg, section) []:SYSTEM

%ﬁ%ﬁéﬁﬁﬁ%ﬁ$$éﬁwwmwacmnm,@é

Common Mame <eq, YOUR name>> [Jl:www.twca.com.tw

i~ ¢ 34 | Email > 7 7 45

Email Address []:55L@twca.com.tw

Bt § R B TR G EB E R T D8RR Enter 77

A challenge password []:
An optional company name []:

= Fldp 4t g w C\T A 2 servercsr ik o SRR R B EGR

TR ERRERERR AP RF LHA ARG FT B AEHS R ATH T G FUSER
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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R 3 HEES R AKHET AT AR

P servercs: - SREsE E@@
HWEE REE EN0 R SHeAH

————— BEGIN GCERTIFICATE REQUEST-----
MIIByjCCATHCAQAwgYkxCZzAJBEQHUBAYTALRXHOBwDOYDUOQIEwZUQULIXOUSRDZAN
BgNUBACTE1RESUBFSTENMASGA1UEChHEUFdDOTEPHABGATUEC2HGUA1TUEVHHRgw
FgYDUQQDEw93d3cudHd j¥S jb2 BudHcxHI[jAcBgkqhkiE9wBBCQEWDINTTER Bd2Hh
LmNubS58dzCBnzANBgkqhkiGPwBBANEFAADB jQAwgYKCgYEAS/08b1E3hweH7 euu
Ex/CHhbhOKBuukpAZKXkBdnZK3/51672cdr4er5UR51 j4TAQKBBIbFPUTgF1vBES+
HFeQRbH/LGRQUSFSpist1/UiprtX2xpgl7HnibbJ18U1UF1iEsqJqS3s3u+EXHLZI
z0Gj4/hyipuWWGHGN+52ukL6cyUCAWEAAAAAHABECSqGS Th3DQERBOUAALGEAGKY
ShrulesAGAPDHIrCok42LakURyx+IS51.InQHiYT BeBunkr6EqQ j5U jYHSFRUDHTR
Ju21s6Uk11x20gKq3wcKynV0+JoBttfTgJH+r t5HMUNYSXwFC2bE+83RSKSBRSKY
0U1lhU¥bqa8XJ+k/LABTGUjR1/XWKP3I6vlUSGhoPr=

————— END CERTIFICATE REQUEST-----

AFRLEPRRERERPT U EF2MA AT HT 0 AAEESRY ATR A AT AR ES
iz H B 113;2 o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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@43 A2 74 F http://www.twca.com.tw

2E (LIRS %> BHE SSL PR EEH -

AFTHEERRBREUFTADTEF2HAE LI FT A ABEFART ATH A EAHE  FRASEY
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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BLiE ‘SSL l’;:lpp.gg@%ﬂ .

4.4.3 13 £ TWCA & ::(3)
2::% TWCASSL #| -

¥4 3-EVSSL #IREGHE - 3

4.4.4 4 TWCA 3 ::(4)
=51 @ CSR (WEB]-

4.4.5 pk ¥ 1B B FoAb
HHRERGT RS AT 8 BEESNFE AL DB EF I 117
F ALY 0 S (CSR M % M % ¢ 3 ——-BEGIN CERTIFICATE

REQUEST----- ~ ----- END CERTIFICATE REQUEST-----) » #-% i47F 2

BEF AL (CSR) p ZFREDY FHfF P —E |44

PEEJ

446 F i+ B2 ;ﬁ‘_;i— A% moE

447K ETATRBEERE L FH >

T RBERAF R WlE R R ELBHEP, LA

447135 737

ﬁa?]%ﬁbiif?%/ﬁ%f’

4472 5 4 £ SSL IGHF"E % iR » B-F B B

T - ﬁ_%%\;—» ;t;
EAMIL & - #

- CEMAIL 3]s -6 50 i 2

DB RA T AT A e FUA R

AFTHEEBPRRRBRFFUDTEF2LME G R FT

:,V,’{ipt‘l,a’w N o
The information contained herein is the exclusive property of TWCA and shall not be distributed
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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admin@ % %* ~ administrator@ % 3* -~ webmaster@  #* ~
hostmaster@ i3 - postmaster@ 4 #* »* = i EMAIL = - # EMAIL

Pb?ﬁ.f—ff FE_]F‘_}‘F. 13:54’&19: ] ,,’i ﬁiﬂ&g% FE_' 1%?—{2»:\45‘_

= HEsm| o B % o 4 EMAIL, IS - t EMAIL

FOT] = b I R MR RO R A e

= femm e A STREY SR AR N TES

%ﬁﬁéﬁﬁﬁmw,ﬁﬁ%&ﬁﬁ%@%@%ﬁﬁwéa%ﬁo

44.7.3 5;5";,. ‘/ﬁnfj{ s T FE g_FMu V4 H P~ ﬁﬁ%} r FE {4  h ,_&_,g-‘__,_ i ¢ ;%_ o

448 MR HFCA L REFERE
CSR s itp g 23%@(N T 4o 5> EATLHEKEIMT B
)0 B3 &4 1§ v Email i se ¥ a2 4% ¢ (TWCASSL @R %
Beiw G T P dv) 0 BT L b TWCA b 403 5 7 4 o

TR EARRRELS TSP B L HA  AEF G T 2 ASHARY ATR A A AN R
LEmd AR .

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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457 o pw ik
1 iR ERP
L2 CSRZ2 ppMBMETHE % E  #-¢ Fi¥ 'SSL PR EHKTG
HAR BB R A "—‘L"l*l’\ F e 7R AR

BT%%ZJ?J¥L+éK
(cert.zip) 2 TWCASSL # i iuiE b5 2 % AP 25 Bt & -

HBevt i G AR 15*{% cert.zip f# /& 3 4 e ¥ EI = B EEME -

MM FEBEY BT BT

2 % FEp
dok F1 G f 2 P 2 mail server 3k %0 R E E B (7 2B AR S5k

o RBTAIHI Pl AP kohE S HOF | i ) T UG HALR S, -

451 ¢ 3 TWCA #:x:(1)
@3 A2 25 | https://www.twca.com.tw

P
2E RS F| 25 SSL RIREE #
4.5.2 i3t 3% TWCA % ::(3)
2r:% TWCASSL 2
TEHEFV A ABHNR AT R

3 AR

AR S FRRREIE ST I PR A MA 0 2L

X w A
The information contained herein is the exclusive property of TWCA and shall not be distributed

reproduced, or disclosed in whole or in part without prior written permission of TWCA
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¥4r¥ 3#EVSSL #IREE# » 3185 TWCAEV SSL #f

o

4.5.3 i 3 TWCA 4 ::(4)

45485 ¥ 2 ek LA

Bl sk 2 7] i~ &% Y FE L E B2 ek ¢4 (Common Name) » 4=
www.twca.com.tw (;£ & * /] B F - & 0 # &4 http://&¢ https://) - xﬁ%l

4.5.5 T 418 HALR Ak
FERIBEAPM TR iAp B BT Pole s YRS T A0

F o RT(T B ATHY 57 18 AR Sk certzip -

FAERARY ATH TR AGE o FE AR

R}

ATHRLLBRERBLFT AP LG LME > AT 6 FT
FERHAB AR o
The information contained herein is the exclusive property of TWCA and shall not be distributed,

reproduced, or disclosed in whole or in part without prior written permission of TWCA.
% 12F




SSL PR B #Hci= {5 3% Nginx 4% (7 p

6 £ H B EMN
4.6.1 F 4 Nginx #r 3 < %16 # A
® 453 FPEFPIRERFEHN [ server.cer
{8 ? g A T uca.cer |

5% &I B A EE - B PSP (FE

X v 4.5 R & fRR AT D) 2 BB R

root.cer
& Windows7_OS (C A
-~ 500GB () B Server.cer
> .
% DVD RW HgEsi | # ucacer
@ Lenovo_Recoven
v 4 >

Po&sp ) e

=4

i\_’ﬁ:if:‘{ TR RE LR ”ﬁ“l"}
FiEH B AR o

L MA AEEaET 0 P ABARRY AT

The informatlon contained herein is the exclusive property of TWCA and shall not be distributed,

S R EErLT

reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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462 & #GHY L
4621 BEch LT T 20 5 461§ HATRD K HRD BT B

copy SSL #PR B G FH P #G % 4 DomainCert.cer

(DomainCert.cer = &) » R A2 4 &7 p 37)

% 2 F %iEE+ B DomainCert.cer 4 » ¥ F Fl4cT % o

AR ERRRREE DT UIN PR A MA ARG T 0 P ASBART ATA TR AT FUSES
AEP AR AN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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MF bl T BT

T . :
| /| DomainCert.cer -
),

BEF) SKEE H3(0) BR(V) ZREAH)

cml/gUINM IFN1Y i 1DQTEwMC4GA1UEAxMnVFADQSBTZWN]1 cmUgU1NM IEN | cnRpZm 1Y
I Rpb242QXV0aG9yaXRSMBAXDTE3MDUxM j EwNTAzN1 oXDT IwMDUYNTEINTk 10Vow

alxCzAIBgNVBAYTA I RXMQSWDQYDVQQ IEwZUQU 1 XQU4xDz ANBgNVBACTB I RBSVBF
STEnMCUGA 1UEChMeRm 1 vc3QgQ29t bV yY2 1 hbCBCYWS r IENPL 1 wgTFREMS gw ] g¥D
VOQLEx9]bmZvem]l hdGlvbiBUZWNobm9sb2dS IERpdn | zaWOuMR4wHAYDVQQDE®Y
YW1 sLnZpcnNOYmFuaySj b20udHcwggE 1 MAOGCSqGS 1b3DQEBAQUAAS IBDwAwg gEK
A0IBAQDE/nitonlr71/r9al1EQeY2PFZS1vVOrrViUg3K4 1] 7psDKEPY YmvLCKU4
b6xFnk+91 fHgNB+NK s]P SSMQxPOkgwk 2d6nMgOnNSzWzglbolUcnk/9ssZg0/Y |
GONbWUOw T IHsVRKKk/DEfbG1 j gqpeEgtoSxgMRmQQvKxogy I0NoPgBYx 71 cbTAogl
OPSEP Bz 10md0/hBShj 6 THOHy O i FErW/V/WUSEZC/KN1KVOSIn
Xpk344JbeNYjBr [/k630pRFTvel PPREEHE )51 jmAY1nLQhidvz+RZansE]
NYolplzgqFQcWdT Ik 1/ hvKg8azx [ ICBDA fBgNYHSMEGDAW BT 4
B8JoJP+F 1 cvbHuMznCpP | yBWezApBgNVHQ4E [ gQgDA [ IUy0eGEEae] 6MatTSDOVd
p7cBLERhWBn40xyeol 8wV gYDVROfBESWTTBLoEngR4ZFaHROcDovL2NzbHN 1 cnZ |
c150d2NhLnNvbS50dy9zc2xzZX 1 2ZX [vU2V j d¥X] 1 c3NsX3] 1 dn9rZVOzaGEyXz [w
MTQuY 3] sMGcGA1UdEQRgMFECFW 1 haWwuZm | yc3R1YWS rLmNvbS50d4 [bZ2xvYmFs
bWEpbCSmaXJzdGlhbmsuY29tLnR3ghVzcGFtLnZpenNOYmFuayS) b20udHeCEWS]
d3MuZm] yc3R1YWS rLnR3M IGBBg g rBgEFBQCBAQR I MHMwRAY [KwYBBQUHMAKGOGhO
dHAGLy9zc2xzZ¥] 27X TudHd; YSS5) b20udHevY2F j ZXJOL3N 1 Y 3V yZVOzaGEyXz [w
TQuY3JOMCsGCCsGAQUFBzABhhSodHRwO 1 8vdHdj YXNzbG9j c2AudHd; ¥S5) b20u

bIH4x¥n544SK Tw==
————— END CERTIFICATE---==

111

AFRSERRRRERP TP R LMA 2EFHFT  FREF AR AT ARG RS AR

FERHB AR o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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SSL 7R e - 1 3% Ngim

CNMTQxMD [ 4MDczODMxWhcNMz AxMD [4MTU10TUSW j BRMQswCQYDVQQGEw ]
BAGA1UEChMIVEF]VOFOLUNBMRAWD gYDVQQLEwdSb290 [ ENBMRwwG g YDVQQD
VONBIEdsb2]hbCBSb290 IENBM I IC 1j ANBgkghk i GOwOBAQEFAAOCAgBAMI ICCg
AgBAsAXbyOuMxGoK [e+0TZxxChOScO1 t gpyXxddMTkV I yOBCtR 10bBnCdKQxX4U
| +xDMwpTOpyMj rededsr1WryjmbE71 sBBSLUSOAC31D2VaOmDavgR24vEZ [SNV 16
KIP4exbGGLhilkc ]l ke TwGRIN WP 10291 XynwoTAcKqCY phWO7v0ZNvD 1 kUOP+s W
ECAITO/ dwfGFclvK6qghaQ/ xthmOz6TdFgfAZx8y [dRE7bAb/ m2s+F+xhqnF8xh2 1
90npFbU81 gFhORH2BWEd/RG+0DAHW i mwCU4m3001 qJFgHBKRRYhc5Z1 4calVGel 8
I{[dRHMcHRPLZsdkUTOV 11 g/ ruGas) 6XAtY3MZLdsi r [t 1 zDEXOWgK IPO+e [oLuonRT
Kj1TI2kdbI4yLGQAImNhNk6jRre/ fhMt rG20opWizs/agucHNBnWEbghqi 1+pj 1+
j11KIWZSH7PDtQ1n3tbUBObzKt| g % LP6C1 VI 7OVkQVEZz0VwG/ eCZQB
g0cOG8xApfCAM2fVmIE7p4R41S T N837gUjuj fq¥lszZ51zHcC30uyS
yL4JvywpBWECaS7vvL8qvFvAU I 9BcHGHSKZ3BEmEozKv ruSrFduysfSs4ZCM iK1 X
SM71TcvzBs9fagpCsR4edy+000aSDegb8BSLSJUExUX 0y 3A8CAWEAAROCAROwg gBZ
MB&GA1Ud IwQYMBaAFGodWyaN20ta8k96V IMZGOM INaabtMBOGA1UdDgQWBBR 1283e
julJclql6LHYPQezuW tmUDAOBgNYHQEBA f SEBAMCAQYWOAYDVROgBDEWLzA tBgRY
HSAAMCUw [wY [KwYBBQUHAgEWF2hOdHAGLy93d3cudHd] YS5) b20udHcvME [GA1Ud
HwQ7MDkwN64A 1 oDOGMWhOdHAGL y9Sb290Q0EudHd j S5 b20udHcvVYEADQV IDQSOy
ZXZva2V M A0OCS | cmwwDwYDVROTAQH/ BAUwAWEB/ zA4Bg g rBgEFBQCBAQQsMCow
KAY [KwYBBQUHMAGGHGhOAHAGL y9yb290b2NzcC50d2NhLmNvbS50dy8wDQY JKoZ |
hvcNAQELBQAD g ¢gEBACKLbsSU3GIZk3paTE3cmTo0gPv S50 18b2Sdwbf guXkhpYRdA
EImga7gcy9+8bChUHBUhOUuWy / xMR8oLd8PMZntvuTY lafnBke2P1p6i [uiCt4nl
qtag50qs [ysvT/ZPFGvxekWhh8hxS6ekuYBryc7Ni iWezdM] pTLEOINFR fzwxmU £
HodvboTNrt 1 ulW rily+C+E8G 1 McvuH+km37cGxgl FCue rRVce twGbM f{yBUBFht
OBL [dsgguMi6U/ j XSVECR [XKMaSZ7F94b ] 8dulU2hNpOXqwd tmv4 7qEDxLDEMBIM
bwbaOkR1 t ] aXDBhS0EaiMx+rUq) 031 eOKBM4 t 6w=
---NEND CERTIFICATE-----

1

AFRSERRRRERP TP R LMA 2EFHFT  FREF AR AT ARG RS AR
iz H B Aj;ﬁ o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.7 SSL % #£& & 2
4.7.1 %$E%nginx% P 4T < nginx.conf 4§ % (Nginx

4.7.2 *t nginx.conf 373 11 T & T (#5 K TP )
ssl on;
listen 443;
ssl_certificate_key /path/server.key;
ssl_certificate /path/DomainCert.cer;
#Hix* SSL # it

# SSL(https)# it en3g &% Port » 404 & & * H

#SSL &4gihle /i @ 32 421 R & 2 W A4 mBSR Lo

#SSL & FEARE L 0 ik 4.6.1 FEFRE TR ER T

4.7.3 € #rgcts Nginx ' T @R BRI > %+ SSLIG#% FB R T o

R}

AFHE L BRRERERFG DT
AEPHBARE o

BHiMA AEEa T o AASHEARY AFAL T A I A KD

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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48 & > Rk laE

F-46.1F 8T A S Nginx “TL B RS 421 £ 89722 2 BMHA &
IZ Y R REFRLRR AT RS SEER TTT o

ATHIEBRPRELFI AT R FLMAE > AELGFT > FABRH AR AT ARG E S FUSER
LEmd AR .

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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49 (AT
4.9.1 ¢

%f’f‘*ﬁ‘ tiere o © € = SSL RIRBE I - B FhER{ATE
ST B MBI ERERET R AP Rt
http://www.twca.com.tw = §*¥ 32 8 > Z R 2 2 5 F v 4 B ReEILE
oF o WV T SSLGHE { AT €%‘°

N
)

4.9.2 T #7%

FHERA2I AT REHIY L KEE > 7 24 SSLBHEL A

=
o

~ ?‘ L%

LASRE RS ] AP b L MA  AaE s T DAGRAE AFE A AP AR

AEP AR AN o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
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