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4.6 % %G3
4.6.1 Tomcat %% % SSL G #PF ¢ ¢ * Flw fafh % -
® 42 % 5 A H o SSL &4k % E T mykeystore.jks |
® 453 &85 %A, "root.cer |
® 45 3F B B¢ @R Tuca.cer
® 453 &5 B iR IREIGHA, [ server.cer |
LB LT HH 5%3 %IDK%\bin p&T (T &T p 7T

X drd5F FRBRHBLEEI: BERMY  FRR A2 EHBILER
X 4rd5 % & fREE e BEEMY > kR 463 EHJT REH -

4.6.2 4oi® 3| = B ig A - B ELY 1T (196 & root.cer vosR

uca.cer ~ IR E G server.cer)- - &~ £4FEE G R o

4.6.2.1 % » 2§ 7 root.cer
keytool -import -trustcacerts -alias root -file root.cer -keystore
mykeystore.jks

C:\Program Files\Java\jdkl.6.8_26\bhin>keytool —import —trustcacerts —alias root

—file root.cer —keystore mykeystore.jks

C S BGRP AT (g 4 F 9 IR R R R AT
i e p
-import ErBEC RIS

; N R T

trustcacerts
-alias EE & A A AR o e S
file B VG HEIEE LA R R AT

-keystore keystore 5 % #7 whtfi % LA iR F F R dp T

. keystore ZF{E !
p B?f g B HL:] keystore % #5 » 3 E #&%} IS keystore %5 o

+

AFHEERRBRBFUFTADTEF2HAE LI FT A ABEFART ATH S A EAHE - FASEY
AEed e .
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46.2.2 =~ P 52 uca.cer
keytool -import -trustcacerts -alias uca -file uca.cer -keystore
mykeystore.jks

C:\Program Files\Java\jdkl1.6.8_26\bin>keytool —import —trustcacerts —alias uca -
file uca.cer —keystore mykeystore.jks

-import BB R4 4

- ZF2 LR EgEM

trustcacerts
-alias WA RS LR AT
file Bweorch? MHBRELITE LfE R R R g

-keystore | keystore 4 % T A BLIZE L HER B 4y T

B PE € & Rfiz ~ keystore %45 0 3 E a‘%ﬁa?] ~ keystore %75 »

VR T nzE e % TH 3 keystore ¥ | TRz A o

AFHEERRBRBFUFTADTEF2HAE LI FT A ABEFART ATH S A EAHE - FASEY
AEed e .
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4.6.2.3 % » @R R IG % server.cer

keytool -import -trustcacerts -alias keyname -file server.cer -
keystore mykeystore.jks

C:\Program Files\Java\jdkl.6.8_26\bin>keytool —import —trustcacerts —alias keyna
me —file server.cer —keystore mykeystore.jks

-import BB R4 4

- ZF2 LR EgEM

trustcacerts

-alias ThRRIRE £ LA R A2 R RO LR
e R PREEEBEL L T REERT
-keystore keystore # % “f bbb /T2 LA > R F % =B 4

VI T w R e ¥ %A keystore ¥ | TR A o

% 4 FR%.’ FNR AL > A TPREEE P BEEY %«» xR
T ’é—JL KAV E 2 P MG E X KT keystore ¢ -

keytool §Ei% ° .lang.Exception: [EIFERFAY B #EEE keystore [T
X EPIRBEREFNR S S L 0 £ 7 keystore p e sk i 2 PR
EEEAR DA 0 A Bl CSR prdp s keystore B9

& 7 4p Teh keystore &k - 1 o

e P T R RS R T FELL
AiEiHE AN o
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4.6.3 4o Flw G EAEH o 8GR S F 3 T (196 % root.cer ~ ¥ G

uca_1l.cer ~ ¥ #-§ % uca_2.cer ~ 7'JR ¥ & ¥ server.cer)- — # »

EHREG R -

4.6.3.1 %= » 1215 % root.cer
keytool -import -trustcacerts -alias root -file root.cer -keystore
mykeystore.jks

C:\Program Files\Java\jdkl1.6.08_26\bin>keytool —import —trustcacerts —-alias root
—file root.cer —keystore mykeystore.jks

-import T gEL Ry 4

- 24 g e

trustcacerts
-alias KEIPREHEY L ?‘F-E'i (R ek SO
-file B g ERIT S o A rﬁﬁ’ iR #,a T

-keystore | keystore 4§ & T B ISE LA R E R 4y T

4 IR r;:;;g_ a‘rf@g; keystore ¥ | %~ 2 o

AFHEERRBRBFUFTADTEF2HAE LI FT A ABEFART ATH S A EAHE - FASEY
AEed e .
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4.6.3.2 % » P 4§ uca_1.cer
keytool -import -trustcacerts -alias uca1 -file uca_1.cer -keystore
mykeystore.jks

C:\Program Files\Java\jdkl.6.08_26\bin>keytool —import —trustcacerts —alias ucal

file uca_1.cer —keystore mykeystore.jks

g% FEGRP AT (dp 4 F 8 iR SRR E AT

%‘Qﬁi I 2e
-import PN VA ;rﬂ r
- E2 G Eaig s
trustcacerts
-alias RS BBREY L AT
“fle B cnd MG B R FEER T
-keystore | keystore #h % r B S 2 LA R P E R E 4y T

B PE € & Rfiz ~ keystore %45 0 3 E a%ﬁa?] ~ keystore %75 »

VR T nzE e % TH 3 keystore ¥ | TRz A o

AFHEERRBRBFUFTADTEF2HAE LI FT A ABEFART ATH S A EAHE - FASEY
AEed e .
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4.6.3.3 % » P 4§ uca_2.cer
keytool -import -trustcacerts -alias uca2 -file uca_2.cer -keystore
mykeystore.jks

C:\Program Files\Java\jdkl.6.8_26\bin>keytool —import —trustcacerts —alias uca2

—file uca_2.cer —keystore mykeystore.jks

I d SERP AT (g b F 0 MR R ORRE AR

%‘Qﬁi I 2e
-import PN VA ;rﬂ r
- E2 G Eaig s
trustcacerts
-alias RS BBREY L AT
“fle B cnd MG B R FEER T
-keystore | keystore #h % r B S 2 LA R P E R E 4y T

B PE € & Rfiz ~ keystore %45 0 3 E a‘%ﬁa?] ~ keystore %75 »

VR T nzE e % TH 3 keystore ¥ | TRz A o

AFHEERRBRBFUFTADTEF2HAE LI FT A ABEFART ATH S A EAHE - FASEY
AEed e .
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4.6.3.4 % » @R R IG % server.cer

keytool -import -trustcacerts -alias keyname -file server.cer -
keystore mykeystore.jks

C:\Program Files\Java\jdkl.6.8_26\bin>keytool —import —trustcacerts —alias keyna
me —file server.cer —keystore mykeystore.jks

-import BB R4 4

- ZF2 LR EgEM

trustcacerts

-alias th TPIRE &4 L e 4.2 $ER LA R
-file LR DPIREEEERLS CH R REE 4T
-keystore keystore # % “f bbb /T2 LA > R F % =B 4

VI T w R e ¥ %A keystore ¥ | TR A o

% 4 FR%.’ FEhR AWML A TRGEE P BEEY
o G REE s P MG L K1 keystore ¢ o
keytool §Ei% : java.lang.Exception: [Hf5RFHYV S FEEL keystore v f5F
X EPIRE &é‘iﬂziﬁui 31]?% & > %7 keystore p e 4 & 2 2 PR

BoRFEA DGR FA W CSR Py LW keystore 3% »

& g,g_iﬁ ¥_cr keystore KF& — i e

e P T R RS R T FELL
AiEiHE AN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

528F
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4.6.4 ¥1E%Tomcat 6.0%\conf P 4% s server.xml #% % >
4.6.4.1 3% "sslProtocol | 58 » #455/H ¢ 33 SSL 4p ké ehip £

EB)X

BEE REE BHO @R AW

connectionTimeout="20880808" ”~
redirectPort=""8443" />

-

<%*-- Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation —->

{1--

{Connector port="8443" protocol="HTTP/1.1" S3LEnabled="true"

maxThreads=""158" scheme=""https" secure="'true”
clientAuth=""false" FRLIEILTHR="TLS" />

{t-- Define an AJP 1.3 Connector on port BABY —->
{Connector port="8809" protocol="AJP/1.3" redirectPort="8443" />

-->

|
I | £

<

do%k A% - Sk 7 SSL K T ok

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS" />

s eh<l--2 > B L 0 B G Tomeat 3K R Y 0 d <l-2 > 50
o

b g e ARG EfE -

BEE REE B0 R SHEAH

connectionTimeout=""20000" -
redirectPort=""8443" />
-2
£*—— Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation -->

<Connector port="8443" protocol="HTTPf1.1" SSLEnabled="tr
maxThreads="158" scheme="https" secure="true”
clientAuth=""false" sslProtocol="TLS" />

ue

{t-- Define an AJP 1.3 Connector on port B@89 —->
<GConnector port="30089" protocol="AJP/1.3" redirectPort=""8443" />

I~
|
I £

ARG E R RRRERR D
AEPHB AN o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
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BEE REE B0 R SHEAH

connectionTimeout=""20000"
redirectPort=""8443" />
-2
£*—— Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation -->

<Connector port="8443" protocol="HTTPf1.1" SSLEnabled="true"
maxThreads="158" scheme="https" secure="true”
clientAuth=""false" sslProtocol="TLS" />

{t-- Define an AJP 1.3 Connector on port B@89 —->
<GConnector port="30089" protocol="AJP/1.3" redirectPort=""8443" />

I~

B
I £

4.6.4.2 ¥ Port :x 5 443 > 443 Port £_SSL(https)#* it H3g % Port » 4% &
RLHHE®E Port £ igeesk @ » BR- 2R ALG 443 77 o

BEE REE BHO @R AW

connectionTimeout="20880808"
redirectPort=""8443" />
-=>
<%*-- Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation --Z

{Connector LIGSHULEE protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="158" scheme="https" secure="true”
clientAuth=""false" ss1Protocol="TLS" />

{t-- Define an AJP 1.3 Connector on port BABY —->
{Connector port="8809" protocol="AJP/1.3" redirectPort="8443" />

I~

b
>
—

AFRIABRPRDBLGFT NP EF2MAE  AGTRFT 0 FABEFARY ATH A2 BT UL ER
AEed e .
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4.6.4.3 373 "keystoreFile | % % - ' & 2
H% R RS R AT RS {

BEE REE B0 R SHEAH

<{t*-- Define a SSL HTTP/1.1 Connector on port 3443 ”~
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation -->

<Connector port=""443" protocol="HTTP/1.1" S3LEnabled="true"
maxThreads="158" scheme="https" secure="true"
clientAuth=""false" sslProtocol=""TLS"

keystoreFile=""c:\mykeystore.jks"

{*-- Define an AJP 1.3 Connector on port B@89 —->
<GConnector port="30089" protocol="AJP/1.3" redirectPort=""8443" />

4.6.4.4 3738 "keyAlias ; 3k 2 0 R T A SSL RIRBEFE 4 -0 8
A21 F &R TDfEAle - st 17, #Azk .

BED REE B0 WE SN

<*-— Define a SSL HTTP/1.1 Connector on port 8443 ~
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation --3>»

{Connector port="443" protocol="HTTP/1.1" S5LEnabled="true"
maxThreads="150" scheme="https" secure="true”
clientAuth="Ffalse" sslProtocol="TLS"

keystoreFile="c:\mykeystore.jks" =
keyAlias=""keynane" i

{t-- Define an AJP 1.3 Connector on port 8889 -->
{Connector port="8889" protocol="AJP/1.3" redirectPort=""8443" />

)

AEALE AR RERRERPT D
AEed e .
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4.6.4.5 773 " keystorePass | % %> sk T 4_keystore %45 > T 42E B BB
WE oA Ty e Ak

EBX

HREE #EED EA0 SR SN
<{*-- Define a SSL HTTP/1.1 Connector on port 8443 ”
This connector uses the JSSE configuration, when using APR, the
connector should be using the Open3SL style configuration
described in the APR documentation -->
{Connector port="443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="158" scheme="https" secure="true"
clientfiuth="false" sslProtocol=""TLS"
keystoreFile=""c:\mykeystore.jks" =
key11as-"kegnane" »
<{*-- Define an AJP 1.3 Connector on port 8882 -->
<{Connector port="8089" protocol="AJP/1.3" redirectPort="8443" />
W
4 J %
— —_—
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4.7.2 3N E
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