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O - T 29
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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1.1. 4% Apache2.2 %7 #IRE2 &4 - BHEFTshA WUHH2 SSL #IR
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
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5. £ 425

5.1+ % (F%

5.1.1 % % Apache 2.2 Web # R % #
Apache 2.2 Web # /R E #4844 Apache ‘e #r3k - Web & PR % 3
8> 7 I http:/httpd.apache.org/™ %> 3 iF < p & X7k % Apache 2.2
(Windows *<) » fpt 3 ¥ vhgipl & 2 2 doft % Ry T A o
R A D P e AJE o

5.1.2 % % OpenSSL #: 44
Apache g # iz OpenSSL #ic %8 % 2 4 £ 4> Apache 2.2 ¢ p 22 OpenSSL
R > BB s 2%Apache2.2%\bin\p &4 5 4o% & ¥ ‘b % % OpenSSL
¥ 1 http:/lwww.openssl.org/™ §¢ 5 f gt A ¥ P E K2 ix o doftd K
EALF TP AL B A D P R AT

ATHLIERPRRFERGT AL 2MAE 25T HF 7Y A ASEFSRY AFTR A2 AHE FUSER
XERPHBANRE o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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5228 " &4,
5.2.1 #+%Apache2.2%\bin\p 4~ > ﬁia?] »
openssl genrsa -out c:\server.key 2048

(Ap 5 F 6 30 R REILA T out T3 A 2 hEMGH T E)

openssl genrsa -out c:\server.key 2048

o
o
‘ -
h
Ay
j:] i
s
.64\
o
=

C\™ 2 4 #% 45 serverkey ¢12048 =~ & B
RSA &4t > % * T HIEEF B &4 67 2407 P 3

P serverkey - SR g@@
HWEE HREE B0 wE SHEE

F----BEGIN RSA PRIVATE KEY-----

HIICXAIBAAKBQQCAI jbjIC512WYBFyx02HDSYd1y+7UcIP13P2J30U+wIn3TnCRb
kB 1RuHWxpqRin+/j71108UHj0+W3 Fhl+woyGFEmnF S+pgB BhGKGRBEVA51 9HWELS
BinJ9ekIZ2j7CUnAYeP B2szypiu+WjHUKR /iinl GGVE L1785+ 07 ThPcPwIDAOAR
AOGAGjUvHROO2rEh3uulVZ23uqK/3CpW+t7Y0enkGaHW2PsrchirLe8mH/ 2B jFdyt
ESLEQFAtLTY7XH+2THWI d7XQuHSWHuwHaOrEGA8d /08I 14611/ qY+4U0cgrkihTH2
GiB5puLdJAHXOjHUOtY7ZPGBtSAHWYWLCDDE j1H5yubX 4 BECQODaWBHY 4t 5afUyF
LSHﬁ+kF?mHSHEuanlFxtguthExuiUciwuuBDEUUcﬁuﬂFH1gSﬁFFu692FGquaU
U2BWXPWPAKEA2 jhcPUQOA2ZSUZuHTKuxid/pUTWSZ14QFFASRECD2Avgxjq0z9F 3
Heptur/IDgOs+tU/kkAzxYANH+jDJ/2 jpwJAVIKJBux+GrLTyss6SIvyGHaiYPFg
keakzyzi2ZGtHe/R/vHELntLeU4yX7CnF JU6iPuwtaxqhJZ2HeocCjsnWYQJaAJsUB
vf8HDbBOYuBEHa2RxWenKr +r3sgHoc+3WFbqCEtFQIFogSSnHw?wdb BFREuxKBHSze
SqHUKT+JBopYgjZya0JBAI213YJYGES1j41z48pAnKFO0hUdDgbUHu1k+85U+ebKB
rM816xn=2UDWOES1siBRN3/ullctbOhitPpSpqcisg2==

————— EHND RSA PRIVATE KEY-----

AEALE A BRERRER PG DT
AERH AN .
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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53 22 & 46(CSR)
5.3.1 %% Apache2.2%\bin\ p 4+~ > @?] »
openssl req -new -key c:\server.key -out c:\server.csr
(dp 5 F 6 I8k § RELA T Key g TR T 2 5.2 & A 4
kMR8 v -out L A4 (HCSR Hkiny)
openssl req -new -key c:\server.key -out c:\server.csr
%%gﬁﬁﬁ%ﬁﬁwﬁ’im%T:

S~ 208 B (e TW) - 23
Country Name (2 letter code) [AU]:TW

;ﬁ—@?] x U8 8] (e TAIWAN) 5 2 38
State or Prouince Name (full name) [Some-State]:TAIWAN

Locality Name (eg, city) []:TAIPEI

;ﬁ-@?] r s A (de TWCA) » 23

Organization Name (eg, company) [Internet Widgits Pty Ltd]:TWCA

;ﬁ-@?] P *’g,;f]a’_(v&r' IT ~ SYSTEM) » w3

Organizational Unit Name (eg, section) []:SYSTEM

FEF o A Boande sk LA (4 wwwitwea.comutw) o L B

Common Mame <eq, YOUR name>» [l:www.twca.com.tuw

Fr ¥t | Email o v 2 g

Email Address []:S53L@twca.com.tw

B (4 giﬁﬂ‘i@]%ﬁﬂ?gm VBB E R TR B &4 Enter T E

A challenge passuWord []:
An optional company name []:

&P 4 18 ¢ C\T A 4 servercsr sk o T L & H R4

AFTHEERRBEREUFTADTE I 2MAE LI FT A ABEFAR T ATH A A FASEY
c,ufif;g@q;;tfé oo

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

TR



SSL i PR % #ic =& % Apache2. 2 IR B4k it £ p
BF i“,ﬁuﬁg;}fﬁ;ﬂ fﬁ)‘%%ﬁ? ,Jé 4T p 2.

P servercsr - SREEA Q@@
HEER REE B0 R S

————— BEGIN CERTIFICATE REQUEST-----
MIIByjCCATHCAQAwgYk=CZzAJBEQHUBAYTALRXMOBwDOYDUQOIEWZUQUIXQULxDZAN
BgNUBACTE1RESUBFSTENMASGA1UEChHEVFdDQTEPHABGATUECKHEU11TUEUNHRQu
FgYDUQQDEw?3d3cudHd j¥S jb2BudHcxHI[jAcBgkqhkiE9weBCQEWD1NTTEB 8d2Hh
LmNubS58dzCEnzANBgkqhkiGPwBBANEFAADBjQAwgYKCQYEAS /08Dl t3hweH7euu
Ex/CHhbbORBuukpAzKXkBdnZK3/516Z2cdr4erSURS1 JATAQKBRIDFPUTgF1vBES+
HFeQRbH/LGRQUSFSpis1/UiprtX0xpgl7Hnibt.18UIUF1iESqJgS3s34+EXHLZ]T
z0Gj4/hyipuWWGHGN+32vkL6cyUCAWEARAAAMABGCSqGS Th3DOEBBOUAALGEBAGKY
JhrulesAGAPDHIrCok42LakUxyx+I1551InQHiYT AeBwnkr6EqQ]j5UjYHSFRUDHTE
Ju2156Uk11x20gKq3uwcKynU0+JoBttFTgJH+rtSHMUNYSXWFC2bE+B3RSKSBRSKY
0U1hU¥bqa8XJ+k/LABTGU j81/XWKP3TavUSGhoPr=

————— ENMD CERTIFICATE REQUEST--———-

AFHLEPRRERERPT PR T 2MA AN Z G HT 0 AAERRSR Y ATR A AT AR ES
XERPHBANRE o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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5.4 %4 iF4F i £ 4H(CSR) L+ @
5.4.1 i# £ TWCA % (1)

@I Ao ¢ p F https://www.twea.com.tw

2 TWCA - BEEREDE - 5

TWCA BREEV BENEV A

mi@y v | BEEE V HE= 77 ENGLISH
TR AN & A% THEEE 77 & Q

EV SSL/&:E MEEASRMBEEE MEABREESR
hOINZER EMERE

RAfaIfE 28 B i %38

RER R RRREREL S LD
AERH AN .

)

L2 MA AEEGFT 0 A ABRART AFH 0 7 AGE > FEAER

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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5.4.2 1 & TWCA #:L(2)

¥4o? 3 EVSSL RIREE® o FBE .

BB | TWCA - B,

0 ssL&:E

H EVSSL&:E

/AEEE

RIS TUE ()

IS R BB B S A 2E MERRFREE ALEEER

AFERIEBRPRRFERFTRAIPE I 2ZHMA > ATV 0 2 AFEARY AFTR A2 AHE > FUSER
AERH AN .

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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5.4.3 1 & TWCA #:L(3)

WFWEMG H R LT L B CSRe

n i L& CSR(WEB)

LEREHERME(CSR)

SAfkEEAZ NREREFM EESEFERIE(CSR) - FMEIGARE02-2370-8886#9 JaH ©
EEREHRE(CSR)E

AGCSREMI TS NEERAEE (BRERLEACertreq.txt) % FAUMIASCIRSIFHRES (WiLH4)
REARNILEE - AR T EEAXEEERE ((IWORD) R EREMERIMAA TR REHFT -

o [FERFHFE (CSR)
LUFACSRIEZERMAZASS © —BEGIN NEW CERTIFICATE REQUEST—
MIIBJDCBzwIBADBgMQswCQYDVQQGEwJUVZEPMAOGALU
ECBMGVEFJVOFOMQ8wDQYDVQQHEWZUQUIXQU4xDjAMB
gNVBfwefEg,uhYUGJ84DWgbyGYGYVQQLEwJJVDECMBOGALU
EAXMTbGFiMzAwLnRhaWNhLmNvbS50dzBcMAOGCSqGSIb3D
QEBAQUAAOSAMEgCQQDYdmRIMVXzUCIzOE6WWOggZRpZ
giJfHCa2diLHQg69SMUmMLXNdnaVQnl4pkgPolqNvKvOTKRTtac
LnfimWxuUHUHUulihihiluHLUIHUILHhkiGOwWOBAQQFAANBAIIG
5vczs+LzMP1clybwTE4784HIZUbibZhXNg6L90H09CIHpDXD
duwd01q42V5xCmasPCImklrilTX4BYr5qzY= —END NEW CERTIFICATE REQUEST—

AMCSRIEETHINEERE TANERT - TEHERNNEEMEIE [-—BEGIN NEW CERTIFICATE
REQUEST-----y & I-----END NEW CERTIFICATE REQUEST-----1 B9E&XF ©

5.4.4 pk b G E I

%M % ¢ § -—--BEGIN CERTIFICATE REQUEST----- ~ ---—-END
CERTIFICATE REQUEST-—) » %1l fr45 2§ 3344k (CSR) P % ik

PR ¢ g ]

o {FEREHFE (CSR)
LUTFACSRIBZMAEHS © ——BEGIN NEW CERTIFICATE REQUEST——
MIIBJDCBzwIBADBqMQswCQYDVQQGEwWJUVZEPMAOGALU
ECBMGVEFJVOFOMQ8wDQYDVQQHEWZUQUIXQU4xDjAMB
gNVBfwefEg,uhYUGJ84DWgbyGYGYVQQLEwWJJVDECMBOGALU
EAXMTbGFiMzAwLnRhaWNhLmNvbS50dzBcMAOGCSqGSIb3D
QEBAQUAAO0SAMEgCQQDYdmRIMVXzUClzOE6WWO0ggZRpZ
giJfHCa2diLHQg69SMUmMLXNdnaVQnl4pkgPolgNvKvOTKRTtac
LnfimWxuUHUHUulihihiluHLUIHUILHhkiG9WOBAQQFAANBAIIG
Svczs+LzMP1clybwTE4784HIZUbibZhXNg6L90H09CIHpDXD
duwd01q42V5xCmasPCImklrilTX4BYr5qzY= ——END NEW CERTIFICATE REQUEST——

FHCSRIERFHNABTERE TAHNERP - TEERNEEEEE T----BEGIN NEW CERTIFICATE
REQUEST-----1 | l---—END NEW CERTIFICATE REQUEST--—--1 ME&XF °

IRED. IV 1 TATAVY UDALT MALID VAW ITTIMAUOUL YD YIVITTIMIDUOALUU

PEQWBBSR+R1sSSUTV/Z0Im68RkMAVeAP8DANBgkqhkiGSWOBAQUFAAO ZaCM
2Kk7q+NgpSIUj9kyT41MZJ6rKQolvgrM30wArlystvirASXJKZHszeVPT5FER5a0
Q/Zm35L6mEY9iUy30R8/cbqQsvTXeeZb464uvK56FD1fTFIGRSFLVrdKP8TGXTEC
D2vkD75Y6t/BLBeaxNSDfewjaaWIYwmKOi90jv47fS3L6JgaXCloZZA8rVUDdh5k
jkYoBCI7J2cwKdyRvY5/uigNGfrHqPdo4RtvTbgQaTvTp5xTZKuWguf3B6oNPKA
0dqB60227bwFsyTW8fpmKgJECS0J0bc+UUiXudC7Tm4wREDG8BmIABP3y8b 7xrtw
we4hPuTONcvMzHzgtw==

-——END NEW CERTIFICATE REQU EST————{

BE—T TS REBLUEXHCSR » WEEER o

)

ARG AP RRRERG T
AERH AN .
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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545 L kAl B2 B@EFITAEN B

v,

O ! https: twca.com.tw/I ~-ad B8

) SSUmEES
1VWGA

san

PRSI

92 SSLELMNIRE, LEINFZR, LD

i THICSRAE

www.twca.com.tw

TWCA
SYSTEM

Taipei] TAIPEL

EHERa ZNREEMIH: Talwan] TAIWAN

5, TWiREe3, USfiRxE

CSR&## &M (bits)

p

5.4.6 3% %l (T HAGE ER A FR 5
546.1%p FRTULFHBIARBFER LT
* B A o
S AT

BITHS BiRTER
IEERRAILEEATE, EELLE, T Ras

5.4.6.2 % 1 & SSLIBRME ik > #FH e T] YL ER N

- - %ﬁ%fgﬁz ;\1:

-~ EMAIL S| #-¢ g &% d1 e 5ep 2 EAMIL & % 5HE #

admin@ % 3 ~administrator@ 4 = ~webmaster@ # & ~hostmaster@
5~ postmaster@ £ = B EMAIL iz - B EMAIL ¥ 7 &7 & &

e

SHEFE ERE NG AN EFNREE B INE AR AR

\;\%ﬁﬁﬁkgﬁﬁ»ﬁ%ﬁ%iﬁwAEMmL -t b EMAIL

PR R ATRT 2B B R TR

FREERE T R REREOPL A PR R ETER D TRE

AFTHLIABPERBERPTANTLFLMAE  ALTHT > B AEFARY ATH g FUARSY
AEPHB AR o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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QTR TE

AFFESSUSHERREMESE - HERAAEEEEEEL T EERSA -

* EEFRAREEMAILRRE | REERETIR  RTE DahT iR EIE R PR B RIS S RS EE R RN -

*® maintain@twca.com.tw (i MR E WHOISEE )
WEREE
admin@tweca.com.tw
administrator@twca.com.tw
———— webmaster@twca.com.tw

hostmaster@twca.com.tw

postmaster@twca.com.tw
ubiEERE . (WhoisEFhirE ST BE)

HIEE M BWETERE: maintain@twea com tw EEITT R R AR -

EERE I L E R R S A R R e
FEETHEREOER: © BT  LbFek TRER

546358 B L H My > TR LEPMY ﬁig?l » I FEiS

EETN
¥J
FESZLL_EFRE B E S, S RN, 15 R

FEIRT
HFEAEEHEEE L AmREIRR

TR R LT - TR -

» F

I
=9

ERREEHEE, e TRITEEEEE FiEEE),

AFTHLIABPERBERPTANTLFLMAE  ALTHT > B AEFARY ATH g FUARSY

AERH AN .

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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547 Mt s 2 F CA R EHIERE

CSRFW@=dis itp § 2 3%E(M T %5 5 E8 T pHEanlr s

) @@ E S ¢ Email i ¥ 552 Hopem i A (TWCASSL 7R % #ic

PR L) BT L TWCA b 0F 2 7 5

EEES
TWCA
ERNERER
ERER
| Service
YEZERCT]
HHEE -
if B RTRERE AETTERE
ficH 1

KINEREMBHEE ATWRTWCARBEBTAR)
ok )

)

AFTHEERRBEREUFTADTE I 2MAE LI FT A ABEFAR T ATH A A FASEY
XERPHBANRE o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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55 T i P EHE
1 ipREAh kP
F1 %2 CSRAEAPMMETHEFHLE  #-§Fi% [SSL PR ER-ER
Tﬁhwwjﬁ+éz WRAR BT A BN F e g AR A (cert.zip)
2 TWCASSL # i insm e 2 % P 2§ B % o

B 1 IG AR A cert.zip fRR AR 0 7 F T2 B I A, -

MM FEBEY BT BT

FEEED) » cert

[y
fith

_qJ root.cer —p s}'::l ')é F—gﬁ%
Sl servercer & WIRE IR FEN
Wucacer — F WEEM

2 HET PEs
4o% F1 5 F o 2 2 mail server % ¥ ¥R oE 2 R B 2 G % HABR St
FERRT A1 S I R 2P kB RAOE | i 0 T P IE MR G -

i}

AEA G A BRERERS G DT
AERH AN .
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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5.5.1 :& & TWCA & =k(1)
@I Ao ¢ p F https://www.twea.com.tw

WTWCA - BE@ERE - 5.

BREA V BIWHE V  EfEN V THEE ®@EE moush  Q

AL EHEEMEUL( SSUERE EV SSL&:E MEZASRMBEEE MEHANEES
FUBGE (2REREA DO R R SR

ERm@uRa

VhERE)
MECFEMENTS BRELRBRA APfSIfg S8 B R RAfaIfE 28 B i %38

3 BWVID

'Y nimARD

5.5.2 ift 3 TWCA #:1(2)

BB | TWCA - B, I
~

H ssL&:E

PR

&5 FRR

S A 2E MERRFREE A TEER

L2 MA AEEGFT 0 A ABRART AFH 0 7 AGE > FEAER

)

ARG AP RRRERG T
AERH AN .

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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5.5.3 #ij » ¥ jh2 ek LA

ales gy w Bl BB

4k & FH(Common Name) » 4

www.twca.com.tw (L7, » * -] B F - & » % &4 http://s¢ https://) » %?l

twca.com.tw/NCW

> SSUBS{FR
sumBEN

! https
& BB | TWCA - HREHE..

80 88

R

| Service filfs /20 #7 (Common

me) L/ TWCA SSL{af s

EaEa lwww,rwca,comtw
CommonName  (7jZiwww.twca.com.tw)

=

2

AERH AN .

NP EF2ME 25T 5 HF

CR BB AT A A AR

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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FEGLIB HEAR BT P08 Y g 0 ST OB A TR AR T AR

_ s x
° ' https: twca.com.tw/NCW t t r 8¢ B8 P~
) SSLBMEEm A TWCA - BREEIE - REE..
i -
ERRBER A
I ===}
rvice Limid.twca.com.tw# i iR, 198080
& | &F
W - 4K HEEHH | BEPIH :.V #{1] Pk i
R 5
o GR
95559031384477734860889332361768729617 e 3220—11» 3221‘12’ f | i
(47240000000249f96c005f31962bfc11) cacomit | s [ Thgng |20 (& #
C_ sevmm
TERBTETAHE ssl2.twea.com.tw F] cert.zip (4.93 KB)? BAEN(O) @RES) v = e iy ) i

T4 0558

AlEES 2021/5/1

el

5.6 % Xig#E

5.6.1 Apache %% % SSL G @ P ¢ ¢ * F|= fifh %

)

ATHLARPERAERFTUANPEF 2 MA 2L EFFT 0 FASES R ATH 2 AHE  FUSES
AERH AN .

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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® 523 & 4% SSL FIRE 44 serverkey |

® 553 §m@iFIREBIEEM [server.cer

® 553 &5 m? wEwEM uca.cer

L & ¥ #-H % 2% 1 %Apache2.2%\conf P 4T (P &7 p 74%) o

5.6.2 ¥iE%Apache2.2%\conf\extra p 4= = httpd-ssl.conf 4 %
5.6.2.1 % % PR EGH

#% T SSLCertificateFile ; 5 ¢ - ¥ 15 1] 2 ¢ 1 SSLCertificateFile
EE MK THASSL FIRERFE G ;%%E&%j""?‘;j‘ri;t 56.1 % &%

-

BB R BT B T 8 dek

I\ hitpd-ssl.conf - SR

BRE REE HA0 WA HAO

# Server Certificate:

# Point SSLCertificateFile at a PEM encoded certificate. If

# the certificate is encrypted, then you will be prompted for a

# pass phrase. HNote that a kill -HUP will prompt again. Keep

# in mind that if you have both an RSA and a DSA certificate you

# can configure both in parallel (to also allow the use of DSA

# ciphers, etc.)

SSLCertificateFile “C:/Program Files/Apache Software Foundation/Apache2.2/conf/server.cer"

5.6.2.2 % % SSL WPRE £ 4%
#% [ SSLCertificateKeyFile | 8 » ¥ 3|H ¥ ¢
SSLCertificateKeyFile 3k % > s* 3k 8 SSL #PRF £ 4 17 c = R
o561 R EMFEFRBRAR T OREV ST [Ty e Ak .
P hitpd-ssl.conf - ZEBA

BEE FEE B30 wRO HA®

# Server Private Key:

# If the Key is not combined with the certificate, use this
# directive to point at the key file. Keep in mind that if
"
#
S

you've both a RSA and a DSA private key you can configure
both in parallel (to also allow the use of DSA ciphers, etc.)

SLCertificateKeyFile "C:/Program Files/Apache Software Foundation/Apache2.2/conf/server .key"

5.6.2.3 % #¢ @5 %
#% T SSLCertificateChainFile ; % #
SSLCertificateChainFile 3% 2> ¢ 3% TH ¥ ¥E 3 5 = FRIZ » 3
561 F &k RS T BAT ST 7y e Ak

P\ hitpd-ssl.conf - ZRBA

RO WEE #R0 WA HE

Server Certificate Chain:
Point SSLCertificateChainFile at a file containing the
concatenation of PEM encoded CA certificates which form the
certificate chain for the server certificate. Alternatively
the referenced file can be the same as SSLCertificateFile
when the CA certificates are directly appended to the server
certificate for convinience.
SLCertificateChainFile "C:/Program Files/Apache Software Foundation/Apache2.2/conf/uca.cer"

'####388

% = Mhttpd-ssl.conf ; p F iRk TR EGME > TRIBHERLT K -

AR R B ERRELFG AR
AP RN o
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EEX

BREE® HTW WRY HEO
L3 B e B m

B IRH () s, BB ORI

Apache2.2 & el | AR | EEEhERAU A
% NET Runtime Opti..  Micro.. Fa& 1

BILIRTE

EHEERT

$et: 88 Application Mansge.. 1R FEn

Apochei2 211 (Rind2) mod_s22.11 4 ASPNET4ASBIRTS R4 Fa#

OpenSiLAl2.81 %Auﬁ:m&ﬁc Updates &iT.. oEE B& v
< | 3

b AR
AFTHEERRBEREUFTADTE I 2MAE LI FT A ABEFAR T ATH A A FASEY
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5.7 2% % SSL #5
MEF i g ¢ - SSLBR SSLARE ¥ » L F ST HED SR L

5.7.1 #TE%Apache2.2%\conf p 4T 7 httpd.conf £ %

57113~ SSL frle
#% "mod sslso; 38 » ¥ 3|8 ¢ en
LoadModule ssI_module modules/mod_ssl.so 45 4 » 4c% 45 4 5 5 #
FEL SR £ T AHF RS

B httpd conf - SR

HWEE REE B0 WRID HEW

#iLoadHodule rewrite_module modules/mod_rewrite.so
LoadHodule setenvif_module modules/mod_setenvif.so
#iLoadHodule speling module modules/mod speling.so
fLoadModule ss1 module modules/mod ssl.so

#iLoadHodule status_module modules/mod_status.so
#iLoadHodule substitute_module modules/mod_substitute.so

< |

P hitpd conf -
WwEE iREE HER0 WA SHeA

#iLoadHodule rewrite_module modules/mod_rewrite.so
LoadHodule setenvif_module modules/mod_setenvif.so
#iLoadHodule speling module modules/mod speling.so
#iLoadHodule status_module modules/mod_status.so
#iLoadHodule substitute_module modules/mod_substitute.so

< |

)

ARG AP RRRERG T
AERH AN .
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SSL P PR % > 18 #% Apache2. 2 WIR B it p
5.7.1.2 i\ » B ¢k ek 2 4% httpd-ssl.conf
= httpd-ssl.conf (httpd-ssl.conf & A% E_f § SSL cdp b % ) >
¥ 35 32 ¢ include conf/extra/httpd-ssl.conf 3p 4 » 4o% dp 4 5 5 #
FHL o FRRzdn £ B W 5L ",4rt °

B hitpd conf - SE2BEA
BEE REE BAO WRO FHAD
#Include conf/extrashttpd-default.conf

S=1ES

# Secure (S5L/TLS) connections

#Include conf/extra/httpd-ssl.conf

L

# Hote: The following must must be present to support
4 I

I hitpd.conf - EHA A(=1E3
BEE REE BAO WRO FHAD
#Include conf/extrashttpd-default.conf

# Secure (S5L/TLS) connections
Include conffextrashttpd-ssl.conf

L
# Hote: The following must must be present to support
4

FEiux httpd.conf o+ it B R T RE GRS o

AEHE G A RRRRELRT S
FIERHEBANEF o
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5.7.2 #:miE%Apache2.2%\conflextra p 4+ 7 httpd-ssl.conf 4% %

5.7.2.1 fx* SSL # i;
##& TSSLEngine ; 3 ¢ » #4538 ¢ chip £ SSLENgine on / off -
SSLENgine on # 7 g SSL # i » e % 7 f* SSL je#-on it off
TE o EA G LG on e

P hitpd-ssl conf - FEHEA Z E”E'
BEE REE BAO A FHAM

#  SSL Engine Switch:

# EnablesDisable SSL for this wvirtual host.

SSLEngine on

# SSL Cipher Suite:
I

5.7.2.2 3% % SSL # 434
#F Tlisten ;) 38 > #4538 ¥ gy £ Listen 443 > 443 Port £
SSL(https)s* it i Port » 4ok & % €5 A @ Port £ e %0 7
- B3R 25 443 ¥ o

P hitpd-ssl conf - FEHEA Z E”E'
HEE REE B0 WR HAD

# Hote: Confiqurations that use IPvé but not IPw4-mapped addr ~
# Listen directives: "Listen [::]:443" and "Listen 8.8.

#
Listen 443

i

<

ARG AP RRRERG T
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5.8.1 # fs#
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AHTERA QLIRS LT > BE TR F
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5.9 & ¥ %
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4o =2+ 5.6 2 5.7 F &% T 0 £ ATEH Apache PR IR T & cns iR
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