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{1so(1) member-body(2) us {840} rsadsi(113549) pkcs(1)
sha256 WithRSAEncryption pkes-1(1) sha256 WithRSAEncryption(11)}

(1.2.840.113549.1.1.11)

{iso(1) member-body(2) us(840) rsadsi(113549) pkes(1)
sha384WithRSAEncryption pkes-1(1) sha384WithRSAEncryption(12)}
(1.2.840.113549.1.1.12)

{1so(1) member-body(2) us(840) ansi-x962(10045)
signatures(4) ecdsa-with-SHA2(3) ecdsa-with-

ECDSAWithSHA256
SHA256(2)}
(1.2.840.10045.4.3.2)
{iso(1) member-body(2) us(840) ansi-x962(10045)
signatures(4) ecdsa-with-SHA2(3) ecdsa-with-
ECDSAWithSHA384

SHA384(3)}
(1.2.840.10045.4.3.3)
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7.1.4 5] &
7.1.4.1 & S F

ABRPILS R Y S B HBEI MY LS E FF Y LT B8 X500 vk
- @ EAEDN)Z b £ R g E R 9 RFC 5280 40 B 4% -

AGEPEY g E L 2 RE - B R W H - 3% L fE(Issuer DN)# % {7  (Issuer)
32 A e — 5] 2 (Subject DN) %@ % 24pk ; *+F CA 13 i RFC 5280 DN i
$iFE x4 o Subject DN » H g F = 24 o

7.142% B2 A MER

AEHEFEY SATEF 2L S i%ﬁ?gmi%;‘ﬁﬁﬁ-g}ﬁﬁw’r%fgﬁi 322 &2
BREF YREEF D LIRS IO AR o

ABEEIEY SATEF2 PG B A LREAERY A R FE AR AIFRE
FAMFRS 2 ON B B BiE e 3 7 5 L8 P g o

71421 388 - =

AEEEEY S EF 2 2R Ee T LG AL e =(SAN) > H BN G
dNSName # iPAddress 253 » 2 i * PR LN FEFIP> 2 2P E 5 - BAMFTRCN 2
@ o {345 RFC 5280 2. & 4 » ANSName p % ¥ % @ 8 * T R & (“ 7)o

7.1.4.2.2 3 WrtE- 3w LA

MEEE LS G2 S B W CEON) BT A9 0 T LR A B R
2o g EA SAN F e BAMTACNLE  ZEP 557 71421 & -

SSL & & EVSSL & #
ER B 2 :1:2 WP

FE@R* FER*
Common Name(CN) Pl A AN LR O O
Organization(O) RGE LA O O
GivenName/Surname piRAY X X
Street Address ERCE AT at X O
Locality(L) Bz O O
State or Province(S) GRAE O O
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T OARERERT UL P RET 2BHE Y EY o (TWCACYBER CA)G# 7 47 % A8

Postal Code 0 ST b 2RIE TR B X O
Country(C) B 5] O O
Organizational Unit(OU) e E LA X X
Business Category e ) X O
Jurisdiction of Incorporation | &% ¥ #F*T s 2337 O
X

Locality Name
Jurisdiction of Incorporation | # /% g §£¥7 e 2 4 & ¥ < o
State or ProvinceName % ¢
Jurisdiction of Incorporation

PR AR Z R L X
Country Name
Serial Number Eﬁ%‘« TP ML X
Other Subject Attributes RN R Yl X X

7.143CA B &2 1 HF R

ﬁ»%%&?ﬁ’? \:’.gmrﬁ)’ffEﬁ?@”&!%ﬂ?&_ﬁ_?;ﬂc‘\,7}§ ‘,ﬁlﬁﬂ& ZEC B

}

FREREET AT AT AL

‘\’SN*

FE 3% o

7.1.4.3.1 3 fgrt- Bn] CHHF

(1) * *BEFEY < p LBHE2L R L5

® SSLUCA
#5) £ 4£(DN) wm
Country(C) C=TW
Organization(O) O=TAIWAN-CA INC.
OrganizationUnit(OU) OU= SSL Security Services
CommonName(CN) CN=TWCA Secure Certification Authority
&
@5 & -(DN) E
Country(C) C=TW
Organization(O) O=TAIWAN-CA
OrganizationUnit(OU) OU=Global SSL Sub-CA
CommonName(CN) CN=TWCA Global SSL Certification Authority
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EARBREILR G UL P RES 2BEF TP (TWCACYBER CA) G % 7+ (r ¥ A

&

#5 2 4£DN) wm

Country(C) C=TW

Organization(O) O=TAIWAN-CA

OrganizationUnit(OU) OU= Secure SSL Sub-CA

CommonName(CN) CN=TWCA Secure SSL Certification Authority
2

#4 £4(DN) wm
Country(C) C=TW
Organization(O) O=TAIWAN-CA
OrganizationUnit(OU) OU=SSL Sub-CA
CommonName(CN) CN=TWCA SSL CA
® EVSSLUCA
#4] 24£DN) wm
Country(C) C=TW
Organization(O) O=TAIWAN-CA
OrganizationUnit(OU) OU= Global EVSSL Sub-CA
CommonName(CN) CN=TWCA Global EVSSL Certification Authority
g

@4 & H-(DN) B

Country(C) C=TW

Organization(O) O=TAIWAN-CA
OrganizationUnit(OU) OU=EVSSL Sub-CA
CommonName(CN) CN=TWCA EVSSL CA

(2) BB KBRS LS« f LB RL MY LS

#4] 24£(DN)

w

Country(C)

C=TW
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FARRINER T U P pRE 2EFEF LY o (TWCACYBER CA) G # F i (T ¥ A %

Organization(O) O=TAIWAN-CA

OrganizationUnit(OU) OU=Root CA

CommonName(CN) CN=TWCA Root Certification Authority
&

#4 24 DN) we

Country(C) C=TW

Organization(O) O=TAIWAN-CA

OrganizationUnit(OU) OU=Root CA

CommonName(CN) CN=TWCA Global Root CA
F

#9) £ H(DN) w

Country(C) C=TW

Organization(O) O=TAIWAN-CA

OrganizationUnit(OU) OU=Root CA

CommonName(CN) CN=TWCA CYBER Root CA

7.1.5 B4 & #4)

AEEFEY w2 p LB e g E 2 @y AR T L 4] (Name Constraint)#; -

o
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AREGRER PG UL P RR% 2B H LY (TWCACYBER CA)G# % i3 104 A%
7.1.6 BEFRF B 5H

AEEEEY TR BE RBEP DT EE K (Certificate Policy) ¥ L #f =7 >

IR TICR T A NG HEICL P B o
7.1.6.1 X % § g TR I 1 BB G

AEHEFELY o T BR Y 2 BEICR S S uE

P E B g T A
{joint-iso-itu-t(2) international-organizations(23) AR (AEEEEY S EFHF DV
ca-browser-forum(140) certificate-policies(1) 18 37)

baseline-requirements(2) domain-validated(1)}

(2.23.140.1.2.1)

{joint-iso-itu-t(2) international-organizations(23) SSLCA 5% ~SSL g% ¢ *
ca-browser-forum(140) certificate-policies(1)

baseline-requirements(2) organization-validated(2)}

(2.23.140.1.2.2)

{joint-iso-itu-t(2) international-organizations(23) ARRF(ANGEFEY cqZFF IV
ca-browser-forum(140) certificate-policies(1) &)
baseline-requirements(2) individual-validated(3)}

(2.23.140.1.2.3)

{joint-iso-itu-t(2) international-organizations(23) EVSSLCA &% ~EVSSL &% i¢ *
ca-browser-forum(140) certificate-policies(1) ev-
guidelines(1)}
(2.23.140.1.1)

716253 K BEF LY < j LEHE

R AGEEEY w2 BFEF LG & # s K (Certificate Policy)at # 4§ > o
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EARERRERPF LT RRE 2EHEFEY S (TWCACYBER CA)G# T 7+iv % A%
71.63% BB EL SR

o REE Y w2 5 2B 5 & # s (Certificate Policy)at ¥ f i+ > £ & * 11T g

S S LI

BN P
SSLCA &#% {ISO(1) identified-organization(3) dod(6) internet(1) private(4)

enterprise(1) TWCA(40869) certificates(1) policies(1) SSL(21)
(1.3.6.1.4.1.40869.1.1.21)

{joint-iso-itu-t(2) international-organizations(23)
ca-browser-forum(140) certificate-policies(1)
baseline-requirements(2) organization-validated(2)}

(2.23.140.1.2.2)

EVSSLCA &% {ISO(1) identified-organization(3) dod(6) internet(1) private(4)
enterprise(1) TWCA(40869) certificates(1) policies(1) EV(22)
class3(3) }

(1.3.6.1.4.1.40869.1.1.22.3)

{joint-iso-itu-t(2) international-organization(23) ca-browser-
forum(140) certificate-policies(1) extended-validation(1)}
(2.23.140.1.1)

7.1.64 % = 53

AR EIEY  EH Y 5B 0 8 L4 B #sc i (Certificate Policy)ut # = 0 ¥

T OB R A

B EfEAE P id 3 1
SSL & # {ISO(1) identified-organization(3) dod(6) internet(1) private(4)

enterprise(1) TWCA(40869) certificates(1) policies(1) SSL(21)
(1.3.6.1.4.1.40869.1.1.21)

{joint-iso-itu-t(2) international-organizations(23)
ca-browser-forum(140) certificate-policies(1)
baseline-requirements(2) organization-validated(2)}

(2.23.140.1.2.2)
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EVSSL & # {ISO(1) identified-organization(3) dod(6) internet(1) private(4)
enterprise(1) TWCA(40869) certificates(1) policies(1) EV(22)
class3(3) }

(1.3.6.1.4.1.40869.1.1.22.3)

{joint-iso-itu-t(2) international-organizations(23) ca-browser-
forum(140) certificate-policies(1) extended-validation(1)}
(2.23.140.1.1)

717 BEF T LRI LW mchid #

AEEFEY SATEF 2 BEVRG L 2 7 T4, (Policy Constraint)4§ o #f - -
718 BRERFARNIAFZAFR

ABHEFEY SETEF L BEFVMRG RS § TRV~ | (Policy Qualifier)i# i o
719 BEARBAFF L & dyg?

7.2 BEELFP IR

v 2 g2 CRL % # 2L(CRL Distribution Points)4f “u ff ¢ B~ {8 JRI*: e H - A%
$709 o § 4 CRL 297 34 4.9.7 $ 4% o

7.2.1 % %

AEFEFEY o X509 v2 #34eHCRL » % LRFC 5280 2. e » B 5 T i :

L [ I
S B FZ_E V2
&3 H % # % CA 1 Subject DN
4 %%p B CRL % %P5
< at T EE R
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o o e L LIRS Y X L

~(TWCA CYBER CA)&# F 7+ 17 % A

+h
o
¥
‘“?*
=
-
W

% CRL#TRR * chg Rk 2 AR FEY oA
sha256 WithRSAEncryption
sha384WithRSAEncryption
ECDSAWithSHA256

ECDSAWithSHA384

WhHESBRFY PG FREARE RLER

'y
s

@

ey “ﬁ,&
v
=

=

b3

En

é?ﬁé%éiiéi@

7.22 BHA L FP

BB TP o

AEFEFEY S EF2 CRLE G T Hafpe:

AP A
CRL ¥ VR 2 ok > @B - & CRL
A0 £ S A Wl g # 2 CA
B A BB AL R FI (R T R

* oSBT IF2 Brt BTG
1§ 78 © A% B~ 1% (Superseded) ~ % it 3 i& (Cessation of Operation) ~ #ic4¥ i * & (Privilege Withdrawn) ~

# 4p €(Unspecified)

£ 4 *t % (Key Compromised) ~ F 3t

LR R TR 2 R 4T

Rk R F]

o

Key Compromised (1)

CA%@f%Q“ﬁﬁﬁﬁo
CA #xm- e HRE B om LR A 2
?Wﬁﬁ%ﬁméiﬁ%m"éﬁﬂ%o
CA #ar- B REP &
Debian Weak Key) °

@ T A& REIMIGHE(F I H 2)E T R
(iz CA CPS Rz 2
SR E 0 AN AL ht 2 g o

® v SR L BE LREM P B FEFCAT

BT e i

PRS2

UEEE T AR

FRIEET LB E L O eiE o

Affiliation Changed (3)

® BB RIUJIDY B IGE o
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TOARRRERSF U PRl 2BEFEY < (TWCACYBER CA)E# T 74T ¥ A%

®@ CAFla g ¥ 2 FTRARL A FEE X7 HE LT o
F o5 R R T B B o

Superseded (4) O CAFIEBR%RFLN PRMFIAILEGE » FIE S48 8
W Ry M

® PG ARG A ARIER Y REY DTG e LA

Cessation of Operation | ® & * [§zEcniest72 L FiF o

i 8
(5) ® CA FwifiEY chips LHA IP 2 2 &2 R Y o bldriZ fx

CA P~ #AF* Ty o
CAEm* 25 F % = 58" iEHKo
CAFHirg * B BHEM® 3T F;"—%Ff.ﬁfnr} 3 e id oo
CA Bl hy F%g\ °

CA Y|#7s¢ Farlg P (hE G F o

CA #igs" 5—5‘521‘% °

Unspecified (0) Bk B F) A R b s R pE o

Privilege Withdrawn (9)

CRL * &% ﬁ (Issuer)!& 7 2 3 %] ¢ fi(Subject DN)£2 & 4 ¢ CRL 2 & % Jﬁ“ Ea
(Issuer DN) g & g % 24P

o
L
e

34

73 RIBAERMEE

T SR 2 IR FASHE T U i3 B (Authority Info Access)# Ay ¢ BT IRAR e al 0 A 0G
HHILY P 2 OCSP JRAFE § 14T #4

>
2

(1) w Rl ® 2 ERBHEZL " SHA-L FE 22 P BEd ABEFRY < §5 -
(2) I %;}L “g;\ 2 2%:%‘_ E_é.jf ¢ * SHA-1 /:ﬁh-ﬁ’ PEIRS
(3) R A2 BEMKELHE I ¥ (good) ~ © ik (revoked) » % 4r(unknown) °

(4) s HAcTI2ABEFRY EFBEZRLEEAGF R S v REHERE A

(unknown)2_ 3t i o

(5) H4R G %3 499 a2

7.3.1 5% %

* g% ?«—“‘Mﬁ“& #R LKA 5 1.0 B & RFC 6960 3.4t - A Ba# 1L
EH2 OCSP v i & » B3 T fFi-
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EARERRERPF LT RRE 2EHEFEY S (TWCACYBER CA)G# T 7+iv % A%

1 [
A HZ s vl
v & PIRE ID NE S W R PR B8 % 2 4 (SubjectPublicKeyInfo)z. SHA1 3% &
A W pER OCSP v Jix & ¥ p
AEFEEY S AENTRERE
Bk £ Fieood
AR 1k (revoked)
A “r(unknown)
. OCSP % 2 %cf » & § = { #7PF I (ThisUpdate) 2 = =c { A7F ¥
(NextUpdate)
% OCSPw e it * ehE R 2 > 2B F LY w130
sha256WithRSAEncryption
bl o sha384WithRSAEncryption
ECDSAWithSHA256
ECDSAWithSHA384
EFE OCSP % s #IRE & ¥ OCSP w s A 2 2 §§ &
R OCSP ¥ Jis PR B2 8%

7.3.2 &}

(AR TRCRL L 2N

AREFEY w2z M BFERE R BFH A =t B & RFC 6960 g -
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2B ¥ ¥ . (TWCA CYBER CA)G % % 4% 7 % JA0F

8.1 ARMFXEREA

AMREFIES L OEERE LRI FREE LR

8.2 x4 R LNz T

AEEH LY CHER AP TR P R D SRR KBRS TR R
Qi%ﬁﬁijﬁﬂgg FRLENZAEPMEHKNBEFTHTELKR > P AREMNTERAE2

S AN R LS PR EC R R R
PARZEiEey p&g%#ﬁﬁ?"lpx%#ﬁ—g‘%

R FIAEPEER > Lt AP ¥ F A B & BR 2 MRSP(Moxzilla Root Store Policy)2-

27 RERHEPTA RS FTREFRL R /T E 0 R ST RO IRE o
*@”?ﬂﬂw%éﬁﬁﬁ"gi%ﬁﬁ&ﬁéﬁﬁﬁﬁmaxﬁﬁﬁa’%ﬁﬁéﬂ*
g R AT TR R R ATER

n

83 P EALBRELMG

AQEFEY CHEREPFEL P NEPA R EREPE R A1 BT
FITH G BEPEPLERE L p: 20 C ERLEARFEPTR -

MERE LY L IR AP E R BRI L F R AR
&4%%@3
FErih FedETIAR

(1) L3322 22 BRT A LR AR EERE - ¢ 2R BRT B EE AR
T 2 fg#i&% °

(2) L7 xREHEFHTEREZ PR FERFRGFEHEFREPUTE > NP LER
PRAbZ R BHEE AERAEEY SRR X 2R E AN K-

(B) BEFHTEARLZTHEEHEITRL AT -
7]\2&—)&?;\;7;1 '\-mfj"’]’+i'ﬁa%§lfi j—p*a'g

® WebTrust for CAs v2.2.1 & { T4k & o
®  WebTrust for CAs SSL Baseline with Network Security v2.5 g { #7% & ©
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® WebTrust for Certification Authorities — Extended Validation — SSL v1.7.3 & { #T'%K A& o

8.5 %2 FIR

AEFEEREY BTG AwAPITRE 0 FF P ERBETHTEAF DR 4
P ikt Bt $aimiEs) ) BERLCABRIEY © L ABRIEY RFE R
g 1 B K-E 4% 4 R 3 Bugzilla -

AR S SR IR R R & § O SEE S S
8.6 ZHEr2 A

AEEEILY MR R O F T WebTrust fE12 3R 2 P A D 730 F e i@
R%ZEE > B 53 BT 7 B F WebTrust #1537 &

8.7 p MR

ﬁ@ﬁ%ﬂﬂuiﬁﬂ{@%%ﬁﬁﬁﬁaﬁﬁ@ﬂﬁ%&ﬁ’ﬁﬁi*@ﬁ1ﬁm%
AP R BREFRIEE T B0 TSR AR TN S 2 B 3% N VR o
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92 Ht

9.2.1 B § i

(1) AEHFRA wAany 53ep FHZBRES TE FABBATERE BRI R
PR TR LA PR A Y S A o TV RN ABEE Y L4 &
BEFLS s AT TR F

(2) ABEFEY w4eF]2 TId D2 LR (bldord RE) A H B AV FFRAREFRE
6uiiﬁwwﬁwéﬂ»5ﬁ%éﬁ%ﬁ»$2?%&ﬁ%%%ﬁﬁo

(3) AEEFRLY wheFirE A el 0 iB%  AGRATEAE BREARE AM TEAR
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(4) AEREFLY X H B REFRNABLY FEELERE > T ABRILY cFED
Beabinr 2 BEGeRt CRL)G L2 AR > 4T % 327 2 aa A4 uph
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fi-

(5) * = ié % 2k ik ~ EenBHA SR TP AEHIELY 2 fHTRAFF I
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9.3.1 8 % 7 3 chfd g
i N
(1) *»ABHEFEY S FFnf G 24525 L TR -
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(3) * # ¢ BHEM - BEBEY FE A AL KA B TR
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= 38 M #H(Acronyms and Abbreviations)

ACME Automated Certificate Management Environment

ANSI American National Standard Institute

BR Baseline Requirements for the Issuance and Management of Publicly-Trusted
Certificates

CA Certification Authority

CcC Common Criteria

CN Common Name

CP Certificate Policy

CPS Certification Practice Statement

CRL Certificate Revocation List

CSR Certificate Signing request

DN Distinguished Name

ECC Elliptic Curve Cryptography

EVG Guidelines for the Issuance and Management of Extended Validation Certificates

EVSSL Extended Validation SSL

FIPS Federal Information Processing Standard

IDNs Internationalized Domain Names

ISO/IEC The International Organization for Standardization/The International

Electrotechnical Commission

ITSEC Information Technology Security Evaluation Criteria
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LDAP Lightweight Directory Access Protocol
MRSP Mozilla Root Store Policy

OCSP Online Certificates Status Protocol

OID Object Identifier

PMA Policy Management Authority

PIN Personal Identification number

PKCS Public Key Cryptography Standard

PKI Public Key Infrastructure

RA Registration Authority

RCA Root Certification Authority

RSA Rivest, Shamir, Adleman(Encryption Algorithm)
SAN Subject Alternative Name

SSL Secure Socket Layer

TCSEC Trusted Computer System Evaluation Criteria
URL Universal Resources Location
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