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T RRGRAEIL G UL P % 2B P LY w(TWCACYBER CA)G# % ir it &
7.1.24%73 &%

Hapeig ghdf i % & RFC 5280 {838 - BR7.12.4 &4 -
7.1.2.5RFC 5280 e *

¢ & 1& 7 (Precertificate) # 4L 5 2 & # & RFC 5280 1§ 3% -
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AP RRERF U RS 2BFEF Y < (TWCACYBER CA)G# 7 417 % AL

7131 4752

RBEFIL o BHEEF @Y g R T

STz $ i+ 35578 (OID)

{iso(1) member-body(2) us{840} rsadsi(113549) pkcs(1)
rsaEncryption pkcs-1(1) rsaEncryption(1)}
(1.2.840.113549.1.1.1)

{iso(1) member-body(2) us(840) ansi-X9-62(10045)
ecPublicKey keyType(2) ecPublicKey(1)}
(1.2.840.10045.2.1)

7132 % % w82

ABRBELY CEFRBEFER T NERIRE P RN BT

b i O ¥ it 4] 75 (OID)
{1so(1) member-body(2) us {840} rsadsi(113549) pkcs(1)
sha256 WithRSAEncryption pkes-1(1) sha256 WithRSAEncryption(11)}

(1.2.840.113549.1.1.11)

{iso(1) member-body(2) us(840) rsadsi(113549) pkes(1)
sha384WithRSAEncryption pkes-1(1) sha384WithRSAEncryption(12)}
(1.2.840.113549.1.1.12)

{1so(1) member-body(2) us(840) ansi-x962(10045)
signatures(4) ecdsa-with-SHA2(3) ecdsa-with-

ECDSAWithSHA256
SHA256(2)}
(1.2.840.10045.4.3.2)
{iso(1) member-body(2) us(840) ansi-x962(10045)
signatures(4) ecdsa-with-SHA2(3) ecdsa-with-
ECDSAWithSHA384

SHA384(3)}
(1.2.840.10045.4.3.3)
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T RREER DT U P RS 2R EF Y < (TWCACYBER CA)& # 9 75 (T £ 4
7.1.4 5] & fEH
7.1.4.1 & S F

ABRPILS R Y S B HBEI MY LS E FF Y LT B8 X500 vk
- @ EAEDN)Z b £ R g E R 9 RFC 5280 40 B 4% -

AGEPEY g E L 2 RE - B R W H - 3% L fE(Issuer DN)# % {7  (Issuer)
G723 HeE— 2 %5] & fi(Subject DN) g 2 2 = 246 5 #r3 CA [§ 3 & RFC 5280 DN +*
i E x5 A o Subject DN » H $%0mg % = 24 o

7.142% B2 A MER

ABHEEL AT F 2 H’&’Bu‘1@?;&1%;@%&%@;%%%%%;@1 322 &2
BREF YREEF D LIRS IO AR o

ﬁz@xﬁgwﬂ,qwﬁ@&7wmz§ v H 4 ga e »";}?,,ﬁ_zgg@%z;{g\z@%ﬁﬁg{@;
FAMFRS L CN Bl e B 37 5o pfEd IP g e

71421 388 - =

gi

ABFEREY o EF LT PRELTEG LM EARH W =SAN) > B B2
dNSName # iPAddress #)5% » 2 @@ * pIM LA FFIP> 2 12255 - BAMFRMCN2
B o 945 RFC 5280 2. & $ > ANSName pr % ¥ 7 {F 8 * & K& (“ ") o

7.1.4.2.2 3 WrtE- 3w LA

AMERFLS w FE L A B B L EON) BT A4 T AL ABRE
2o g EA SAN F R e - BAMTACNLE  ZEP 557 71421 & -

SSL & & EVSSL & #
ER B 2 :1:2 WP

FE@* FER*
Common Name(CN) Pl A AN LR O O
Organization(O) RGE LA O O
GivenName/Surname piRAY X X
Street Address ERCE AT at X O
Locality(L) Bz O O
State or Province(S) GRAE O O
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T OARERERT UL P RET 2BHE Y EY o (TWCACYBER CA)G# 7 47 % A8

Postal Code 0 ST b 2RIE TR B X O
Country(C) B 5] O O
Organizational Unit(OU) e E LA X X
Business Category e ) X O
Jurisdiction of Incorporation | &% ¥ #F*T s 2337 O
X

Locality Name
Jurisdiction of Incorporation | # /% g §£¥7 e 2 4 & ¥ < o
State or ProvinceName % ¢
Jurisdiction of Incorporation

PR AR Z R L X
Country Name
Serial Number Eﬁ%‘« TP ML X
Other Subject Attributes RN R Yl X X

7.143CA B &2 1 HF R

ﬁ,\;gé]@;»g_? c’.\;mrﬁfg7Eﬁ@»&ﬁwwzﬁi?wﬁuy@ ,ﬁf@ ZECh B

}

FREREET AT AT AL

‘\’SN*

FE 3% o

7.1.4.3.1 3 fgrt- Bn] CHHF

(1) * *BEFEY < p LBHE2L R L5

® SSLUCA
#5) £ 4(DN) wm
Country(C) C=TW
Organization(O) O=TAIWAN-CA INC.
OrganizationUnit(OU) OU= SSL Security Services
CommonName(CN) CN=TWCA Secure Certification Authority
&
@5 & -(DN) E
Country(C) C=TW
Organization(O) O=TAIWAN-CA
OrganizationUnit(OU) OU=Global SSL Sub-CA
CommonName(CN) CN=TWCA Global SSL Certification Authority
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EP RN TP e 2EHF LY o (TWCACYBER CA) G #F 4 v £ 4 %

£

# 5| 24 (DN) wm

Country(C) C=TW

Organization(O) O=TAIWAN-CA

OrganizationUnit(OU) OU= Secure SSL Sub-CA

CommonName(CN) CN=TWCA Secure SSL Certification Authority
g

#5) 2 4£(DN) wm
Country(C) C=TW

Organization(O) O=TAIWAN-CA

OrganizationUnit(OU) OU=SSL Sub-CA

CommonName(CN) CN=TWCA SSL Certification Authority

bo

#u £ A£DN) wm
Country(C) C=TW

Organization(O) O=TAIWAN-CA

CommonName(CN) CN=TWCA Secure SSL Certification Authority

bo

#u £ A£DN) wm

Country(C) C=TW

Organization(O) O=TAIWAN-CA

CommonName(CN) CN=TWCA SSL Certification Authority
EVSSL UCA

#u £ 4£DN) wm

Country(C) C=TW

Organization(O) O=TAIWAN-CA

OrganizationUnit(OU) OU= Global EVSSL Sub-CA
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EARERRERPF LT RRE 2EHEFEY S (TWCACYBER CA)G# T 7+iv % A%

CommonName(CN) CN=TWCA Global EVSSL Certification Authority
&

@5 & F-(DN) wop

Country(C) C=TW

Organization(O) O=TAIWAN-CA

OrganizationUnit(OU) OU=EVSSL Sub-CA

CommonName(CN) CN=TWCA EVSSL Certification Authority

bo

#4) £4£(DN) wm

Country(C) C=TW

Organization(O) O=TAIWAN-CA

CommonName(CN) CN=TWCA EVSSL Certification Authority

(2) BBRBREFDS o p LERLBY LS

#8) £ 4£(DN) w

Country(C) C=TW

Organization(O) O=TAIWAN-CA

OrganizationUnit(OU) OU=Root CA

CommonName(CN) CN=TWCA Root Certification Authority
&

@5 & -(DN) B

Country(C) C=TW

Organization(O) O=TAIWAN-CA

OrganizationUnit(OU) OU=Root CA

CommonName(CN) CN=TWCA Global Root CA
&
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EP RN TP e 2EHF LY o (TWCACYBER CA) G #F 4 v £ 4 %

@5 & -(DN) el

Country(C) C=TW

Organization(O) O=TAIWAN-CA
OrganizationUnit(OU) OU=Root CA
CommonName(CN) CN=TWCA CYBER Root CA

7.1.5 @4 £ 412

AEEEEY w2 p LB a EF 2 BB AR T LA 4] (Name Constraint)# “ 1§

o
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AREGRER PG UL P RR% 2B H LY (TWCACYBER CA)G# % i3 104 A%
7.1.6 BEFRF B 0H

AEEEEY AR BE RBEP DT EE K (Certificate Policy) ¥ L #f i@ >

IR TICR T A NG HEICL P B o
7.1.6.1 X % § g FHITR I 1 BB G

AEHEFELY L T BRI 2 BRI AN

P E B &
{joint-iso-itu-t(2) international-organizations(23) AR (AEEEEY S EFHF DV
ca-browser-forum(140) certificate-policies(1) 18 37)

baseline-requirements(2) domain-validated(1)}

(2.23.140.1.2.1)

{joint-iso-itu-t(2) international-organizations(23) SSLCA 5% ~SSL g% ¢ *
ca-browser-forum(140) certificate-policies(1)

baseline-requirements(2) organization-validated(2)}

(2.23.140.1.2.2)

{joint-iso-itu-t(2) international-organizations(23) ARRF(ANGEFEY cqZFF IV
ca-browser-forum(140) certificate-policies(1) &)
baseline-requirements(2) individual-validated(3)}

(2.23.140.1.2.3)

{joint-iso-itu-t(2) international-organizations(23) EVSSLCA &% ~EVSSL &% i¢ *
ca-browser-forum(140) certificate-policies(1) ev-
guidelines(1)}
(2.23.140.1.1)

716253 K BEF LY < j LEHE

BB EkEEEEY 21587 L5 & s K (Certificate Policy)at # 4 i -
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A RRRER R LS P % 2EHEF Y (TWCACYBER CA)G# 7 74 (T £ 0
71.63% =g E R SIGHE

P AEBAERY w2 5% 0 B E 4 6 Esc R (Certificate Policy)ut # = » ¥ ¢ % TG

S S LI

BN P
SSLCA &#% {ISO(1) identified-organization(3) dod(6) internet(1) private(4)

enterprise(1) TWCA(40869) certificates(1) policies(1) SSL(21)
(1.3.6.1.4.1.40869.1.1.21)

{joint-iso-itu-t(2) international-organizations(23)
ca-browser-forum(140) certificate-policies(1)
baseline-requirements(2) organization-validated(2)}

(2.23.140.1.2.2)

EVSSLCA &% {ISO(1) identified-organization(3) dod(6) internet(1) private(4)
enterprise(1) TWCA(40869) certificates(1) policies(1) EV(22)
class3(3) }

(1.3.6.1.4.1.40869.1.1.22.3)

{joint-iso-itu-t(2) international-organization(23) ca-browser-
forum(140) certificate-policies(1) extended-validation(1)}
(2.23.140.1.1)

7.1.64 % = 53

PR A Y S ER 2 2 RE o B B G & #E s K (Certificate Policy)ut # i+ 0 ¥ i

BT R R A 2

B EfEAE P id 3 1
SSL & # {ISO(1) identified-organization(3) dod(6) internet(1) private(4)

enterprise(1) TWCA(40869) certificates(1) policies(1) SSL(21)
(1.3.6.1.4.1.40869.1.1.21)

{joint-iso-itu-t(2) international-organizations(23)
ca-browser-forum(140) certificate-policies(1)
baseline-requirements(2) organization-validated(2)}

(2.23.140.1.2.2)
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FARERRERR T L P R T 2EFFEY (TWCACYBER CA)R#F 4+ (T £ A8

EVSSL & # {ISO(1) identified-organization(3) dod(6) internet(1) private(4)
enterprise(1) TWCA(40869) certificates(1) policies(1) EV(22)
class3(3) }

(1.3.6.1.4.1.40869.1.1.22.3)

{joint-iso-itu-t(2) international-organizations(23) ca-browser-
forum(140) certificate-policies(1) extended-validation(1)}
(2.23.140.1.1)

717 BEF T VR LI chig #

AEEFEY SATEF 2 BEVRG L 2 7 T4, (Policy Constraint)4§ o #f - -
718 BRERARNIAFZAFR

ABHEFEY SETEF L BEFVMRG RS § TRV~ | (Policy Qualifier)i# i o
719 BEARBAFF L & dyg?

7.2 BEELFP IR

v 2 g2 CRL % # 2L(CRL Distribution Points)4f “u ff ¢ B~ {8 JRI*: e H - A%
$709 o § 4 CRL 297 34 4.9.7 $ 4% o

7.2.1 % %

AEFEFEY o X509 v2 #34eHCRL » % LRFC 5280 2. e » B 5 T i :

L A [
S B FZ_E V2
&3 H % # % CA 1 Subject DN
4 %%p B CRL % %P5
< at T EE R
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o o e L LIRS Y X L

~(TWCA CYBER CA)&# F 7+ 17 % A

+h
o
¥
“&
=
-
W

% CRL#TRR * chg Rk 2 AR FEY oA
sha256 WithRSAEncryption
sha384WithRSAEncryption
ECDSAWithSHA256

ECDSAWithSHA384

WhHESBRFY PG FREARE RLER

'y
s

@

ey “ﬁ,&
v
=

=

b3

En

é?ﬁé%éiiéi@

7.22 BHA L FP

BB TP o

AEFEFEY S EF2 CRLE G T Hafpe:

AP A
CRL ¥ VR 2 ok > @B - & CRL
A0 £ S A Wl g # 2 CA
B A BB AL R FI (R T R

* oSBT IF2 Brt BTG
1§ 78 © A% B~ 1% (Superseded) ~ % it 3 i& (Cessation of Operation) ~ #ic4¥ i * & (Privilege Withdrawn) ~

# 4p €(Unspecified)

£ 4 *t % (Key Compromised) ~ F 3t

LR R TR 2 R 4T

Rk R F]

o

Key Compromised (1)

CA%@f%Q“ﬁﬁﬁﬁo
CA #xm- e HRE B om LR A 2
?Wﬁﬁ%ﬁméiﬁ%m"éﬁﬂ%o
CA #ar- B REP &
Debian Weak Key) °

@ T A& REIMIGHE(F I H 2)E T R
(iz CA CPS Rz 2
SR E 0 AN AL ht 2 g o

® v SR L BE LREM P B FEFCAT

BT e i

PRS2

UEEE T AR

FRIEET LB E L O eiE o

Affiliation Changed (3)

® BB RIUJIDY B IGE o
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TOARRRERSF U PRl 2BEFEY < (TWCACYBER CA)E# T 74T ¥ A%

®@ CAFla g ¥ 2 FTRARL A FEE X7 HE LT o
F o5 R R T B B o

Superseded (4) O CAFIEBR%RFLN PRMFIAILEGE » FIE S48 8
W Ry M

® PG ARG A ARIER Y REY DTG e LA

Cessation of Operation | ® & * [§zEcniest72 L FiF o

i 8
(5) ® CA FwifiEY chips LHA IP 2 2 &2 R Y o bldriZ fx

CA P~ #AF* Ty o
CAEm* 25 F % = 58" iEHKo
CAFHirg * B BHEM® 3T F;"—%Ff.ﬁfnr} 3 e id oo
CA Bl hy F%g\ °

CA Y|#7s¢ Farlg P (hE G F o

CA #igs" 5—5‘521‘% °

Unspecified (0) Bk B F) A R b s R pE o

Privilege Withdrawn (9)

CRL * &% ﬁ (Issuer)!& 7 2 3 %] ¢ fi(Subject DN)£2 & 4 ¢ CRL 2 & % Jﬁ“ Ea
(Issuer DN) g % % 24P

o
L
e

34

73 RIBAERMEE

T SR 2 IR FAHE T U i3 B (Authority Info Access)# A ¢ BT IRAR e aE 0 A 0G
HHILY P 2 OCSP JRAFE § 14T #4

>
2

(1) w Rl ® 2 ERBHEZL " SHA-L FE 22 P BEd ABEFRY < §5 -
(2) I %;}L “g;\ 2 2%:%‘_ E_é.jf ¢ * SHA-1 /:ﬁh-ﬁ’ PEIRS
(3) R A2 BEMKELHE I ¥ (good) ~ © F ik (revoked) » % 4r(unknown) °

(4) s HAcTI2ABEFRY EFBEZRLEEAGF R S v REHERE A

(unknown)2_ 3t i o

(5) H4R G %3 499 a2

7.3.1 5% %

* g% ?«—“‘Mﬁ“& #R LKA 5 1.0 B & RFC 6960 3.4t - A Ba# 1L
EH2 OCSP v i & » B3 T fFi-
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EARERRERPF LT RRE 2EHEFEY S (TWCACYBER CA)G# T 7+iv % A%

1 m 7R
A HZ s vl
v i BIRE ID NE R v R PR BIG % 2 4k (SubjectPublicKeylnfo)z. SHA-1 324 &
AR OCSP * s & ¥
AEFEEY S AENTRERE
Bk £ Fieood
AR 1k (revoked)
A “r(unknown)
et OCSP w 2. »x#p » ¢ 7 ~=x { #7p% ¥ (ThisUpdate) %2 * =x { #7pF &
(NextUpdate)
% OCSPw e it * ehE R 2 > 2B F LY w130
sha256WithRSAEncryption
bl o sha384WithRSAEncryption
ECDSAWithSHA256
ECDSAWithSHA384
EFE OCSP % s #IRE & ¥ OCSP w s A 2 2 §§ &
R OCSP v Jis P IR B2 1§ %

7.3.2 &}

(AR N

AREFEY w2z M BFERE R BFH A =t B & RFC 6960 g -
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:%_ e B IR TE R T

‘5/
=
i
M
=Y
=
A

2B ¥ ¥ . (TWCA CYBER CA)G % % 4% 7 % JA0F

8.1 ARMFAEREA

AMREFIES L OEERE LRI FREE LR

82 fifi < Rz T

AEEH LY CHER AP TR P R D SRR KBRS TR R
Qi%ﬁﬁijﬁﬂgg FRLENZAEPMEHKNBEFTHTELKR > P AREMNTERAE2

S AN R LS PR EC R R R
PARZEiEey p&g%#ﬁﬁ?"lpx%#ﬁ—g‘%

EFIAEPEER > Lt AP ¥ A B & BR 2 MRSP(Moxzilla Root Store Policy)2-

27 RERHEPTA RS FTREFRL R /T E 0 R ST RO IRE o
*@”?ﬂﬂw%éﬁﬁﬁ"gi%ﬁﬁ&ﬁéﬁﬁﬁﬁmaxﬁﬁﬁa’%ﬁﬁéﬂ*
g R AT TR R R ATER

n

83 P EALBRELMG

AQEFEY CHEREPFEL P NEPA R EREPE R A1 BT
FITH G BEPEPLERE L p: 20 C ERLEARFEPTR -

AEFEIEY o2 AT E > KL fﬂ*i*fﬁﬁﬁgﬂwumiﬁﬁéﬁﬁﬁo
8.4 F¥:H P
PR F e T AAR

() 222823 BRI TERAREZ P ITERE > e REET HITERE T
2 FERF o

(2) L7 xREHEFHTEREZ PR FERFRGFEHEFREPUTE > NP LER
PRI RAEHE AGHF LY STRE 2 2 F SM G Ko

(3) BHEFFTHARILT P EREAL LR -
rEBEEY mﬁf*‘*ﬁ%&f‘ 4 AR

® WebTrust for CAs v2.2.1 & { T4k & o
®  WebTrust for CAs SSL Baseline with Network Security v2.5 g { #7% & ©
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TOARRRERSF U PRl 2BEFEY < (TWCACYBER CA)E# T 74T ¥ A%
® WebTrust for Certification Authorities — Extended Validation — SSL v1.7.3 & { #T'%K & o

8.5 fir%2 FIR

AEFEFREY BTG AwAPTRE FF AP ERBETHTEARDRER > 4
P ikt Bt $aimiEs) ) BERLCABRIEY © L ABRIEY RFE R
g 1 B K-E 4% 4 R 3 Bugzilla -

AR S SR IR R R & § O SEE S S
8.6 ZHEr2 A

AEEEILY MR R O F T WebTrust fE12 3R 2 P A D 730 F e i@
R%ZEE > B 53 BT 7 B F WebTrust #1537 &

8.7 p W

ﬁ@ﬁ%ﬂﬂuiﬁﬂ{@%%ﬁﬁﬁﬁaﬁﬁ@ﬂﬁ%&ﬁ’ﬁﬁi*@ﬁ1ﬁm%
AP R BREFRIEE T B0 TSR AR TN S 2 B 3% N VR o
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TARRRERGF UL P RRT 2EEF LY o (TWCACYBER CA)E % F 4+ 1T ¥ A
9. Hi ¥z 2 LR
9.1 %

9.1.1 BREF 2 (#7%?

FEHEFILY S EHBHET S ) AEEFILY o S RBEER T S EER A

¥
FrBEY HE BB RE BB S LY AOENABREFILY o
912 BHEEHF *
FATF e

913 8@ AE L2 REEFE T

I E -

9.1.4 H % JRIF} *

9.1.5 %%

whg«égu&fse'«%_,,w& B R B ﬂ—xa‘*’vi ;}r“ﬁ%?}ﬁmr‘ﬂ}%@mlﬂ&?’, ) A
Jq*’—"'?”“*‘%‘”ﬁpg.%%’?:éq*“‘bp ¢ E‘léﬂ:pa} #:é—k‘*ivrjalr“f€9+‘31 %‘:%,4,@

E:d
E I
4'3
Fw

92 Ht i

9.2.1 B § i

(1) AEHFRA wAany 53ep FHZBRES TE FABBATERE BRI R
PR TR LA PR A Y S A o TV RN ABEE Y L4 &
BEFLS s AT TR F

(2) ABEFEY w4eF]2 TId D2 LR (bldord RE) A H B AV FFRAREFRE
6uiiﬁwwﬁwéﬂ»5ﬁ%éﬁ%ﬁ»$2?%&ﬁ%%%ﬁﬁo

(3) AEEFRLY wheFirE A el 0 iB%  AGRATEAE BREARE AM TEAR
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TOARRRERSF U PRl 2BEFEY < (TWCACYBER CA)E# T 74T ¥ A%

PO PRLE BENEH SR FE 0 NEF M ERPA B S 2
CRRENT TR T AR TS SIEE €N BISEY TS S LR S

(4) AEREFLY X H B REFRNABLY FEELERE > T ABRILY cFED
Beabinr 2 BEGeRt CRL)G L2 AR > 4T % 327 2 aa A4 uph
G % ”F‘:,'_:‘ ,uiir'a::}fi#\ x?ié_}vﬁa;}pf‘ﬁgmmi*ﬁ,%ﬁ = @,'_,g—_ilr__tf s B A Fg;}ﬁ-jz P

fi-

(5) * o2k P IF)gLE {c’é;ﬁ'—ﬁ?f@;}%‘_rﬁ 3 :,\-;}F:‘gpﬁ s j\f&f)ﬁc?;\ﬂﬁ o é;}ﬁvj?‘ l,g, ¥ T o

(6) * % i 3 R AR B ORI T (kAR Bk (AL AL

922 A% T &

LR ?Wﬁ“”ﬂ“ﬂ@ AR Fﬁ??’fﬂl’k’FmﬁfL’V"Fi’—"-ﬁ LA 2 .
ZRHEREMBE DL -

¥

R

WBREFILITE MR G FIL o RES AL HAWBOT R RE LR D4
B o S R F 200§ E A2 - HFEG 00 FE AL L EF EG -

9.23 %7 ¢ 2 GHBEF LB E

40 9.2.1 &2 4

(‘H}

9.3 WHFTHR

9.3.1 8 % T i sE
BgFune s
(1) * > ABEPES o« FE NP § EfE LR
(2) BF MEEFRS PR EGL AT
(3) * % B BEEEEY FE A AR AT AL BT
(4) FBHEFE? G2 X EH 2T BHEPE EHZ ke

(5) #&tr 4 R vty A4 2 fifiledes 2 2 o

(6) ZlstdmEBmchy Eipl ~ i o
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ARG IO P RRY 2IEHF LY < (TWCACYBER CA) G %7 4 (v % A%

9.3.2 248 % TR

BHEFCH - AFERE  AEHFILY S FHF 2L BH S AEEFEY w FHF2 CRL 7

"K?‘%’L"L%E’; LF }pﬂi?—émo

933 FEBRFTARALFT E

AR ETAEEL - o BRI 2R AATHRELLRENIMTEE T T LR ES

BFpREr, dHRERe g
(1) kE L 2R T T g ’Fé??fmﬁlﬂx;&,z TS P o

(2) B3 £ P LR RS EASR TR AL 2 P EE R R A R

9.4.1 &+ F#E &

AEEFLY R B TAREEA AP MR 2 B R SR AR T e 2
%ﬁlﬁﬁikif%’g —g")&)ﬁg"i—é‘\i‘i\.pg )

9.4.2 B X FREF AL

& 94.1 &z HE_o

9.4.3 2L L TREFHN

e P

944 BAFREFFEF =

1\‘5

ZipM 2 4L R E

9.4.5 | BAFREFLLTER R

k4P B2 £ TR o
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LSRR DT U 7 RRE 2R Y < (TWCACYBER CA)G # 3 74 17 £
9.4.6 g:]f‘r]}ft/é 3P 3 4 1‘~#”§

4933 B2 Ao

9.4.7 H# TR 2B K
40933 &2 R o

9.5 FEMAIE

(D) 7!\2&—73’?I“’t’ S A2 AR sk HA DG d“}ﬁi;@fﬂ,%ﬁﬂé_ ]

(2) MERFE? T EFLBEE CRL 3 22 P2 FEMA -

(B) * 2 hssEHL* P2 FEMA  LHE R AKEAEHEFEY CEFXEEF > ZE
HEASP2ZITEMA -

(4) ~%& 7«“?3“7“ N o P2 I TR A lﬁ’-;_%_;&?\%?'# 2B A ke f"ﬁ—’»ﬁ
:Uﬁﬁé_%ﬁﬁ?% [}
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e ¥2 4 52 (Internet)
T R AP T R BRI T TP LT
@ =+ )3 4 ((Electronic)Message)

;}%@3: B SR B %f}.’il’jj?_‘—} SR A 2 e B a3 N

ATl R AT Y B2 ek om BT gl i
RSA i# & ;2 (RSA Algorithm)

- A4 BT E 2 > d Ron Rivest ~ Adi Shamir §- Leonard Adleman *% 1977 # &
Moo B 2 RS T AR BT TS fRenFlEpdt oo

¥R 3 %5 F (Elliptic Curve Cryptography ; ECC)

A - AR Y BT o B Bkt BT L 2 0 d Neal Koblitz 4= Victor Miller »+ 1985
E el o B 25 R R MALATH R AT E o

ECC P-256 # % (ECC P-256 Curve)

d NIST *t FIPS 186-3 ¥ #74| = 2 W iR > H 2% 7 ¥F ¢ A2 4 $3cp, a, b,
G,n,h > “‘f‘-‘ﬁv&#GﬁX\y&%%%)iév\WJsZS6bitso

%+ % % (Electronic Signature)
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FRAL DR

v % (Encrypt/Encipher)

TR AE SR R R S AR R SR s e RS
f% % (Decrypt/Decipher)

BG4 R R AR RPN L o UAPM il FE A H B S

SBRAEATFEE AL RIME

90/96



ARG IO P RRY 2IEHF LY < (TWCACYBER CA) G %7 4 (v % A%

(9) #H = % % (Digital Signature)

.

BB DT EF - A Qg AR %45 % B 2 (Asymmetric Cryptosystem)
% 325 & #c(Hash Function) > - T & B e 23 E‘,@‘fﬁfé EUEFADFREEHS U
o HAPHBO R 47 NEHRFNL RSB EL > A - FERFREREF AL L2

e v

THFTEEGZFHERL
(10) ¥ % £ 4&(Private Key)
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(11) 2 B £ #(Public Key)
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(12)<= B £ 4> F & 7 + & # (<Public Key>Certification or Certificate)

SRR A TP G CE TS L ER SR LR N A R RS A
PN - B AN N 1= 4Adwﬂ\§%$ﬁﬂuwtwﬂ AR 2 H B Ry

*ﬁ%ﬂ&’“”ﬁmﬁ%‘abﬁ’Tﬂmﬁ%rwﬁﬂ\\W¢%lf?¢%
(13) %32 7 /i # t# . (Certification Authority or Certificates Authority ; CA)
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(14) 15 # 7 7% i® ¥ 7L % (Certification Practice Statement ; CPS)
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(15) 228 H A e 78 7 & 72 (54 48 % 2L)(Asymmetric Cryptosystem)
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(17) p ¥ & & { #73k B (Automated Certificate Management Environment ; ACME)
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(18) &7 & % 3 F(Certificate Signing request ; CSR)
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(19) % % & # (7 + 2% )(Issue a Certificate) *
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e THAEL R G PR EGLIPHN BRE > EF R EKEESE W EHE -

(20) = * {4 % 5] & (Public Suffix List ; PSL)

d Mozilla £]:£ eh2> £ F ik > 51 4 3% https://publicsuffix.org/ > 3% 5 & d & R4 2 1
3% H 4 ICANN #% & e TLD(Top Level Domain ; 78 &3 Z)5] & » — 3840 F.d B 4 248
H4% #£5 PRIVATE 7 4

(21) Punycode

-~ 8% 57 Unicode 74 fr ASCIL # c75 "LenF @@ & > blde? 2 T 58 ) 4% 5 Txn-
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k% 5 ASCII -

(22) Bugzilla

d Mozilla B2 17 BN g gig Bep e § CAF AL 13 ApF 2w
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B (IP) o P AT e pl i (7T A3

https://www.lana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml

https://www.iana.org/assignments/iana-ipv6-special-registry/iana-ipv6-special-registry.xhtml

(25) 15 # % P & (Certificate Transparency ; CT)
THWRFC6962 ¢ » p e Fiy CAPa 2 B - B CARRHE ! BT 2R DFIRE
(Log server) » [G B R ™ MR sk * ¥l fi] X7u87 ¥ A ER E8 8%

R W OLEARCA R FnifEis i o
(26) ¢ & I§ # (Precertificate)

TR RFC 6962 ¢ » CT ¥ chi- H7RGE > 7 - B 4% CA §% L42
GG PN EHEF Iy PR IEALEY > TR BT CT .féaﬁ*»;’rf?ﬁ?»%t’ B~ {8
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OARRREN T UL P RRT 2BHEF Y o (TWCACYBER CA)G#ET 7 £ 0

‘= 38 M #(Acronyms and Abbreviations)

ACME Automated Certificate Management Environment

ANSI American National Standard Institute

BR Baseline Requirements for the Issuance and Management of Publicly-Trusted
Certificates

CA Certification Authority

CcC Common Criteria

CN Common Name

CP Certificate Policy

CPS Certification Practice Statement

CRL Certificate Revocation List

CSR Certificate Signing request

DN Distinguished Name

ECC Elliptic Curve Cryptography

EVG Guidelines for the Issuance and Management of Extended Validation Certificates

EVSSL Extended Validation SSL

FIPS Federal Information Processing Standard

IDNs Internationalized Domain Names

ISO/IEC The International Organization for Standardization/The International

Electrotechnical Commission

ITSEC Information Technology Security Evaluation Criteria
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LDAP Lightweight Directory Access Protocol
MRSP Mozilla Root Store Policy

OCSP Online Certificates Status Protocol

OID Object Identifier

PMA Policy Management Authority

PIN Personal Identification number

PKCS Public Key Cryptography Standard

PKI Public Key Infrastructure

RA Registration Authority

RCA Root Certification Authority

RSA Rivest, Shamir, Adleman(Encryption Algorithm)
SAN Subject Alternative Name

SSL Secure Socket Layer

TCSEC Trusted Computer System Evaluation Criteria
URL Universal Resources Location
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