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EARERIERPF L7 RRE 2EEFEY S(TWCACYBERCA)G#HF K 2 GHEF i+ TE£ AR
6.15 £45+5 B

AEFFILY S RSA SR E4fFE AL S 2048 A 2 AL RLT L 8 ECC
SHR A2 MBE 2RI S S P256-

* 2 RSA SR E4E R 52048 s P AL R 'L/»?fg",érTS:ECC SR bR
2 W mHEE 2RART L P2560
6.1.6 2 F &Skt 4 2 2T %

RSA: AE#% 70 ¢ % RSA j# 8% » A2 BL4* ANSI X931 %k 222
RSA jsi B 2 #73F ch i ¢t = 2 7 33 [k 3 % 7 #i(Strong Prime) » # @ 45 #ic(Exponent) &
FZNMT M ANEN I hFEH 4206+ 1 &2 2M256 -1 2 F 5 - #ic(Modulus) & ¢ 7
TR Al 3 LR B R 752 2 Pk o

ECC: #g#F®? & * ECC =2 ® £ 4% %44 (ECC Full Public Key Validation
Routine) ¢ ECC 84 = B £ 4% 7 42/ (ECC Partial Public Key Validation Routine) % % i 7%

AEREFEY e P AR E4pA T C A W2 £k 0 1753 £ 4 ()4 Debian
Weak Key)# & > % AL 1203 L35 5 R 46+ o
6.1.7 £4&it * p en

j\)&/isrg WY o EF2 BT AT ST 712 S 2 247 2 (Key Usage) %
W £ 4% £ (Extended Key Usage) °
6.1.8 * = £44 WAKH

ot RN AYEE A F AR ERPRBSRRRF N2 SGATUES o

6.2 #Hh £ FEH W2 R/ P

6.2.1 %% ik F

M@ E®EY i * 308 & CNS 15135 ~ ISO 19790 ~ FIPS 140-2 Level 3 & FIPS 140-3
Level 3 2 AR BB RiA s % S DRsE > T B & 5 Ldpgsa o

65/102



LA RRERAEL DT ISP R 2ERFEY o (TWCACYBER CA)B# AR 2 G #F i+ £ L8

6.2.2 ¥ % £ A #F 1 ¥

ABFEFRY w2 FH A3 moout-ofn e Nd 5 A AFEE 0 L - A%
> 'Z % (Perfect Secret)sifi % (Secret Sharing)= ;% » ¥ L % £4F% DY ~F HE W
R E e

%ﬁfﬁﬁﬁwwfﬂiﬁ%4ﬁ%4&F%ﬁu¢wa%ﬁwiizkggkﬁgg,
TR E&}_rg #%a
6.2.3 % &4

AERFIEY w2 PR AR LT A REBIEEY O P h A4S IR

6.2.4 # % & g H

(1) *BHERFEY 2 FREKHFTAMBAILEP > 2622 & A E > 2P 3
Bt RisEFH > T L‘%“@$%A\%§A)RE§IT¥¢&$&ilﬁ‘iﬁ%'{; e

(2) BEHBEFAFTRZFES > TRV GELER T2 X 2REBPN > J T 2T AR B
g o

(3) 4c@'$%7 A} 3‘??"%4/,13—‘;2:7 v 1 iy 13_4{4«%2& ?I“'F"\,P\ ii‘l,%h’y"l/}v\
FRWEZ rA 2 B E e

6.2.5 + % & WEFH
AEREILY w2 F R ARG LT

6.2.6 ¥ &4 P HABH- LR > S

Rz

AEHEPFIL? 2 FREGELAMPAENTEY 22053 T PG AEFT A4
¥ 4R P o 1n%f?$%%%45—®HW?%ﬁFa’B?%ﬁﬂ% VEEF O R 6.2.4 &
FFIL o

&
il

6.2.7 # % SR H N RBHE

AEHEEEY 2 PR AR AR ERF IS F E CNS 15135 ~ ISO 19790 ~
FIPS140-2 Level 3 & FIPS 140-3 Level 3 2 A M %5 He » £ 2 5 A g #a o
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EHPRRAERF IR 2EFEF Y S(TWCACYBERCA)GHITR 2 BHET T AR

6.2.8 B & shpcds + 3
iéé]‘—]—’; E%a}»_g_lﬂp\ mf‘@$%:u/ﬁlr§ 2&]1'—7;}:-1:%)&‘:5_]?&& jév\%'{:gvlji';}é:‘(fﬁ’

Befoz S R GEEFEFEWBELF AR LA AR RAREHGLARE 52 2

B e

6.2.9 % £ 415 * 3\
Fpbdgigdi By 2 M I RREREG LS ENEN I RPNy LT &

Beiris pdeo g RS B R AP AR Y o

6.2.10 # % & 4K4 &

AEHEFIE? CAFRELGRY DULRBF NI E LS Z D 22 AL ARFTHR L4
;‘—s-giﬂ AR BAEc e 332 59 % &4 Ri ¥ F & (Zeroization) » 17 & F AT £ % 78 i

(RS E R S R R A Y A N
@R EF MM BB A EGE PRIAEFRRE B R 2457 7 B
ﬂiﬁﬁ%’%i%@gM%o

6.2.11 H @KL %

ﬂ&’@’”? w2 AR EE % XS04 CNS15135 ~1ISO 19790 ~ FIPS
140-2 Level 3 & FIPS 140-3 Level 3 -

63 £4FHERNARTA

6.3.1 2B & EFH

ABEREY CHTEFREL AEH I MG EFREFR DL E SRR
# o

6.3.2 2 E4H8F F E4i0T xR
MT R EEEF LKL T DU o

(1) B3 REHEEEY w2 ST 2L L 25 & o
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LA RRIRER S

1% % NTB >= %% NTB < T 2GR A ol
; 2026 & 3% 15 398 =
2026 3% 15p | 2027 & 3 1 15 p 200 *
2027 3% 15p | 2029 # 31 15 p 100 =
2029 & 3% 15 _ 47 =
6.4 fxbs T

64.1 b FTPRARNZE XX

(Duty Separation)# 4| » A &+ ¢ cyfad

ST

2E#F LY < (TWCACYBER CA)E#F i 2 BHT 1+ r L A8

(2) * “ERERY w2

(3) * =2 E4k¥T

EE pedeT

PP L 10 E o

PHP PP L 200 X o 1935 BR 6.3.2 § & £ % S Ig B 4 2 ¥

Beb § R PR & MR TR

SRRATEFBE AL > TR S

HEPIN BB ) & picde oo g B b 4 i) 2 %

6.4.2 Fabs F AL ik

Hﬁqﬁqlﬂ jrm?agrit% wEE - FEF S PIN G '3? AR B
s o o~ % Pr BOARIE 3 S P AT ES L FES B

6.5.1 T "% 2 H#T &

ABEE LI fodp BB ks
WERET X 2P E B

(1)

LN R -

. P Y BTN
ﬁ't}%‘ /f‘ wu 2 e
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LA REEN ST T P BT 2B Y < (TWCA CYBER CA)GRsc K 2 523 1 (% A%
(2) #Ep 7 &G o
(3) HEF 2PN -
(4) # L BB FRIICL I & & 5B g4 o
(5) L& g dd 2 B A gukulfogy o
(6) FEFd AfoFpE2 % 2 o
(7) E&BIRES foiph & A BY g 22 7 S hE i o

(8) &L #AARAEBE T 2ird Bk o

6.5.2 T A NEF 2R %

AEHREEY S ITERY P B kS B Pk SRE > i i Common Criteria(CC,
ISO/IEC15408) GPOSPP(General Purpose Operating Systems Protection Profile)& 7& &« EAL4+

BTSN INE MG RT R o

6.6 2 43k A F

6.6.1 % su®Fir g

AEE L o0 oh kB 5 1SO 27001 (AL -

AREEE? 2 AMIeHFRM AR B LT 2R A EHFTEAM AT
BPoORRARSAACHW Y ASIR Y B ERAEET T EAANE
6.6.2 % > g R E

rMNEgEpREY ﬁ 75 1ISO 27001 2 WebTrust for CA(AICPA/CICA) ek 3 *FL%G@ T

&—)ﬁ-gi“’ﬂ um@'\ _’é’;}t{g\‘ ;ﬁ-pé;‘- ﬂ&-g_ {d Pﬂ;?&ﬁ;}-{id:_ ﬁ,&;ﬂ\“#\?}td;{o/}‘
BEEL 0 F b RO

ABEEILY McesirirE AR BB SRR -

6.6.3 2 4 W% 210 ¥

AEEFEY cEETHFARRAFALE 2N E4KLT 7 ERLRZ R G o
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FAARRRAERFF L pRLT 2EHEFEY (TWCACYBERCA)G#HF K 2 BHET HTE AR

6.7 ®p% 28 F

BB AREEEY I L NG JM(Off-Line) ~ b eniF ¥ § 12 k2L ¥ S iEis d
ERApMeniTE LR A7 A3 NHEFIEE

ﬂ\?ﬁ ?/— me '\*7 ?ﬁ ?/...J -/LA/F ““#""Fﬁw "&\:"Hb FJ élF‘ZZ‘*BM’ ]FélF‘ A ﬁ‘*{« ]’1 = ﬁ;?lF"
*w"i{ f:rsg,_ xE‘éf:.]Eli: ’ 3@ 'F‘:,__/, uuﬁz"i’flféll: A E[ BT F/Aa\ﬁ"’d] ’ xi_@,g‘% ¥ ;b"a‘?i{ = f%“%ﬁ °

nl‘ﬁiﬁ-" RN ZEEE 0 AR ’S'g/-t‘ W2 LAWEEZZE TN R EER
F L5%E M ERRE > TR AL AT AR L FT s A AR EEFN AR o AIG
”“'F?I“’ Pos A WuEFEFTR G TR TAEFENT AEFRIN 2y REM K

BFREE R Faev IR A F/13 4 Hp
% (High) 5@1iEp p 30 B p &R P
? (Medium) 10 B3 iep p 90 & p & p p

MBI o p FOFORE W N R A U VB IR > RN 2
Py & F gL A N AR RS A & RS T

G a4 ) e et (Internet) b 0 A ¢ 852 5%  CRL 2 OCSP % 3 FRIF(<% & 2
ke a Rk ‘JW,% ) e

6.8 BFIF R

7]\2&')”“?;37\:‘ IR {B’L‘?_ﬁsﬁl épfﬁﬁ&/&‘af”*&ﬁ’ ]3_7]\)&—)&?;37\:‘ "JXIE 'Fip&'ﬂmm
WEEH > ¢ 5D TR

(1) BEREFPFE -
(2) G@AL PR -
(3) CRL &% PFF o

(4) OCSP # % pEfy¥ -
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EARBERERGT T P RES 2BHEFEY (TWCACYBER CA) G # IR 2 BHET 7+ (T4 A
B BEBLFPE R BRAL AN

7.1 BRI

ABHEFEY R 2 BEAE BB N AR AR AR N B
S E % > s & F(Cryptographically Secure Pseudorandom Number Generator ; CSPRNG)
A2

3564 Ak

7.1.1 % *

AEHFILY 2 BEE FFA Y P LBERA S X509v3 0 B G o (I AR
E_RFC 5280 &) :

L pERA

TN HE s v3
F 5 BESR
EFBENMRT DERRBFEZ  ABEFEY oA E

sha256WithRSAEncryption

EEREFEZ sha384WithRSAEncryption
ECDSAWithSHA256
ECDSAWithSHA384

¥ E EFFERFALLERE

&FH EESEEHBECAZ TR

&AL & A P

BmEL P G A p

B ;| BEIRT N SR 71427143 &

N BEHRZ 2F &4

P SR 712 &

712 8RB HF =

AEEFIEY SR 2 JFAPF i & RFC5280 82 BR7.1.2 &2 4ahf & f o

7121 % #§%

# L”'f&;ﬁ"éga I\)Lﬁ 7 # H)&’}i‘% ’H}al"'fy{ L’l{f'—r .
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FARERERFF I T REL 2EEFEY S(TWCACYBERCA)GH K2 BHET I+ FEAE

RcL; 2y i Azig? rEEP
RIEE s 4HEn o # * SHA-1 /% &2
BN o & * SHA-1 ¢ SHA-256 ;% & ;%
Lz # gk o P\§§CRLT§‘ii%;

B A4 o REE G- BAMT (R 7.142.1 &)

rEE
, G E g K

AR T 5 B o*
(accessMethod=1.3.6.1.5.5.7.48.2)(®% &) ~
PO FE Mk R 2B % (accessMethod=1.3.6.1.5.5.7.48.1)(:E * )
mMEE
certificatePolicies:policyldentifier

BRI o
certificatePolicies:policyQualifiers:policyQualifierld
certificatePolicies:policyQualifiers:qualifier:cPSuri

A A o cA=false ~ pathLenConstraint=None

E4ier >k o digitalSignature(«¢ & ) -~ keyEncipherment(:£ * )
serverAuth(1.3.6.1.5.5.7.3.1)(% &)

R &4k 32 o
clientAuth(1.3.6.1.5.5.7.3.2)(:£ *)

SCT i ¥ o - % % 1 Signed Certificate Timestamp # 3 &

FPREEOEP 0 p 2024 #3015 Pz M BEALULAFELE R TR

7122 % &8

H et JhAd i * G 1 & RFC 5280 52 + BR7.1.2.4 & 4Lj -

7.1.2.3 RFC 5280 = *

8 % 1& % (Precertificate) # # 4R 5 7 & # & RFC 5280 g 7 -

7.1.3 FE 2 5w

71.3.1 £ 4w B 2

AEHF LY CEFREFR Y DL RN EAT

ST $ 1% 35 75 (OID)
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TFREGREL T L0 P Rt 2BH Y Y o (TWCA CYBER CA)B#sc i & B g it it A0

{iso(1) member-body(2) us {840} rsadsi(113549) pkcs(1)
rsaEncryption pkcs-1(1) rsaEncryption(1)}

(1.2.840.113549.1.1.1)

{iso(1) member-body(2) us(840) ansi-X9-62(10045)
ecPublicKey keyType(2) ecPublicKey(1)}

(1.2.840.10045.2.1)

7132 § R FE 2

RMEEFTLY < FEBEPE R EE WL O LT

b R $ 1+ 35 5] 75 (OID)
{iso(1) member-body(2) us{840} rsadsi(113549) pkes(1)
sha256WithRSAEncryption pkcs-1(1) sha256WithRSAEncryption(11)}

(1.2.840.113549.1.1.11)

{iso(1) member-body(2) us(840) rsadsi(113549) pkes(1)
sha384WithRSAEncryption pkes-1(1) sha384WithRSAEncryption(12)}
(1.2.840.113549.1.1.12)

{iso(1) member-body(2) us(840) ansi-x962(10045)
signatures(4) ecdsa-with-SHA2(3) ecdsa-with-

ECDSAWithSHA256
SHA256(2)}
(1.2.840.10045.4.3.2)
{iso(1) member-body(2) us(840) ansi-x962(10045)
signatures(4) ecdsa-with-SHA2(3) ecdsa-with-
ECDSAWithSHA384

SHA384(3)}
(1.2.840.10045.4.3.3)

7.14 9 L4

7041 &35S

MERFIY 2 ¥ 22 B BIGHEI MY SRR T LALY B A X500 0k

- u] AEDN)Z & 65 R GBI 9 RFC 5280 40 b 4L o
&
A

ANEFEEEY ST EF 2 2 igE s BB
B2 A v — 35 £ fL(Subject DN) %5 % F = 24pF 3 #75 CA 1% & RFC 5280 DN

v — 5] % fL(Issuer DN)£2 3 {5 ;F‘i‘ (Issuer)
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FARRRAERFF L P R T 2EFEFEY (TWCACYBERCA)G#HF TR 2 BEF I+ TE AR

¥ L4k o Subject DN » H B2 E 2 24Pk o

7142 % ¢ BE2IWFTR

ANEHFIL? AT EF 2L “?&ﬂgv—i%ﬁ%fpw PREALA B RN TH AR 32D F2
EREF > IREEFED LHRERS DL AT

AEHEEIEY ST EF2 P B A LREI IR A RE I GE T AR
f LR F Y 2 CN BlE > B Bt 2 7 5 i L4088 IP oyt o

ATRAER EX & X' 52

FEBAERY S EF 2 B RE G LM LA A = (SAN) - B E 2 G

£
Fo=
dNSName # iPAddress 2j3% » 2 B * PR EHAFFIP> 2 2225 - BAHFNRCN

7

B o 134 RFC 5280 2. & <> ANSName pr % ©® % 8 * T KA (“ 7)o
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N s 2@ A\ A g
$ A RBERER G LD

7.1.4.2.2 3 fgvE-

AERFILL w FF LY 2B @y L AEDN)

ol L AL

}%‘]\i'&‘?—r %\’ }:'Li_ /" ,

CP R 2 EHEFEY (TWCACYBERCA)B#HITRK 2 BT+t £ AN

TRAR NGRS

B EF G EY SAN G FHh- BAMFRACNZ G HEN F 24 71421 & -
SSL & #% EVSSL & #
EN a2 0T el o
EF EF >
Common Name(CN) P B LA O O
Organization(O) Ty LA O O
GivenName/Surname pARAL X X
Street Address E_j%‘« TFEAT e R X O
Locality(L) e O O
State or Province(S) GRS A O O
Postal Code J AT b RIE TR B X O
Country(C) R 5 O O
Organizational Unit(OU) R Ay X X
Business Category g X O
Jurisdiction of Incorporation | # % ¥ {F#Td 23373 ¢ < o
Locality Name
Jurisdiction of Incorporation | & i ¥ 57 feds 2. 4 & ¥ < o
State or ProvinceName % ©
Jurisdiction of Incorporation
PRI AR 2R X
Country Name
Serial Number R OEE g L X
Other Subject Attributes Hi 2 BEY X X

7.143 CA B2 L TR

BARBEELY S EELp ABES Y CBRYEY L 8% B HERAREH
FRERERE T LT AMT AL LA -

7.1.4.3.1 3 Rvi— u &AL
(1) » “BREFLS o DBRLPY LS

® SSLUCA
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ARG U P REY 2EHF Y o (TWCACYBER CA)E# ik 2 B%F i+ £ A%

#4] 2 4(DN)

C=TW, O=TAIWAN-CA, OU=Global SSL Sub-CA, CN=TWCA Global SSL Certification Authority

C=TW, O=TAIWAN-CA, OU=Secure SSL Sub-CA, CN=TWCA Secure SSL Certification Authority

C=TW, O=TAIWAN-CA, OU=SSL Sub-CA, CN=TWCA SSL Certification Authority

C=TW, O=TAIWAN-CA, CN=TWCA Secure SSL Certification Authority

C=TW, O=TAIWAN-CA, CN=TWCA SSL Certification Authority

® EVSSLUCA

#4] 2 4£(DN)

C=TW, O=TAIWAN-CA, OU=Global EVSSL Sub-CA, CN=TWCA Global EVSSL Certification Authority

C=TW, O=TAIWAN-CA, OU=EVSSL Sub-CA, CN=TWCA EVSSL Certification Authority

C=TW, O=TAIWAN-CA, CN=TWCA EVSSL Certification Authority

(2) ﬁ"rsé])& 'F.’;mﬂ :\.»E] F/)& El%‘l"gj f”%ﬁ-;‘% .

#5) 2 4£(DN)

C=TW, O=TAIWAN-CA, OU=Root CA, CN=TWCA Root Certification Authority

C=TW, O=TAIWAN-CA, OU=Root CA, CN=TWCA Global Root CA

C=TW, O=TAIWAN-CA, OU=Root CA, CN=TWCA CYBER Root CA

7.1.5 @5 & L4

NG E f" ez pLEBeEFz GEraer T & #* 4 (Name Constraint)# ~o

7.1.6 16 B & A
AEFEFEY AT EF 2 BE RBEP DT IEE K (Certificate Policy) 4 L #f i@ >

ERT TS ERFEHT T AT TR

7.1.6.1 X % T G FICR I 2 BB

T 5|5 % CABFBR %9 2 B % s § 47 2 38 w75 °

ol P ® % iR
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E2Y

rEEEE? S(TWCACYBERCA)G#EI K2 GHFHFTEAL

(2.23.140.1.2.2)

ca-browser-forum(140) certificate-policies(1)

baseline-requirements(2) organization-validated(2)}

{joint-iso-itu-t(2) international-organizations(23) AR (MEHEEEY S HEEF DV
ca-browser-forum(140) certificate-policies(1) &)

baseline-requirements(2) domain-validated(1)}

(2.23.140.1.2.1)

{joint-iso-itu-t(2) international-organizations(23) SSLCA &3 ~SSL Gz ¢ *

(2.23.140.1.2.3)

{joint-iso-itu-t(2) international-organizations(23)

baseline-requirements(2) individual-validated(3)}

ca-browser-forum(140) certificate-policies(1) &)

v (ABEERES S EE

w1V

guidelines(1)}
(2.23.140.1.1)

{joint-iso-itu-t(2) international-organizations(23)

ca-browser-forum(140) certificate-policies(1) ev-

EVSSLCA !&8#% ~EVSSL g & i¢ *

716253k EREEY wp LR

R AGEEEY w2 BEF LG &K (Certificate Policy)at # 4§ i+ o

7.1.63 % *BEF =Y

B

*oREE R w2 % B B G G # s (Certificate Policy)ut # 4 £+ > # f * 11T g

HICR P g

& B

3 IR

SSL CA &3

{ISO(1) identified-organization(3) dod(6) internet(1) private(4)
enterprise(1) TWCA(40869) certificates(1) policies(1) SSL(21)

(1.3.6.1.4.1.40869.1.1.21)

{joint-1so-itu-t(2) international-organizations(23)
ca-browser-forum(140) certificate-policies(1)
baseline-requirements(2) organization-validated(2)}

(2.23.140.1.2.2)

EVSSL CA 5 &

{ISO(1) identified-organization(3) dod(6) internet(1) private(4)
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FARRRAERFF L P R T 2EFEFEY (TWCACYBERCA)G#HF TR 2 BEF I+ TE AR

enterprise(1) TWCA(40869) certificates(1) policies(1) EV(22)
class3(3) }
(1.3.6.1.4.1.40869.1.1.22.3)

{joint-iso-itu-t(2) international-organization(23) ca-browser-
forum(140) certificate-policies(1) extended-validation(1)}
(2.23.140.1.1)

71.6.4 % #8%

e E Y s EF2r 2R B L5 & #sc K (Certificate Policy)at ¥ i i 0 ¥ @

HCRE TS DTE

BB P i g
SSL & 3% {ISO(1) identified-organization(3) dod(6) internet(1) private(4)

enterprise(1) TWCA(40869) certificates(1) policies(1) SSL(21)
(1.3.6.1.4.1.40869.1.1.21)

{joint-1so-itu-t(2) international-organizations(23)
ca-browser-forum(140) certificate-policies(1)
baseline-requirements(2) organization-validated(2)}

(2.23.140.1.2.2)

EVSSL & # {ISO(1) identified-organization(3) dod(6) internet(1) private(4)
enterprise(1) TWCA(40869) certificates(1) policies(1) EV(22)
class3(3) }

(1.3.6.1.4.1.40869.1.1.22.3)

{joint-iso-itu-t(2) international-organizations(23) ca-browser-
forum(140) certificate-policies(1) extended-validation(1)}
(2.23.140.1.1)

7.1.7 B IR UL ek 2

AEHEFEY AT EF 2 BETRG L 2 7 T4, (Policy Constraint)4f o #f i o
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TOARRRENGT UL P RRT 2BEEFEY S (TWCACYBER CA)GHEA R 2 GHET 4 FE 408

718 BHRARVTAFTEIHIR

1

AEEEEY SR F2ZBEY ARG L 7 T~ (Policy Qualifier)iF iz o

719 BHARF AP =EL L & crfge
F &

7.2 BERALFP 3K

v 2 g2 CRL % # 2L(CRL Distribution Points)# “v f =7 B~ {F JR7% e nt - A FH
FI 9w CRL 24 5 1% 4.9.7 & .%o

7.2.1 8 *

AEFEFEY o FH X509 v2 #8CRL > % & RFC 5280 2 ge » B 5 T i -

il

p g

B E_ G V2

& 3 4§ CA h Subject DN

CRL % % p= ¥

T G R

B CRL#*TR* chE R 282 B FEY w3
sha256 WithRSAEncryption
sha384WithRSAEncryption

ECDSAWithSHA256
ECDSAWithSHA384
B H WAL DRETFE O PF e T RERRE BLFR
ExE E¥FRFAL2ZERE

722 8BBLFPEBEALFPHAHFE

ABEEE? EFE 2 CRLEF T HHffi:

B [ 3=
CRL %% VEHE 2 Rk #hu]E - & CRL

3 RY & ARG wul g2 CA
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Bk A MR R F(RY T wm)

SR E LIF 2 Bk R F G L & 40 s (Key Compromised) ~ F 3t % { (Affiliation Changed) ~
B 78 © A B~ 1% (Superseded) ~ % iF ' i& (Cessation of Operation) ~ #ic4l i€ * 4 (Privilege Withdrawn) ~
# 4p ¥(Unspecified)

LEc 0 RF RO 2 R o

B R ) P

CA P~ @ F 4= Bz o

CA - e REP & Bom kR 45> 2 ©

FRREESED A2 fR kG e

CA Far— B2 AFEP & E T P 4B £ 47 2 (bl

Debian Weak Key) ©

@ T A& FEIIGHE(F AT )T UEP P H"ﬁ}i # 4k
(i CACPS R 2E 2 P > ;Y )F > CAR AL T3 40 24k

SRR 0 P AL a2 iR o

Key Compromised (1)

SR RBEERE L REEP B P CAT L
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Moo B 2 RS T AR BT TS fRenFlEpdt oo

¥R & %5 F (Elliptic Curve Cryptography ; ECC)
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G,n,h> H ¥ & &z &»%&Gﬁﬂx‘y&%%&&\ﬂlﬁ 256 bits °
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‘S“ik'ﬁ‘%ﬁ- J‘%E%/ﬁ%/ﬁkigtfiu" atﬁ’#l}?i“ilt‘&%; ﬁi;wéf_&—‘g_fl’ﬁ
B Foale ek B ﬁ BV UREFHRFEF AT EONL TR s

ALERES A FT LSRR L e e

(12) <= B £ 4>8 F & 7 + & # (<Public Key>Certification or Certificate)

SRR A TP G CE TS L ER SR LR N A R RS A
PN - B AN N 1= 4Adwﬂ\§%$ﬁﬂuwtwﬂ AR 2 H B Ry

ﬁw%a&’?uﬁmﬁ%Aabﬁ’Tﬂmﬁ%rﬁﬁﬁ~\w¢%‘??¢%
(13) %32 7 /i # t# . (Certification Authority or Certificates Authority ; CA)

R FF U T RBIRBLAE S TR AT RRF > AS%RGHEY
FAEATHLLEE 2 QA EREOR EHE TR EAGT MBS L2 25
BB 4;%)&437 Hi=o

(14) 15 # 7 7% i® ¥ 7L % (Certification Practice Statement ; CPS)

BEW e TR 2 HRFRBEES ~ A~ RAFFEDITERF Y A
B g @@kmm>m$% W 24 TERPOAER  BEP M S
SESEES ST g T2 AR B AR o

(15) 224 H A e 78 7 & 2 (448 % AL)(Asymmetric Cryptosystem)

DR A BEE R E VAL R - REFEH L M T > &
WS PR A UHRLITE R MO AR UK ARSI L TR
DB EHTT P UHAL (o A MR R RG] I RS L (i .
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(16) #2:% & #ix(Hash Function)

— BT R £ R A L R R AL R W R o AR e L L
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(17) p ¥ & & { #73 B (Automated Certificate Management Environment ; ACME)

- R R 0 PR B R EFEBBE(CAEE Y S Web RIIRE2Z g Ap M
FIEE(PArGEY F) LiF® 2 RN A p B I F DA AR AR &
i% i HTTPS fwg?]f;a;“ itz JSON =zt 4 - 4pRf %% 7 &> RFC 8555 7 -

(18) &7 & % 3 F(Certificate Signing request ; CSR)

- ﬁ TR > RIGEY ?%—'iﬁéﬁ*ﬂﬁ"b 73 N s Je R B4 B HEA Fﬁg”"‘%(m
R LR EBEB L FEERY AT S HED Y G S e A

(19) % % & # (7 + 2% )(Issue a Certificate) *

Prdpenid? (BEBIZEETHTEARE F&R2 F'%@%*&fﬂe‘ﬁ—w A F A 4R
e THAEL R G PR EGLIPHN BRE > EF R EKEESE W EHE -

(20) = * {4 % 5] & (Public Suffix List ; PSL)

d  Mozilla £ cho> & F ik 0 7] 4 3% https://publicsuffix.org/ > 3% 7] d & 04 2 1 -
R4 §_d ICANN # &7 TLD(Top Level Domain ; "8 %38 Z)7] % > — 384 . d B A 24
{4 & e1 PRIVATE 7] % -

(21) Punycode

F - f64 7 Unicode 75 fr ASCII £ 574 *T1ch3 @ & > Gi4ed = T 238 | ¢k %m 5 Mxn-
-kpry57d ;> Punycode e1p e At RV LERaEE Y > Bapdt F3F 7 s LF Y
$aFg 5 ASCII -

(22) Bugzilla

d Mozilla B2 T EN g Pig Bt § CAF AL A3 A 2w

3 g o 231 hittps://bugzilla.mozilla.org/home °
(23) 38 & 4
Ap e A LA m 2 58 o Rl L fE/RI+(Public DNS):& {7 f247 -
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https://bugzilla.mozilla.org/home
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(24) =5 IP

B R Ty B¢ 0 IETF(Internet Engineering Task Force » 3 %% it 1 42 ] 2 )fr
IANA(Internet Assigned Numbers Authority > & "5 e B 5L & fie b ) iFF * >M 7R P chenie
L H(IP) o FAYI T e ptiE T 539 ¢

https://www.lana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml

https://www.iana.org/assignments/iana-ipv6-special-registry/iana-ipv6-special-registry.xhtml

(25) &8 # & P R (Certificate Transparency ; CT)

TE?RFCO962 ¥ » P NI FH CAPH 2B - BB CAMREHE BT 2FHRPIRE
(Log server) » GG AW MR PR " Fiopdim) FFR87 5 £ EL 7 ¥ DEHE

Py T CA D §irEiF s o
(26) 3¢ 7 (Precertificate)

% %> RFC 6962 ¥ » CT # sh- fP7RIEH > & - BEFEP 4% CA 55 5 82
o T #z2 YB3 CT L& PMREY B F
SCT(Signed Certificate Timestamp) > @ F % & % = * © 2 GH N 7 #¢ 7 &4 SCT 1 #H
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(27) #:1R& HE B & # (CAA)

fﬂ
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DNS Fikke s v 3rgesbit] Fdp 2otk CA J 5 2 #3847 TLS &% -

BER L CAA B8 g A7 UG HEDF (TR0 § 2cb L A KR FESD CA
LR ELr SHER R RE KA MR B RENE D

(28) % 4R & % (MPIC)

AN R L N AR T gl

&

AL RER T CA g GED
DNS eérer % a2 % 2 - % » 1'% K% BGP #3# - DNS =4 &
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4 4R & B 7 (Primary Perspective )

d CA i R 2E& B > f 72~ DNS-CAA~HTTP-01 & TLS-ALPN-01 #* A
HEBETH > FRUE v HaA i ARED R R AT A ASY TARD
¥ LR ek % A

BB AR & %% (Remote Perspective )
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https://zh.wikipedia.org/wiki/%E9%9B%BB%E5%AD%90%E8%AD%89%E6%9B%B8
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AARE - RDFEFT N ARG RESE R T a2y IR - R l#ﬁ“f w4 A
CA 4R & vpiTenptd & DNS Hghli)

CA Fj hiégors G eoml- REFP 2 TARZEEREL J 20 T
MEFEHE S FE-ARERPIT - R RETRE L P

(29)i& * CA F # E(Common CA Database ; CCADB)

£.d  Google ~ Apple ~ Microsoft 2 Mozilla % 2 il T BRF & b a@and * CA F#
Boowor e ?12175’15 sk CA R4 ~ {2 B2 REETH > LmiFg#E
WA A G RE M R
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ks L3

2 #§ #-(Acronyms and Abbreviations)

ACME Automated Certificate Management Environment
ANSI American National Standard Institute
BR Baseline Requirements for the Issuance and Management of Publicly-Trusted
TLS Server Certificates
CA Certification Authority
CAA Certificate Authority Authorization
CABF CA/Browser Forum
CC Common Criteria
CCADB Common CA Database
CN Common Name
Cp Certificate Policy
CPS Certification Practice Statement
CRL Certificate Revocation List
CSR Certificate Signing request
DN Distinguished Name
DNSSEC Domain Name System Security Extensions
ECC Elliptic Curve Cryptography
EVG Guidelines for the Issuance and Management of Extended Validation Certificates
EVSSL Extended Validation SSL
FIPS

Federal Information Processing Standard
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IDNs

ISO/IEC

ITSEC

LDAP

MPIC

MRSP

OCSP

OID

PMA

PIN

PKCS

PKI

RCA

RSA

SAN

SSL

TCSEC

URL

P3P Rt 2EFEFEY (TWCACYBERCA)G#HIC K 2 BEF I TE AR

Internationalized Domain Names

The International Organization for Standardization/The International

Electrotechnical Commission

Information Technology Security Evaluation Criteria

Lightweight Directory Access Protocol

Multi-Perspective Issuance Corroboration

Mozilla Root Store Policy

Online Certificates Status Protocol

Object Identifier

Policy Management Authority

Personal Identification number

Public Key Cryptography Standard

Public Key Infrastructure

Registration Authority

Root Certification Authority

Rivest, Shamir, Adleman(Encryption Algorithm)

Subject Alternative Name

Secure Socket Layer

Trusted Computer System Evaluation Criteria

Universal Resources Location
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